1Data Link LayerIntroduction¥Data Link layer provides a�error free� point-to-point bitpipe for transmission of

Framing

—Error Detection—Error Control—Flow Control

2Framing¥Character Count—Insert PDU length as firstcharacter in the frame.

—Insert special characters at startand end of the frame (SOF, EOFcharacters, e.g... Data link escape(DLE) and End-of-text(EOT)).

3Framing¥Flags—Insert special bit patterns, called�flags� at start and end of the

01111110

¥Symbol Stuffing¥Line Code Violations

4Error DetectionEncodein.data.framek bitsout.data.framen bits

detect errors

5Error Detection¥Example: n=2k—Repeat the frame—

6Error Detection¥Example: Simple Parity Check¥Even Parity— number of �1� per block is even¥

Odd Parity

—number of �1� per block is odd

¥Redundancy ratio = k+1/k

7Error Detection¥Performance criteria for errordetection codes is theprobability of an undetectederror, Let p = probability of a bit errorand assume random errors .thenProb[1 bit error in a block of n bits ]= p(1)= np(1- p)n-1for m errorsp(m) = n!(n - m)!m!p m (1− p)n-m Pe

8Error DetectionExample: Find thetime between undetectederrors for:n = 1000p = 1 in millionRate = 100 Mb/s 2 Pe= P(2)+ P

(4)+ P(6)

.Note P(m)»0 for M>3.Pe=n(n-1)p2(1-

p)n-2

9Block CodesRepresentation and manipulation of message blocks k -bit message is represented by a binaryvector of length krd = (d1, d, d3, ....,dk )Example, 01001100 → (0,1,0,0,1,1,0,0)

10Block Codes

n-bit code word is represented by a binary vector of length n c=(c, c, c, ....,c

Example,

01001100110

(0,1,0,0,1,1,0,0,1,1,0)

1 2 3 n

r^) fi

11Block Codes

Transformation between message and code vectors.

Let c d c d c d c d c = p d p d p d p d p d c = p d p d p d p d p d c = p d p d p d p d p

1 1 2 2 3 3 k k k+1 11 1 21 2 31 3 41 4 k1 k k+2 12 1 22 2 32 3 42 4 k2 k n 1r 1 2r 2 3r 3 4r 4

= = = =

¯ ¯ ¯¯

¯ ¯ ¯¯

¯ ¯ ¯¯

, , , ..

...

...

.

.

...

krkr k d

Note 0 0 0 1 0 1 0 1 1 1 1 0

¯ = ¯ = ¯ = ¯ =

, , ,

12Block Codes In matrix form rc = rdGwhereG = 1 0 0 0 0 p11 p12 p13 p14 p15 p1r0 1 0 0 0 p21 p22 p23 p24 p25 p1r0 0 1 0 0 p31 p32 p33 p34 p35 p1r0 0 0 1 0 p41 p42 p43 p44 p45 p1r0 0 0 0 1 pk1 pk2 pk3 pk4 pk5 pkrG =[IkP] where Ik = k x k idenity matrixG = Code Generator Matrix

13Block Codes¥ G Defines aLinear Systematic(n,k) Codek MessageBitsr CodeBits

Code Word of n bits

14Block Codes¥Example: G = 1 0 0 0 1 10 1 0 1 0 10 0 1 1 1 0 P = 0 1 11 0 11 1 0 There are 8 unique code wordsc1 = d1G = [0 0 0] 1 0 0 0 1 10 1 0 1 0 10 0 1 1 1 0 = 0 0 0 0 0 0[ ]c2 = d2G = 0 0 1[ ] 1 0 0 0 1 10 1 0 1 0 10 0 1 1 1 0 = 0 0 1 1 1 0[ ]

15Block Codes¥Problem: given a receivedmessage determine if an errorhas occurred.

Model for the recieved message r = rc⊕ re where re = error vector ei = 1 means that a error occured in the i_{th} bit of the code word

16Block Codes¥Define aParity Check Matrix H H = [PtIr ] = p11 . . . pk1 1 0 0 0 0 0. . . . . 0 1 0 0 0 0. . . . . 0 0 1 0 0 0. . . . . 0 0 0 1 0 0. . . . . 0 0 0 0 1 0p1r . . . pkr 0 0 0 0 0 1

17Block codes

For all 2 valid code words, it can be shown that cH=0

Then rH= (ce)H=cHeH=eH and if eH thene0 and an error has occured.

So ifrH then an error has occured.

s= Error Syndrome =rH Therefore, ifs=0 then no error. k t t t t t t t t t r r r r r r r r r r r r r ¯¯

„ „

„

0

0

18Block Codes¥Example: G = 1 0 0 0 1 10 1 0 1 0 10 0 1 1 1 0 P = 0 1 11 0 11 1 0 H = 0 1 1 1 0 01 0 1 0 1 01 1 0 0 0 1 Ht = 0 1 11 0 11 1 01 0 00 1 00 0 1 r = 1 1 1 1 1 1[ ]rs = 1 1 1 1 1 1[ ] 0 1 11 0 11 1 01 0 00 1 00 0 1 = 1 1 1[ ]≠ 0An error has been detected.

19Hamming DistanceA Geometric Interpretation ofError correcting Codes¥Hamming distance between two codewords is defined as the number of differingbit positions. Let c^i = 1 0 1 1 0 1

[ ] and c^j = 0 0 1 1 0 0 [ ] then the Hamming distance between c^i and c^j is d^{ij} = 2.

Note d^{ij} = c^i∑ ⊕ c^j

The minimum distance decoder selects the code word

'closest' in Hamming distance to the received message.

A minimum distance decoder can correct m errors where m is the largest integer not to exceed 1 / 2(d^m − 1), where d^m is the minumum hamming distance between any two valid code words.

20 Hamming DistanceExample of Hamming Distancesdcd1=00c1=0000d2=01c2=0101d3=10c3=1010d4=11c4=1111rd1d2d3d40000024000112300101313001120100123

01102011132310001213100121010240210113110021101312111031111420

21Binary Cyclic Codes¥A subclass of linear block codesare the binary cyclic codes.¥If ckis a code word in a binary

cyclic code then a lateral (or

cyclic) shift of it is also a code

word.

If c

1

c

2

c

3

c

4

c

5 [ ] is a code word

then c

5

c

1

c

2

c

3

c

4 [ ] and

c

4

c

5

c

1

c

2

c

3 [ ] can also be code words.

22Binary Cyclic Codes¥Advantages:—Ease of syndrome calculation—Simple and efficient coding/decoding structure

¥ Cyclic codes restrict the form

of the G matrix

¥The cyclic nature of these codes

indicates that there is a

underlying pattern.

23Binary Cyclic Codes

Generator Polynomial g(x)

Note r

= number parity bits

()=Example

:rg x x g x g x gxg x x x xr r r r1 111 1 2 2 116 15 2¯ ¯ ¯ ¯= ¯ ¯ ¯- - - - ....( )

24Binary Cyclic Codes¥Construction of G from g(x)—1) Use g(x) to form the kth row of G.—

2) Use k

th row to form (k-1) row by ashift left, or xg(x).—3) If (k-1) row in not in standard formthen add kth row to shifted row, i.e..,(k-1) row becomes xg(x) + g(x).—4) Continue to form rows from the rowbelow.

—5) If the (k-j) row not in standard form

the add g(x) to the shifted row.

25Binary Cyclic Codes Example:g(x) = x3 ⊕ 0x2 ⊕ x⊕ 1n = 7 k = 4 r = 3Step 1:kth of G → 0 0 0 1 0 1 1[ ]Step 2:k− 1row of G → 0 0 1 0 1 1 0[ ]Form ok.Step 3:k− 2 row of G → 0 1 0 1 1 0 0[ ]Form not ok. 0 1 0 1 1 0 0[ ] + 0 0 0 1 0 1 1[ ] 0 1 0 0 1 1 1[ ]Form ok.Step 4:k− 3 row of G → 1 0 0 1 1 1 0[ ]Form not ok. 1 0 0 1 1 1 0[ ] + 0 0 0 1 0 1 1[ ] 1 0 0 0 1 0 1[ ]Form ok. DoneG = 1 0 0 0 1 0 10 1 0 0 1 1 10 0 1 0 1 1 00 0 0 1 0 1 1

26Binary Cyclic Codes Codes for this example are:rc1 = 0 0 0 1[ ] 1 0 0 0 1 0 10 1 0 0 1 1 10 0 1 0 1 1 00 0 0 1 0 1 1 = 0 0 0 1 0 1 1[ ]rc2 = 0 0 1 0[ ] 1 0 0 0 1 0 10 1 0 0 1 1 10 0 1 0 1 1 00 0 0 1 0 1 1 = 0 0 1 0 1 1 0[ ]Note that rc1 and rc2 are cyclic shifts of each other.

27Binary Cyclic Codes¥Standard generator polynomials

CRCgxxxxCRCCCITT gxxxxCRCgxxxxxxAALgxxxxxxAAL gxxxxxxx- fi = + + +- fi = + + +- fi = + + + + +fi = + + + + +fi = + + + + + +16 1 112 13 4 15 16 15 216 12 512 11 3 210 9 5 432 26 22 16 11 10( ) ( )( )/ ( )( ) x x x x x x8 7 5 4 2 1+ + + + + +

28Binary Cyclic Codes¥Performance of standard codes—Detects all single errors—Detects all double errors—

Detects all odd number of errored

bits—Detects all burst errors of 16 orfewer bits—Detects 99.997% of all burst of 17or fewer bits