1Synopsis¥Introduction to Communication Network Performance Prediction¥Overview of Discrete Event Simulation and Approaches¥Discussion of Verification and Validation of CommunicationNetwork Simulation Models¥Discussion of Statistical Considerations in the Analysis of Resultsfrom Communication Network Simulation Models¥Communication Network Simulation Modeling Tools and Examples¥Future Directions in Computer Aided Analysis and Design ofCommunications Networks

2Issues Addressed by Network Analysis¥Comparison of Alternative Network Designs¥Effect of Tuning Network Parameters on Performance¥Effect of Growth and Changes in Traffic Patterns on Performance¥Assessing Effects of Overhead on Performance¥Evaluation of the Performance of a Given Protocol¥Evaluation of Specific Network Components (e.g. Packet Switches)on Overall System Performance

3Examples of Network Performance Measures¥Delay¥Throughput¥

Power = Throughput Delay

•Packet Loss Probability•Reliability•Robustness•Protocol Efficiency

4Evaluation TechniquesLowHighComplexity: Cost of Development EffortRules ofThumb& BoundsExtrapo-lation ofExistingPerformanceAnalyticalTechniques SimulationHardwarePrototype& Measurement

5Attributes of Simulation Techniques•Simulation can be used to model general communications networksin minute detail.•Simulation models can be expensive to construct.•Simulation models can be expensive to run.•Statistical analysis of the results generated by a simulation can bedifficult.•It can be difficult to gain general insights into system behavior basedon simulation results.

6Examples of When to Use Simulation•For studying transient behavior of networks.•For systems with adaptive routing.•For systems with adaptive flow control.•For systems with blocking (finite buffers).•For systems with general message interarrival statistics.•Validation of analytic models and approximations.•For experimentation without disturbing an operational system.

7Elements of Communications Networks•Transmission Facilities (Provides Service)·Delay·Errors·Reliability•Queueing (Provides Memory)•Computers (Provides Intelligence)·Traffic sources·Control the allocation of network resources via protocols•Traffic Sources·Computers·Voice·Video

Computer

ExternalTrafficExternalTraffic > 8A Definition of CommunicationNetwork SimulationCommunication network simulation involves generating pseudo-randomsequences of message lengths and interarrival times (or other inputprocesses, e.g. time varying link quality) then using these sequences toexercise an algorithmic description of the network operation.

9Example of a Single-Channel StatisticalMultiplexer

Population of Users•••Statistical MultiplexerTransmissionFacilityTraffic Characterization — The Input Process•Message Length•Message Interarrival Times•Other·BER vs. Time·Link Reliability·Node Reliability

10A Model for the Statistical MultiplexerInputSourcequeue(Buffer)Server(Transmission facility)

11Sample Realization of an Input ProcessMessage number123456789101112Interarrival timebetween i+1 and imessage (seconds)21311425142--Length of ith message(seconds)136211425113

12An Empirical LAN Traffic Interarrival Sequence,An Example Point Process (from [34])

13An Example Sequence of Measured LAN Message Lengths(data from [34])

14An Example Sequence of Measured Video Workload(data from [35])

15Example Interarrival Sequences from Renewal Processes

16Pictorial “proof” of self-similarity: Ethernet traffic(packets per time unit) on five different time scales(from [34])

17Overview of Discrete EventSimulation Approaches•Time Step Approach•Event-Scheduling Approach•Process-Interaction Approach•Activity ScanningCommunications Network Modeling Approaches•Extended Queueing Networks•Finite State Machine•Petri Nets•Data Flow Block Diagram

18Time Step Approach to Network Simulation•Fixed-Increment Time Advance•Update System States at End of Each Fixed Time Interval

19Example Time History of Time Step Analysis ofStatistical MultiplexerSimulatedTimeMessageArrivalStart ofTransmissionEnd ofTransmissionNumberin BufferNumberin SystemTimein BufferTimein System01234567891011121314151617181920212223242526123456791011128123456781234567890001101233323221111121112221012212344434332222232223330,0,2,5,6,6,3,5,2,6,123456789101,3,8,7,7,7,7,7,7,123465789789

2054012304812162024

21Performance Measures•

Average Delay = Σ Time in system i^{th} message total number of messages processed •

Average number in system = Σ N t( )total time

22Event Scheduling Approach•Variable Time Advance•Update System State Only When Events Occur, e.g. Arrivals orDeparturesThe Event Calendar•Events are Instantaneous Occurrences Which Change the State ofthe System•An Event is Described by·The time the event is to occur·The action to take place at the event time•The Event Calendar is a Time Ordered List of Events

23Simplified Flow Control for theEvent Scheduling ApproachUse Event List to Determine Next Eventto ProcessAdvance Simulation Clockto Time of Next EventUpdate System StateUsing Event RoutinesUpdate Event ListUsing Event RoutinesAn Executive (or Mainline) Controls the Selection of Next Event

24Entities, Attributes, Activities, and Files•Entities are the objects upon which action is performed. In networksimulation entities are messages.•Attributes are characteristics which describe entities, e.g. messagelength or message type.•Activities are the operations that change the state of the network,e.g. increment number of messages waiting in a buffer.•Files are groupings of entities which share a common attribute, e.g.all messages waiting in same buffer.

25SFDPREAMBLESOURCE ADDRESSDESTINATION ADDRESSLENGTHFRAME CHECK SEQUENCEPADLLC DATA7 OCTETS2 OCTETS2 OR 6 OCTETS1 OCTETS2 OR 6 OCTETS4 OCTETSLSBMSBb 0b 7bits within frame transmitted left-to-rightoctets within frametransmitted top-to-bottom48 bit address format1/GU/L46 bit address16 bit address format1/G15 bit address1/G = 0 individual address1/G = 1 group addressU/G = 0 globally administrated addressU/G = 0 locally administrated addressExample of a Communications Packet Data Structure

26NetworkStateNetworkStateNetworkStateActivityActivity••••Time

27Example of Discrete Event Simulation of theStatistical Multiplexer

Departure (End of Transmission)bufferemptyChangestatus oftransmissionfacilityto idleReturnYESNORead & removefrom filethe attributesof nextmessageto send Schedule End ofTransmissionReturn

28Arrivalassign a messagelength using a random number generator Schedule next arrivalUse random number generator to obtainnext arrival time

TransmissionFacilityFreeyesnoChange Statusof transmissionfacility to busyAdd messageto buffer(file)Schedule End oftransmission attnow + message legth ReturnReturn

29Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeArrival0Event CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)000_000MessagenumberMessagelengthMessageTime

30Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeDeparture1Event CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)100000MessagenumberMessagelengthMessageTime2Arrival

31Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)001111MessagenumberMessagelengthMessagetime2Arrival

32Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)102111MessagenumberMessagelengthMessagetime3ArrivalDeparture5

33Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)113112MessagenumberMessagelengthMessagetime5ArrivalDeparture6633

34Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)105246MessagenumberMessagelengthMessagetime6ArrivalDeparture11

35Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)116247MessagenumberMessagelengthMessagetime7ArrivalDeparture11246

36Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)127249MessagenumberMessagelengthMessagetime8ArrivalDeparture11246175

37Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)1382412MessagenumberMessagelengthMessagetime11ArrivalDeparture12246175618

38Status ofTransmission1 = active0 = idelNumberin BufferBuffer ContentsActivity typetimeEvent CalendarSystemClockNumber ofPackets processedTotal Delay ofcompletedmessagesArea UnderN(t)121131224MessagenumberMessagelengthMessagetime13ArrivalDeparture12157186

39Relative Merits of Time Step and Event SchedulingApproachAdvantagesDisadvantagesTime StepEfficient for system with veryfrequently occurring eventsEfficient for regularly spacedeventsMust process at each time stepError induced by fixed finitetime incrementMust establish rules to orderevents that occur in sametime incrementEvent SchedulingOnly process at event timesNo time increment to selectFlexibleSignificant programmingeffort required

40Verification and Validation of CommunicationNetwork Simulation Models•Verification is determining whether the simulation model performsas intended•Validation is determining whether the simulation model is a“accurate” representation of the communication network understudy

41Verification Methods•Modular development and verification•Structured walk-through•Event trace•Model simplification and comparison to analytic results•Graphical display of network status as the model progresses

42Some Comments on Validation•Simulation models are always approximations•A simulation model developed for one application may not be validfor others•Model development and validation should be done simultaneously•Specific modeling assumptions should be tested•Sensitivity analysis should be performed•Attempt to establish that the model results resemble the expectedperformance of the actual system“For models which attempt to describe new systems where no historicaldata are available and which are of such a nature that there are no inputconditions that correspond to known analytical results, the problem ofmodel validation is, indeed, extremely difficult. About all one can do in thissituation is to recheck the logic of the design, run the model over a range ofdifferent inputs to determine whether the outputs are within the realm ofplausibility, and, if one is so inclined, pray a lot.”(From D. Gross and C.M. Harris, “Fundamentals of Queueing Theory,”John Wiley & Sons, Inc., New York, 1985)

43Statistical Considerations: Analysis of Results fromCommunication Network Simulation•Starting Rules (Overcoming initial transients)•Quality of Performance Estimates (Variance of estimatedperformance measures)

44Starting Rules•An initial transient period is present which can bias the performancemeasurements.•Achieving Steady State·Use a run-in period:Determine

Tb such that the long-run distribution adequatelydescribes the system for t >

Tb·Use a “typical” starting condition (state) to initialize the model

45Quality of the Performance Estimate•Performance estimates should be unbiased•Performance estimates should have minimum variance•Confidence intervals are the usual approach for assessing theaccuracy of the estimators•The desired confidence interval width determines the length of thesimulation run•Observations tend to be correlated: we cannot directly applystandard statistical approaches based on independent and identicallydistributed observations

46Common Techniques for Dealing withthe Lack of Independence•Simple Replication•Batching•Regenerative

47Simple Replication543210543210543210N(t)N(t)N(t)•••Replication 12•••MTbTbTb•Assume results for each replication are independent•Apply standard statistical techniques•Inefficient because of M startup periods

48Batching543210N(t)N(t)tBatch 1•••Batch MT bT 12T 1MT 1•Assume results from each batch are independent•Apply standard statistical techniques•Batches can be correlated unless “dead” periods between batches areemployed

49Regenerative543210N(t)tRegenerative Periods•Assume results from each regenerative period are independent•Apply standard statistical techniques•Regenerative period can become very long in some cases•Note the regenerative technique overcomes the initial transientproblem

50Evolution of Computer-Aided Analysis and DesignTools for Networks•“Zeroth” generation — general purpose languages·Fortran·C·Pascal·Basic•“First” generation — general purpose queueing system simulations·GPSS·SLAM·SIMSCRIPT•“Second” generation — application specific: computer systems andwide-area communication networks·RESQ [see Ref. 20]·PAWS [see Ref. 25]•“Third” generation — integration of second generation languageswith a graphics-oriented analysis and modeling environment·Q+ (Q+ is a trademark of AT&T [see Ref. 24])·GENESIS (from University of Massachusetts [see Ref. 27])·BONeS (BONeS is a trademark of COMDISCO Systems, Inc.,Lawrence, Kansas [see Ref. 29])·SES/Workbench (SES/Workbench is a trademark of Scientificand Engineering Software, Inc., Austin, TX [see Ref. 33])·OPNET (Mil 3, Inc., Washington,DC [see Ref. 30])

51Relative Merits of General Purpose LanguagesAdvantagesDisadvantagesWide AvailabilityLonger programming anddebugging timeFew restrictions imposed on themodelDifficult verificationUser may have prior knowledge ofthe languageUnless object-oriented, limitedability to reuse modelsGenerally more computationallyefficientModel enhancement and evolutionare difficult

52Relative Merits of Special Purpose LanguagesAdvantagesDisadvantagesProvide built-in simulation servicesto reduce programming effortMust adhere to a particular “worldview” of the languageProvide error-checking techniquessuperior to those provided ingeneral purpose languagesAvailability and supportProvide a brief, direct vehicle forexpressing the concepts arising in asimulation studyCostProvide ability to construct usersubroutines required as a part ofany simulation routineIncreased computer running timeContain set of subroutines forcommon random numbersTraining required to learn thelanguage and modeling paradigmFacilitate collection and display ofdata producedFacilitate model reuse

53Relative Merits of Computer-Aided Analysis andDesign EnvironmentsAdvantagesDisadvantagesProvide a complete integratedperformance analysis environmentTailored to a specific modelingparadigmGraphically basedMay be tied to a specific hardwareplatformTypically integrate language,database, prior knowledge, andstatistical analysis packagesIncreased execution timeSupport management of modelsand input/output dataCostFacilitate model reuse and groupmodel development

54Criteria for Selecting a Computer-Aided Analysisand Design Tool•Availability•Cost•Usage•Documentation•Ease of Learning•Memory Requirements•Computation Efficiency•Flexibility•Portability•User Interface•Extendability 55 56 57DLHPHNHTHAHInfoInfoUser InformationApplication LayerPresentation LayerSession LayerTransportation LayerNetwork LayerData Link LayerPhysical LayerAH Applicaton HeaderPH Presentation HeaderSH Session HeaderTH Transport HeaderNH Network HeaderDLH Data Link HeaderSHBitsData Structure Encapsulation in the OSI Layered Architecture 58 59 60 61 62Guidelines to Simulation Modeling and Analysis ofCommunications Networks•Know the customer•Know the network•Know the important performance metrics•Know how to establish a credible model•Expect the model to evolve•Know how to apply good software management techniques

63Features Expected in Future Simulation Modelsand ToolsI.Computational FeaturesA.Importance SamplingB.Perturbation AnalysisC.Distributed SimulationD.Merging of elements of operational component withsimulation models.E.Use of more efficient model abstractionsII.Enhancements to the User EnvironmentA.More animationB.Enhanced debugging facilitiesC.Development of standards for file formats and possible modelsto encourage team effort and collaboration

64III.Broadening the Scope of Simulation and Modeling ToolsA.Transition from a purely analysis tool to an element used forsuggesting plans and designs based on previous cases and priorknowledgeB.Integration of simulation tools into the complete life cycle of aproduct or networkC.Interface to operational networks1.This interface will be used to capture network topology,existing traffic parameters, and parameters of networkdevices. Possibly culminating in the automatic generationof the network model2.Interface to existing network management systems3.Provide access to operational network for use in hybridsimulation/emulation experiments4.Reciprocal use of network and simulation software. Useoperational network software as part of simulation anduse simulation software as part of operational network.IV.Integration of Expert System TechnologyA.Decision SupportB.Intelligent User Interface1.Advice-giving on various aspects of the modeling process2.Advice on interpretation of results.C.Advice on modeling methodD.Advice on modeling abstraction

65Conclusions•Simulation can be an important tool for communication networkdesign and analysis•Care and thought must go into construction of communicationnetwork models•Care and thought must go into interpretation of model output

66BibliographyCommunication network performance analysis1)L. Kleinrock, ‘Queueing Systems,’ Vol. I and II, John Wiley, 1976.2)M. Schwartz, ‘Computer Communications Network Design andAnalysis,’ Prentice-Hall, Englewood Cliffs, New Jersey, 1977.3)J.H. Hayes, ‘Modeling and Analysis of Computer CommunicationsNetworks,’ Plenum Press, 1984.4)V. Ahuja, ‘Design and Analysis of Computer CommunicationsNetworks,’ McGraw-Hill, New York, 1982.5)A.S. Tanenbaum, ‘Computer Networks,’ Prentice-Hall, EnglewoodCliffs, New Jersey, 1981.6)B.W. Stack and E. Arthurs, ‘A Computer & CommunicationsNetwork Performance Analysis Primer,’ Prentice-Hall, EnglewoodCliffs, New Jersey, 1985.7)C.H. Sauer and K.M. Chandy, ‘Computer Systems PerformanceModeling,’ Prentice-Hall, Englewood Cliffs, New Jersey, 1981.8)M. Reiser, ‘Performance Evaluation of Data CommunicationsSystems,’ Proceeding of IEEE, Vol. 70, No. 2, Feb. 1982.9)F.A. Tobagi, et al, ‘Modeling and Measurement Techniques in PacketCommunications Networks,’ Proceeding of IEEE, Vol. 66, No. 11,Nov. 1978.10)P. Heidelberger and S.S. Lavenberg, ‘Computer PerformanceEvaluation Methodology,’ IEEE Transactions on Computers, vol. C-30, No. 12, Dec. 1984.11)M. Ilyas and H.T. Mauftah, ‘Performance Evaluation of ComputerCommunications Networks,’ IEEE Communication Magazine, Vol.23, No. 4, April 1985.

6712)Special Issue on Dynamics of Discrete Event Systems, Proceeding ofIEEE, Vol. 77, No. 1, January 1989.13)D. Bertsekas and R. Gallager, ‘Data Networks,’ Prentice-Hall,Englewood Cliffs, New Jersey, 1987.Simulation14)A.M. Law and W.D. Kelton, ‘Simulation Modeling and Analysis,’McGraw-Hill, 1982.15)M. Pidd, ‘Computer Simulation in Management Science,’ John Wileyand Sons, 1984.16)D. Gross and C.M. Harris, ‘Fundamentals of Queueing Theory,’ 2ndedition, Chapter 8, Simulation, John Wiley and Sons, 1985.17)W.G. Bulgren, ‘Discrete System Simulation,’ Prentice-Hall, 1982.18)A. Pritsker, ‘Introduction to Simulation and SLAM II,’ John Wiley,1984.19)R.E. Shannon, ‘Systems Simulation,’ Prentice-Hall, 1975.20)C.H. Sauer and E.A. MacNair*, ‘Simulation of ComputerCommunications Systems,’ Prentice-Hall, 1983. * Describes RESQ.21)A.M. Law and C.S. Larmey, ‘An Introduction to Simulation UsingSIMSCRIPT II.5,’ C.A.C.I., Los Angeles, California, 1984.22)T.J. Shriber, ‘Simulation Using GPSS,’ John Wiley, 1974.23)L. Mantelman, ‘AI Carves Inroads” Network Design, Testing andManagement,’ Data Communications, July 1986.24)B. Melamed and R. Morris, ‘Visual Simulation: The PerformanceAnalysis Workstation,’ IEEE Computer, Vol. 16, No. 8.

6825)‘PAWS/A,’ User Guide, Information Research Associates, Austin,Texas, 1983.26)G.S. Fishman, ‘Principles of Discrete Event Simulation, Wiley andSons, 1978.27)J.F. Kurose and C. Shen, ‘GENESIS: A Graphical Environment forthe Modeling and Performance Analysis of Protocols in MultipleAccess Networks,’ ICC ’86, pp. 8.5.1 - 8.5.6, June 1986.28)L.F. Pollacia, ‘A Survey of Discrete Event Simulation and State-of-the-Art Discrete Event Languages,’ Simulation Digest, ACM Press,Vol. 20, No. 3, Fall 1989, pp. 8-25/29)W.W. LaRue et al, ‘A Block Oriented Paradigm for ModelingCommunications Networks,’ IEEE Milcom ’90, Monterey, CA,October 1990.30)A.C. Jerome et al, ‘Communications/Network and Protocol DesignAutomation,’ IEEE Milcom ‘87, Washington, DC, October 1987.31)Special Issue on Computer Aided Modeling, Analysis, and Design ofCommunications Systems II, IEEE Journal on Selected Areas ofCommunications, Vol. 6, No. 1, January 1988.32)L.F. Pollacia, ‘A Survey of Discrete Event Simulation and State-of-the-Art Discrete Event Languages,’ Simulation Digest, ACM Press,Vol. 20, No. 3, Fall 1989, pp. 8-24.33)SES/Workbench Introductory Overview, Scientific and EngineeringSoftware, Inc., Austin, TX, 1989.34)W.E. Leland, et al., On the Self-Similar Nature of Ethernet Traffic.,IEEE/ACM Transactions on Networking, Vol. 2, No. 1, Feb. 1994, pp.1-15.35)J. Beran et al., Variable-Bit-Rate Video Traffic and Long-RangeDependence. IEEE Transactions on Communications, 1992.