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Prioritized Resource Allocation
for Stressed Networks

Cory C. Beard, Member, IEEE, and Victor S. Frost, Fellow, |IEEE

Abstract—Overloads that occur during times of network stress
result in blocked access to all users, independent of importance.
These overloads can occur because of degraded resource avail-
ability or abnormally high demand. Public broadband networks
must dynamically recognize some multimedia connections as
having greater importance than others and allocate resources
accordingly. A new approach to connection admission control is
proposed that uses an upper limit policy to optimize the admission
of connectionsbased on theweighted sum of blocking acrosstraffic
classes. Thisresultsin a simple algorithm suitable for multimedia
and packet networks. This work is also the first to demonstrate
that the use of an upper limit policy is superior to traditional
approaches of adding extra capacity or partitioning capacity, both
in terms of the amount of resources required and sensitivity to
load variations. An upper limit policy can also be deployed much
faster when alarge overload occursfrom a disaster event.

Index Terms—Computer network performance, resource man-
agement.

I. INTRODUCTION

HE PUBLIC data network provides a resource that could

profoundly impact high-priority activities to society like
defense and disaster recovery operations[1]. Under stress, how-
ever, the public network has historically been a virtually unus-
able resource [2]. Today’s public network resource alocation
mechanisms do not prioritize the way they alocate resources,
instead working on a first-come-first-served basis. Loads on
public networks reach up to five times normal during an emer-
gency [3], and important traffic receives equally poor access to
resources as low-priority traffic. In areport by the National Re-
search Council [4], this problem was referred to by emergency
management experts as the need to give “emergency lane” ac-
cess to resources.

The purpose of this work is to support ongoing activities in
the ITU and IETF on developing the International Emergency
Preparedness Scheme (IEPS) [5], [6]. The work here supports
IEPS's initial focus on IP telephony, as well as applies to all
types of emergency-related multimediatraffic.
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Even though devel opment of mechanismsto support different
levelsof quality of service (QoS) promisespredictableserviceto
multimedia connections once they are established, the question
of how and to whom to give access to those resourcesin crisis
events has not been fully addressed. Blocking must occur, since
it isalways possible for resource demand to exceed avail ability,
but the question is how to control that blocking, especially for
those who need network resources the most.

A. Problem Context

This work proposes the use of prioritized resource alloca
tion. To accomplish this, an architecture is necessary that con-
sists of two components. Thefirst component recognizes which
connections are more important and classifies them with other
connections of similar importance. This was addressed in [7],
[8] where an architecture of geographically distributed ticket
servers was proposed to issue tickets to important connections
for use when seeking connection admission. In[9], the architec-
ture was shown through simul ation and performance analysisto
be implementable and to not introduce prohibitively long con-
nection setup delays.

The second component of the architecture performs the ac-
tual resource all ocation according to the priority and multimedia
demands of the connections. Of particular interest are times of
network stress when significant numbers of connection requests
must be denied (i.e., blocked) to preserve QoS for other connec-
tions and protect the potential for subsequent, more important
requests to be admitted.

The approach proposed here is to use an upper limit (UL)
policy for connection admission that uses resources currently
available and sets upper limits on the amount of resources that
can be used for each prioritized class. In effect, this approach
limits the full use of the capacity, at least by lower priority
classes, so that connection requests from higher priority classes
arelikely to arrive with free resources available. Alternativesto
this approach would be to partition resources, to add new ca
pacity when needed, or to allow all connections to be admitted,
but then preempt connections from lower priority classes for
higher priority requests.

Later sections compare the partitioning and new capacity ap-
proaches to the upper limit policy. For typical scenarios, parti-
tioned capacity can cause 50% more blocking compared to aUL
approach. Excess capacity approaches require more than double
the capacity of a UL approach. New capacity may also take sev-
eral more hoursto implement in the aftermath of adisaster. The
benefits of a preemption approach are being studied by the au-
thors but are not discussed here. It should also be noted that in
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the U.S., preemption for emergency management activities is
not used [6].

The next subsection defines the scope of the problem. Fol-
lowing that isadiscussion of related work on connection admis-
sion policies and approximations of blocking for those policies.

B. Problem Satement

The basic context for the problem lies in the application of
stressed network conditions to the problem of loss networks.
In aloss network, requests for connections are either accepted
or blocked; no queueing of requests occurs. The network is as-
sumed to use connection-oriented resource allocation to pro-
vide levels of QoS, and applies to work being done many areas
(MPLS, ATM, TCP/IP/IRSVP, etc.). Thisdoes not assume, how-
ever, that connection-oriented mechanisms are used throughout
the network, since scalability concerns might necessitate aggre-
gation or connectionless approaches in backbone networks. It is
only assumed that connection-oriented mechanisms are used in
access networks to limit the number of connections that inject
traffic into backbone networks. This work, however, could still
be useful in backbone networks to estimate capacities needed
for different classes of traffic, even if connection state were not
maintained at every node.

An arbitrary number of traffic classes is allowed here, with
each class defined by an importance level and the amount of
resources used by each connection. These multimedia connec-
tion requests are assumed to arrive according to independent and
identically distributed Markov processes. Service times, how-
ever, are generally distributed [10]. Estimates for the current
overall load and load per class are provided by the ticket server
architecture discussed above [8] that tracks resource utilization
through the frequency of ticket requests granted. It is assumed
that networks can be considered stationary for the periods of
time within which load estimates are conducted. This analysis
first looks at the case of one communication link and one re-
source (effective bandwidth), and then is extended for anetwork
of links.

Addressed here is the problem of minimizing the weighted
sum of blocking when allocating resourcesin anetwork, where

R
Wp = weighted sum of blocking =~ w, B, (1)

r=1

and

R = number of classes
w, =weight for class»
13, = probability of blocking for class r.

Classes of traffic are assigned weights that are consistent
with the importance of their activities when using the network.
During normal operations, those with greater importance may
be those which generate greater revenue, but in times of crisis
those that deal with emergencies or natura disasters will be
more important.

While others have proposed optimization based on max-
imizing revenue or utilization [11], [12], this work uses a
weighted blocking metric to directly control, monitor, and

bound blocking probabilities. Controlling blocking gives
network operators a more direct understanding than other
optimization metrics of the level of service given to specific
priority traffic classes. A set of weights reflects the relative cost
of blocking for each class. A policy can then be formulated
from these weights to minimize W. This weighted blocking
criteria is used as a basis of comparison between resource
alocation approaches.

For upper limit policies to become well accepted for imple-
mentation, the following two questions must be answered.

1) Isdynamic prioritization of resourcesreally beneficial? A
dynamic prioritization approach requires an architecture
to dynamically determine which connections are more
important given the current state of the environment
(e.g., during disasters). With such an implementation
cost, dynamic prioritization must use significantly fewer
resources or provide significantly lower blocking.

2) If resources are dynamically prioritized, how would
connection admission control (CAC) functions decide
which connections to admit? Could algorithms be simple
enough for use on standard network hardware?

The approach to addressing these questions was to first an-
swer the second question by developing asimple efficient CAC
process for an arbitrarily large number of traffic classes. Such
an approach would be used in policy frameworks for network
QoS provisioning [13]. Then the first question was addressed
by showing the CAC agorithm to provide better utilization of
resources and less sensitivity to load variations than traditional
approaches.

Il. RELATED WORK

In the most general case of resource allocation, all connec-
tions are admitted simply if resources are available at the time
aconnection is requested. Thisis commonly called a complete
sharing (CS) admission policy where the only constraint on the
system is the overall system capacity, C. In a CS policy, con-
nections that request fewer resource units are more likely to be
admitted (e.g., avoice connection will more likely be admitted
compared to avideo connection). A CS policy doesnot consider
the importance of a connection when resources are allocated.

A. Types of Policies

Other policies have been derived to provide a more equi-
table balance between users or to provide optimized access to
resources. Ross [14] provides extensive discussion of different
approachesthat have been taken. All policiestakethe state space
(allowable combinations of numbers of connections from each
class) from CSand constrain it in some way. Some have derived
optimal policies[11], [15]-{19]. Toimplement optimal policies,
however, adetailed accounting may need to be made of every al-
lowable network state and state transition, which isimpractical
for networks of even modest size. Therefore, a set of generally
nonoptimal heuristic policies have been devel oped that are sim-
pler to implement and provide a more intuitive understanding
of how resources are managed. In a complete partitioning (CP)
policy, every class of traffic is allocated a set of resources that
can only be used by that class. A trunk reservation (TR) policy
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says that class 1 may use resources in a network up until the
point that only r; units remain unused [12]. A guaranteed min-
imum (GM) policy [20], [21] gives each class their own small
partition of resources. Once used up, classes can then attempt
to use resources from a shared pool that al classes use. And fi-
nally, an upper limit (UL) policy [20] places upper limits on the
numbers of connections possible from each class to ensure that
no one class can dominate the use of resources.

Several comparisons have been made between heuristic poli-
cies and with the optimal policy. The upper limit policy was
found to be optimal for maximizing revenue over coordinate
convex policies [18] (i.e., policies where the product form of
Erlang’s equation is preserved) of two classes [11] and maxi-
mizing revenue over coordinate convex policies of an arbitrary
number of classes for asymptotically large links [12]. The CPR,
GM, UL, and TR policies were found to outperform the CS
policy (with respect to maximizing revenue when bounds are
placed on blocking for each class) when significant differences
between classes existed in requirements for bandwidth and of -
fered load [22]. UL and GM poalicies were also shown to sig-
nificantly outperform TR policies, when controlling blocking
performance in the presence of temporary overloads that occur
before system control parameters can be adjusted [21].

Theabovepolicies are effective when network traffic behaves
consistent with the loading assumptions made to implement the
policies. Recent work, however, has sought to develop policies
that are robust when class loading increases beyond engineered
loading. Virtual partitioning (VP) [23] uses a variant of trunk
reservation, where classes are assigned one trunk reservation
level normally (i.e., r;) but have a different, more stringent one
imposed on them when they exceed the nominal capacity allo-
cated to them. These reservation parameters are assigned based
on optimizing revenue as a combination of rewards and penal-
ties. The objective isto prevent heavily loaded classes from de-
grading the performance of those that have loads within their
prescribed bounds. In essence, to the benefit of underloaded
classes overl oaded classesthat already experience high blocking
from being overloaded are penalized further by having more
restrictive trunk reservation imposed. In addition to VP, other
work has sought to provide robustnessto load variations by ex-
plicitly and dynamically controlling buffer occupancy thresh-
olds [24]-{26].

The work here proceeds with further development of the
upper limit policy. Fig. 1 illustrates an upper limit policy for
two classes of traffic. It shows a linear bound on the number
of connections that the CS policy imposes, and examples of
additional thresholds for each class imposed by the upper
limit policy. A valid upper limit policy need not implement a
threshold for every class.

At engineered loads, a UL policy is competitive with TR and
optimal policieswhen blocking performance isto be controlled.
When loads deviate from their engineered values, a UL policy
accomplishesthe same goals and is simpler mathematically and
simpler to implement than VP. It imposes upper limits on lower
priority classes so their overloads do not affect higher priority
classes. For higher priority classes, no upper limits need beim-
posed at all; if they exceed their engineered loads, they can use
whatever additional capacity might be available at thetime. As
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Fig. 1. Illustration of the upper limit policy.

seenin Section IV, theimpact of overloaded low-priority classes
isthen minimal. The UL approach hereasoisdistinct in that it
optimizes based on weighted blocking, not revenue.

Thesimplicity of the definition of the UL policy provided op-
portunities for developing simple optimization algorithms that
are presented in the next sections. Later sections show that ca
pacity utilization is not significantly sacrificed and that robust-
ness objectives are met by using the UL policy.

B. Computational Methods

Our work starts from the assumption that effective band-
widths can be assigned to connections in each class that
encapsulate the rate, delay, and loss requirements of a flow
[23], [27]{29]. We adopt this approach because it alows
blocking analysis to be performed by considering the set of
possible network states where all flows can have their desired
QoS supported. By using effective bandwidths, the boundary
of this state space can be defined by a single linear equation.
This approach has been justified to be useful in many contexts
[27], even when combining buffer and bandwidth alocation to
meet delay, loss, and bandwidth requirements of flows [28].

This work can also serve as a basis for implementing upper
limit policies where more accurate boundary characterizations
can be developed. Nonlinear equations and systems equations
can be derived which provide higher utilization of capacity and
tighter control of bandwidth and buffers to meet QoS require-
ments [28]. This is discussed in Section |11-D. For example,
see [30], where multiple equations were defined that ensure
bounded delay for all connections at anode that uses rate based
or deadline ordered schedulers.

Most of the work on computing blocking for CAC policies
has centered on the Erlang loss function, which provides the
ability to exactly compute blocking for different policies under
Markov connection arrival assumptions [12], [15]-{19], but
can only reasonably be used when networks are of modest size
(less than 1000 units of capacity). In detailed work on upper
limit policies, [20], [21] provide a numerical inversion method
using generating functions to find exact blocking probabilities
for UL and GM policies. They conclude, however, that “the
numerical inversion algorithm can also have high complexity
... the current upper limit on the dimension (number of classes)
amenable for computation is about five’ [20]. Optima UL
threshold parameters have been found in [21] and [22], but
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only using heuristic search algorithms. The goal here, however,
isto find the optimal parameters using direct optimization with
no practical limit on the number of classes or the size of the
network.

Approximations for the Erlang loss function as networks
asymptotically grow in size are particularly useful in this re-
gard. An important result was produced by Kelly [31] and then
later expanded by Hunt and Kelly [32]. Kelly approximated
blocking probabilities from the expected value of the number
of connections in progress in a network. From this result, a
class of policies can be defined that all have the same blocking
probability. Kelly's theory was used as the basis for [33]-{36],
and also the work here. No work had been done to date on
policy optimization in the overloaded conditions that would
occur after a disaster event, where load and capacity tend to
infinity at a constant ratio, while load is greater than capacity.

Thus the first contribution of this research is to find a class
of policies that optimize the weighted sum of blocking in over-
loaded conditions. Thisis provided in Section I11. Then in Sec-
tion 1V, the second contribution is the selection of one of the
policies within this class, the upper limit policy, to implement
that optimal solution for infinite capacity networksto apractical
network. The final contribution, given in SectionsV and VI, is
the demonstration of the usefulness of the UL policy in practical
situations as compared to commonly used alternatives.

1. ASYMPTOTICALLY OPTIMAL WEIGHTED BLOCKING

This section provides a new derivation for optimal resource
alocation in asymptotically large networks based on aweighted
blocking objective function. In asymptotically large networks,
load and capacity asymptotically approach infinity proportion-
ally at aconstant ratio of load to capacity greater than 1 (i.e., an
overloaded condition). At first, the system under consideration
has asingle resource (effective bandwidth), an arbitrary number
of classes, and asingle link. At the end of the section an exten-
sion is provided for an arbitrary number of links.

A. Blocking Probabilities in Asymptatically Large Networks

Kelly’sformulation for asymptotically large networks[31] is
based on a network where each class of traffic uses an integer
number of resources along each link in apath. The analysis as-
sumes that connection holding periods are generally distributed
with unit mean [31]. Each class of traffic is defined by the route
each connection takes and the amount of resources it uses on
each link. A class of traffic islimited in the number of simulta-
neous connections it can have by complete sharing policies on
each link the class traverses, with capacity constraint, C;, for
link j. The constraints for all links on the network are

An<C )

whererow j of A definesthe CSconstraint for link 7. Thevector
n isthe number of connections in progress per class, and C is
the vector of link capacities.

Kelly [31] then proceedsto find the most likely state (MLS),
1, and shows that the normalized expected value of the number
of connections in the system asymptotically converges to the
MLS [31]. Given XA, as the average arrival rate per class, the

most likely state can be found as the solution to a constrained
nonlinear optimization problem. Using Lagrange multiplier
methods and converting into a dual problem, the blocking per
class can be found from finding the set of y;’s that optimize

R ; J
minz Are 2 iy Vit + Z Cjy; subjecttoy; > 0.
r=1 j=1

©)

The variables ; are the Lagrange multipliers. The MLS (using
real numbers) isx, and the coordinate for class» of X is

T, = Ay f[ e~ ¥idir, 4
j=1
Blocking isfound using Little's Law from the MLS to be
J M z
—1 _ —YiAyy 4 _ 2"
B.=1 ]1;[1 e =1 = (5)

B. Asymptotically Equivalent Policies

Now we use this result to formulate optimization of the
weighted sum of blocking. The goa is to find a policy where
the most likely state within that policy’s state space optimizes
the weighted sum of blocking formulation given in (1). Since
multiple state spaces can be defined which al have the same
MLS, the solution to such a problem will result in a class of
policies which optimize weighted blocking. When all policies
have the same MLS, the same blocking probabilities and the
same weighted sum of blocking will result; hence, the policies
can be considered asymptotically equivalent.

Under what conditionswill policieshavethe samemost likely
states? First of all, if apolicy has amost likely state for a state
space €2, another policy will have the same most likely state if
the following two conditions are met.

1) The state space of the second policy isasubset of thefirst

policy.

2) The most likely state for the first policy lies within the

state space of the second policy.
These conclusions come from an understanding of the Erlang
loss function which is defined as

R yn,
Tr(n):GHnr', neq
r=1 K )\n )
G= (Z I nr'> (6)
nel) r=1 T

where here it is assumed that mean holding times are equal to
one. The probability of being in acertain stateis7(n), when n
is within the state space €2 for a given policy.

The most likely state, m, comes from finding the maximum
value of 7(n). If anew state space ' is formed as a subset of
theoriginal €2, the values of 7(n) in £’ change uniformly in the
multiplier, G. If m € €/, then 1 is the most likely state of €2'.
No new states have been added and a change in the multiplier
G does not affect the location of the most likely state.
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Fig. 2. Illustration of asymptotically equivalent CAC policies.

TABLE |
BLOCKING PROBABILITIES FOR ASYMPTOTICALLY EQUIVALENT POLICIES

C=1000 b,=1 A,=181 b,=2 %,=909

Policy L, L, B, B,
Approx 0.3065 0.5150
A, Actual © © 0.3071 0.5202
B, Actual 125 875 0.3206 | 0.5203
C, Actual 200 900 0.3065 | 0.5202
D, Actual w 875 0.2688 | 0.5242

The base state space from which to start (i.e., £2 from above),
is the CS policy. This provides the largest possible state space
for a given capacity. In overloaded conditions, the most likely
state will lie on the boundary imposed by the overall capacity.
For policies which are subsets of €2, but which include the CS
MLS, the blocking will be the same. Fig. 2 shows examples of
policies that share the same MLS with the CS policy. Example
coordinates of the MLS aren; = 125 and m, = 437, where
values of 7. are integers rounded from the values of z,. found
from (4). Table | shows in the first row the computed blocking
probabilities from the asymptotic approximation that will apply
to al policies. These are compared to the actual blocking prob-
abilities computed using Erlang’s loss function for each policy
inFig. 2. Thevaluesof L, inthetable are upper limitsimposed
on each classin addition to the overall capacity constraint, such
that

byn,. < L.

To change blocking probabilities, we require policies which
areasubset of original €2, but which do notincludethe CSMLS.
Notethat all possiblepolicieswill bearestriction onthe CS state
space, but later sections demonstrate that the lowered utilization
of capacity is not significant for the cases considered here.

C. Asymptotically Equivalent CSand CP Policies

To find policies which optimize weighted blocking asymp-
totically, we start with a CS policy, show that a CP policy can
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be created that is equivalent to it, and change the CP policy to
improve weighted blocking over the CS policy. Then we show
that the optimal CP policy isoptimal over all policiesand define
the class of policiesthat are equivalent to the optimal CP palicy.
This discussion is provided in the following subsections.

Consider a CP policy [Fig. 2(b)]. A CP policy could be for-
mulated to be asymptotically equivalent to a CS policy that had
its MLS on the state space boundary, aslong as the “corner” of
the CP region corresponded to the CSMLS. In overloaded con-
ditions the ML S for the CP policy will lie on the corner of CP
state space. Weighted blocking, therefore, can be optimized by
modifying the location of the CP corner.

First, consider some properties of the asymptotic CP policy.
TouseKélly'sresultsfrom [31] for aCP policy onasinglelink,
the form of the constraints, An < C, must be changed. Instead
of defining A by CS constraints per link, A is formulated as
a set of constraints that restrict the usage of each class to the
amount of capacity in its partition, where

brnr S Cr (7)

C,. isthe capacity in each partition, and

R
Y o=c ®
r=1
The form of the matrices then becomes
An <C
bl o 0 --- 0 0 ni Cl
0 b2 0o --- 0 0 no CQ
oo e S 9
0 0 0 b1 O : Cr1
0 0 o --- 0 bR nNRr CR

The result is Kelly’s same optimization problem over a state
space that is constrained by An < C, now with A defined by
thresholds from a compl ete partitioning policy.

Using (3) results in blocking for class r of

C,
B, =1- 10
brAr ( )
subject to
R
0<Cr<bA and Y Cr=C. (11)

r=1

Details of the derivation are given in [7].

This result is surprisingly simple and very useful. Since A,
and b,. are constants, the blocking probability of a class» con-
nectionisasimplelinear function of size of the partition for that
class, C... Theinteraction between blocking for different classes
is through

Zcrzc

r=1

which indicates that for every increasein C,. to lower blocking
for one class, one or more other classes must decrease their C,.



BEARD AND FROST: PRIORITIZED RESOURCE ALLOCATION FOR STRESSED NETWORKS

and experience an increase in blocking. As C,. increases for a
particular class, its blocking can go to zero.

While it is reasonable to allow blocking for one classto in-
crease to provide better blocking for another class, it is also
useful to set limitson blocking for any particular class. The con-
gtraints on C,. from (11) can be modified using (10) with the
following constraints on blocking probabilities:

Br, min S Br S Br, max (12)
to result in the constraints on C,.
br)\r(l - Br, ma.x) S Cr S br)\r(l - Br, min)- (13)

In thiswork, we are concerned with overloaded conditions. It
isshownin Appendix A that in such conditions, the ML Sfor the
CS state space always lies on the CS boundary. It is also shown
in Appendix A that the ML S for a CP policy will also be on the
CS boundary (i.e., on the “corner” of the CP region), if

by A > Cy (14)
for all ». Thismeansthat in addition to all classestogether over-
loading the capacity, each class overloads its partition. Note
that in (13), this aready serves as a constraint to the asymp-
totic blocking approximation; therefore, the approximation can
be considered as applying to overloaded conditions.

D. Asymptotically Optimal CP Weighted Blocking

With (10), (11), and (13), an optimal CP policy can be de-
rived to minimize the weighted sum of blocking. This can be
viewed as starting from a CP policy that is equivalent to the
CSpalicy (from the previous subsection) and modifying the CP
policy toimproveweighted blocking. Starting with theweighted
blocking metric in (1), the following linear program is formed
to optimize partitions

R
min (— Z arC’r>

r=1

SUb]eCt to Cr + Sr, 1= Cr, max — brAr(l - Br, min)
Cr — Sp,0 = Cr, min — b'rAr(l - B'r, max)

R
G =C
r=1

Cr, Sr 1y Sr, 2 Z 0. (15)

Variables s,  and s, » are slack variables for the inequality
constraintsin (13), and .. istheratio of weight to |oad for class
r, found from

v, = b\, = load for class r

b“’; = " _ |oad adjusted weight for class .
roar UT‘

Gy = (16)
In essence, a,. is anew load-adjusted weight used for the opti-
mizationin (15) whichistheoriginal weight divided by the class
load. This concept of load-adjusted weights is discussed more
in Section I1V-B where guidelines for selecting weights for pri-
ority classes are discussed.
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Note that (15) includes the constraint for partition sizes from

®

R
Zcrzc

r=1

which is derived from the fact that the partition for each classis
defined as

brnr, max — Cr

and the boundary of the state space is defined by a single equa-
tion that defines the overall capacity of the system in terms of
effective bandwidths as

R
Z bon, < C.
r=1

If amore detailed model of system bandwidth and buffer alloca-
tion were used, the constraints for the partitions might include
a system of equations, some of which might be nonlinear. In
such cases, for example in [30], the form from (15) would be
the same, except for changes to the form of the constraints for
partition sizes.

For thecasehere, al that remainsisto show that the CP policy
that results from the above linear program optimizes weighted
blocking over all policies, not just over al CP policies. The
MLS for the CP state space must be that state which optimizes
weighted blocking in the CS state space from which CP is a
subset.

Consider the optimal CP policy. The MLS islocated at 7 =
(71, Mo, ..., Ig), and the weighted blocking, W, is com-
puted from (1) and (5) as

R _
WBIZUJT<1—%).

r=1

(17)

To reduce the minimum Wg, one of the adjacent statesto
must produce lower weighted blocking. Since 7 is on the CS
boundary, all states adjacent to 7 but beyond the CS boundary
cannot be considered. If a state is chosen where numbers in
no class increase, then (17) will not decrease. If some num-
bers increase and others decrease, then these states will be on
or close to the CS boundary. For those states near but not on
the CS boundary, there will always exist another state that lies
on the CS boundary that will produce lower W than that state,
because more connections could still be supported. Therefore,
only states that lie on the CS boundary are candidates for im-
proving Wg. All such states, however, would have been consid-
ered in the optimization in (15). The state » would have already
been chosen to produce the lowest weighted blocking. There-
fore, the result from (15) is the asymptotically optimal policy
for minimizing weighted blocking, not just over the set of pos-
sible CP policies, but over al policies.

E. Weighted Blocking Optimization Algorithm
The linear program given in (15) can also be formulated as
the following algorithm.

1) Computeal a,. = w, /v, and sort in descending order.
2) Allocate the minimum C. to each class.
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3) If Zle Cy. allocated > C, stop. No feasible solution is
possiblefor thisset of minimum €.’ s. Constraintson the
minimum C..’ scomefrom C;. min = by A (1 — By max)s
so maximum blocking probabilities must be higher or
loads (\,.-b,.) lower for afeasible solution to exist.

4) Find the remainder of C' that can still be allocated,

R
C(remaining =C-— § Cn allocated-

r=1

5) Find the class, r, which hasthe largest ..

6) Form anew C.,. for that class by either alocating al of
Clremaining OF increasing C,. to itsupper limit, whichever
would increase C,. the least, according to

C,=

7, allocated + nlin(Cremaininga Cr, max — Cr, allocated)-

7) Update C(lfema.ining .

8) If Cremaining = 0, stop. The set of C,.’s is the optimal
solution.

9) If Cremaining > 0, move down the list of a,s to the
next class. If no more classes exist, stop. No feasible
solution is possible since the sum of the maximum C,.s
islessthan C. Constraints on maximum C,.s come from
Cr max = brAr(1 — By min), SO minimum blocking
probabilities must be lower or loads (A.b..) higher for
afeasible solution to exist.

10) Otherwise, go back to step 5.

The above new algorithm is simple to implement on standard
network hardware. Proof that this algorithm produces the op-
timal solution comes from the fact that no modifications to the
set of C,.s produced from the a gorithm would produce a better
Wp. Those classeswhere anincreasein C,. would improve W
are dready at their maximum, while classes where a decrease
in C,. would improve Wg are dready at their minimum. Details
can be found in [7].

Note also that the effect of thisalgorithm isto attempt to pro-
duce minimum blocking for as many high-priority classes as
possible, since (13) showsthat selection of C,. = Cy. max Would
produce 3, min. FOr oneclass, blocking would be between max-
imum and minimum bounds, and all remaining classes would
have blocking at their upper bounds. Thisis consistent with what
one would expect from the results of alinear program.

F. A Class of Asymptotically Optimal Policies

Once a complete partitioning policy is found that optimizes
weighted blocking, many other asymptotically equivalent poli-
cies can be created that would al so optimize weighted blocking.
These would form a class of policies, where each shared the
samemost likely state, and, hence, the same weighted blocking.

Fig. 2(b) shows an example of an optimized CP policy for
two classes. It aso shows the CS policy state space from which
it isasubset and illustratesthe ML S. Additional asymptotically
equivalent policies might be formed by removing states from
the shaded region or adding states from regions A or 3. Re-
moving states, however, would beillogical sinceit would further
constrain admission. Therefore, it isimportant to only consider
adding statesfromregions A or 73 while keeping thesame MLS.
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In region A, states would have larger n; coordinates and
smaller n, coordinatesthanthe MLS. A stateintheregion, na ,
would have coordinates of the form

na = (1,4, N2, a) = (g + ki, 2 — kiby — k) (18)

where k¢ and k. are integers and the term for n,_4 reflects the
fact that class 2 must at |east give up enough capacity to support
k1 class 1 connections. This new state must be less likely than
the MLS, or else it would become the new MLS. Appendix B
demonstrates that if the following two relationships are true

by
)\1H(ﬁ2 — b +’L)
=1

<1
)\gl (ﬁl + 1)

(19)
and

Mo/ < 1 (20)
then all of the statesin region A have lower likelihood and some
or al could be added to the CP state space to create another
policy. Using the same approach for region 13, if the following
two relationships are true

bo
do [[ 7 — b2 +4)
=1

Py <1
)\1 (ng—i-l)

(21)
and

/A <1 (22)
then all of the statesin region I3 havelower likelihood and some
or al could be added to the CP state space to create another
policy. Note that if both regions A and 3 could be added to
the CP policy, the result would be a CS policy and a CP policy
would have created no improvement.

The approach used here for two classes can be extended to
multiple classes using the same method. A later section will
discusswhich of these asymptotically equivalent policieswould
be most useful in practical implementation, where capacitiesare
not infinite and the policies are not exactly equivalent.

G. Asymptatically Optimal Policies Over Multiple Links

All of the above development has been based on asinglelink.
Thisapproach can readily be extended to multiplelinks. In such
acase, atraffic class would be defined as before by an equiva
lent bandwidth requirement b, and a priority weight w,.. In ad-
dition, a class would be defined as having all connections have
the same endpoints over afixed route. Therefore, if a network
is composed of J links, each class » connection would use b,
units of capacity on a subset of those links between the source
and destination, and zero capacity on the other links.

A complete partitioning policy would then be adopted that
limits the number of connections for each class. The partitions
would be sel ected to optimi ze weighted bl ocking within the con-
straints imposed by the capacity on each link. Using a dlight
change in notation from before, the partition size for classr is
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defined as C,, - and the capacity on link j isdefined as C ;. If
we define a parameter

Fir = {(1) :; g:i: gilrzglt(jsennkj (23)
then for link 7,
R
Z J5,rCp,r <Ol (24)
r=1
or generally in matrix form
FC, < Gy (29)

whereF isthematrix of f; ,. values, and C,, and C, arethevec-
tors of partitions and link capacities. The linear program from
(15) to create optimal weighted blocking then becomes

R
min (— Z arCr>

r=1

SJb]eCt to Cr+ Sp,1 = Cr, max — br)\r(l - Br, min)
Cr — Sp,2 = Cr, min — brAr(l - Br, max)
fC, <G

Cru Sp 1y Sr, 2 Z 0. (26)

Note that the form of the linear program is virtually identical
to (15), except that partitions must be small enough to be sup-
ported by each link on a path. Note also that the partition for
aclassis the same on every link. Therefore, admission control
need only beimplemented at thefirst link (i.e., at an edge node),
not on every link, because a connection that can be admitted on
the first link will automatically be eligible to be admitted on all
links on the path, since a partition is allocated for that class on
each link.

Oncethislinear program has been used to produce an optimal
CP policy over multiple links, the same approach as above can
be used to find other policies which are asymptotically equiva
lent.

IV. PRACTICAL SYSTEMS USING AN UPPER LIMIT PoLICY

Theaboveanalysisappliesto networkswheretheload and ca-
pacity asymptotically approach infinity. This next section con-
sidersrealistic systems where the capacity isfinite. It addresses
the actual implementation of a policy that has been optimized
based on aweighted blocking metric. In such cases, capacity is
not infinite, so policies that are equivalent asymptotically will
not be equivalent. The policies to consider for implementation
range from CP where al classes have limits to UL policies
where some classes have no limits imposed.

First of al, it isimportant to consider reasons for not simply
using a partitioning approach. Complete partitioning has tra-
ditionally been the approach used to provide disaster response
communications [37]. This approach is attractive because it ef-
fectively creates pools of resources for priority users that are
separated from the general public. The public network is usu-
aly unable to adequately support defense and disaster recovery
communications because it becomes so overloaded that access

to resources is virtually impossible for all users. A partitioned
set of resourcesisimmune to overloads from the general public.

The problems with such a partitioning approach are twofold,
however, as exemplified in the following quote.

“Radio systems designed and used by emergency
management agencies appear to be virtually unused on
a day-to-day basis, yet when a magjor event occurs, these
same systems are inadequate for meeting the need to
communicate.” [32]

Thus the two problems are:

 wasted, unused resources on a day-to-day basis;

* not enough resource access (i.e., high blocking) during
major events because of large load increases. CP keeps
other classes from using the high-priority partition, but
also keeps high-priority traffic confined only to the re-
sources in that partition.

Other policies, for example, UL policies, can increase re-
source utilization to addressthe first problem. These are created
by including states from side regions A or I3 from Fig. 2(b) as
aready discussed. In the most extreme case, an upper limit (UL)
policy could be created where all the statesin aregion A or B
are included, effectively creating upper limits for some classes
and no upper limits at all for other classes (i.e., the higher pri-
ority classes). See Fig. 2(d), for example, where class 1 could
beahigher priority classwhere no upper limit wasimposed. An
upper limit policy would share as much of the resources as pos-
sible and only impose limits on lower priority classes.

The UL policy can address the second problem in two ways.
If an existing resource management system using CP cannot
dynamically adjust the resources allocated to each class (e.g.,
because the partitioned resources use separate physical facil-
ities), UL is better simply because it can dynamically adjust.
A UL policy would already be using a shared resource, and
adaptation to load changes would only involve defining new
thresholds for each class. If the CP system can dynamically
adjust, however, the UL policy is still superior because a UL
policy would not implement thresholdsfor every class. For those
classes without thresholds, the UL policy would be less sensi-
tive to load changes.

Fig. 3 compares CP and UL policies and shows the impact
when loading for ahigh-priority classincreases beyond the base
loading for which the current thresholds were defined. The be-
havior under consideration occurs before new |oad estimatescan
be used to compute new threshold parameters.

Since a UL policy does not impose alimit on the higher pri-
ority class, itsblocking does not increase as significantly aswith
a CP palicy. Blocking for the UL and CP policies is compared
based on vy /v, = 0.1 and wy/ws = 2. At base loading, the
overall load is 1.5 times the capacity and resultsin blocking for
the high-priority class of about 0.1. The ratio of class 1 load to
base class 1 load isthen varied from 1 (equal to its base load) to
10timesits base load. Load for class 2 remains fixed. Blocking
probabilities start below 0.1 and then grow sharply as load in-
creases. Until theload ratio reaches 1.5, thetwo policies provide
about equal blocking. Once the load ratio increases beyond 1.5,
however, blocking for the CP policy is up to 50% higher than
for the UL policy.
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Fig. 4 shows how blocking changes when only the low-pri-
ority load fluctuates. The same loading assumptions as Fig. 3
areused. Asload increases, blocking for high-priority class1in-
creases somewhat for the UL policy, whereas CP blocking does
not change at al because it is using a separate partition. Be-
cause the UL policy does share capacity between classes, fluc-
tuationsin low-priority load will affect blocking somewhat. No-
tice, however, that UL blocking starts lower than CP blocking
and then approaches CP blocking aslow-priority load increases.
This demonstrates the fact that UL policies act like CP policies
at high loads, and more like sharing policies at low loads. For
class 2 blocking, the curvesfor the CPand UL casesare so close
they cannot be distinguished from each other.

This figure also provides insight into the use of a UL
policy compared to the virtual partitioning policy discussed in
Section |1 [23]. As low-priority load fluctuates beyond its en-
gineered loading, blocking also increases for the high-priority
class. Virtual partitioning uses a trunk reservation approach
and seeks to remedy this increase in high-priority blocking by
imposing a stricter trunk reservation limit on the low-priority
class. Thisconcept of imposing astricter [imit on amisbehaving
class could aso be implemented using an upper limit policy.
This does not appear necessary, however, since Fig. 4 shows
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that the UL policy by itself already provides shielding from
most of the effects of low-priority load fluctuations.

In summary, load fluctuations will affect CP performance
much more than UL performance, so a UL policy is prefer-
able for implementation. A CP policy is only effective if par-
titions are set to match the exact traffic loading. If amajor event
causes abrupt load changes, however, the CP policy losesits ef-
fectiveness. Also, if aCP policy isimplemented from inaccurate
load measurements, it becomes|ess effective. A UL policy over-
comes such limitations.

A. Implementation of an Upper Limit Policy

Toimplement an upper limit policy, thelinear programin (15)
or the optimization algorithmin Section I11-E isfirst used to find
an optima CP policy. Once optimal partitions are found, the
policy can then be converted into an asymptotically equivalent
upper limit policy by first setting upper limits L,. on the number
of connections per class equal to the partition sizes C,. from the
optimization process. Then if class & meets the condition

C. [ O \ U/
_—_r <1 Y k
boh <bkAk) st V7

then the upper limit for that class can be removed. If class &
meets the condition Cy, = bk, then its upper limit can auto-
matically be removed. See Appendix C for derivation details.
Optimization results for an example UL policy with two
classes are provided in Figs. 5 and 6. The link is overloaded
at aratio of overall load (v, the sum of v,.) to capacity of
2. The weight of the high-priority load (class 1) is ten times
that of class 2 and its load is 1/10 that of class 2. The plots
show how the blocking probabilities for each class change as
the upper limit on class 2 (1.»), changes. The optimal value is
Ly opt = 818. No upper limit constraint isimposed on class 1.
Fig. 5 shows approximate blocking probabilities compared
to the upper limit for class 2; as /.o decreases from 7., = 1000,
blocking for class 2 increases gradually while blocking for
class 1 drops sharply. Because the high-priority load is smaller,
small changesin L., make a bigger impact on blocking for that
class. Theflat parts of the curves denote the areas where the UL
policy isequivalent to aCS policy; changesin UL thresholds do

(27)



BEARD AND FROST: PRIORITIZED RESOURCE ALLOCATION FOR STRESSED NETWORKS 627

©
o

C=1000, v, c(/(}=2, w 1/w 2=1O,
v v,=1/10, sz opt=818

o
~

06
—e_  ActaW
051} _ Apgroxinfatew
—5—  Optimal Approxdmate W =0.05

o
w

@
N
:

o
N

Weighted Sum of Blocking Probabilities, W,
o
H

600 700 800 900 1000

Upper Limit Threshold for Class 2 Traffic, L2

Fig. 6. Weighted blocking variation (W ) as the upper limit on class 2 (L)
changes.

not change the most likely state nor the blocking probabilities.
The optimization process makes the blocking for class 1 go to
approximately zero. Fig. 5 also shows actual blocking using
the Erlang loss function. Most notable is the deviation between
approximate and actual values for blocking for class 1 in the
area of L, = 800. For al other areas, approximate values are
close to actual values. The error in the approximation is on the
order of 1//C, where C is the overall capacity of the link.
In practice, L, might be set lower than 7., ,,x = 818, (e.g.,
Lo = 780), which would make actual blocking for class 1
nearer to zero and blocking for class 2 dlightly higher.

Fig. 6 showshow theweighted sum of blocking, W g, changes
with L. By decreasing L- to decrease the blocking on class 1,
W g dropsoff sharply, sinceclass 1isweighted morehighly. The
gradual increase in blocking for class 2 does not significantly
affect Wp.

The significance of these results is seen in the reduction in
weighted blocking that occurs. By implementing the UL policy,
Wpg is reduced from 0.7 to 0.05, only 7% of the weighted
blocking as without the UL policy (i.e., a CS policy). Thisis
because blocking for high-priority traffic goes from 0.75 to
approximately 0. The upper limit policy caused the blocking for
the low-priority traffic to rise from 0.48 to 0.52, a reasonable
penalty.

B. Selection of Weights

The use of aweighted blocking optimization function in (1)
provides the opportunity for network providers to balance the
service provided to different classes of customers by direct
knowledge and manipulation of blocking probabilities. Suc-
cessful weighted blocking optimization, however, is contingent
upon effective selection of blocking weights. Note that the
main consideration (stated in Section Il1I-E) is that weights
ultimately determine which classes receive blocking at their
minimum bound, which receive blocking at their maximum
bound, and the one class which receives blocking somewhere
in between upper and lower bounds.

For classes that are considered the highest priority, a weight
with a very large value (even infinity) could be used. Opti-
mi zation results are not sensitive to the specific selection of the
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weights for the highest priority classes. The linear program in
(15) or the algorithm in Section I11-E provides as many of those
classes as possible with minimum blocking. In the same way,
weights for the lowest priority classes could be set to zero; the
algorithm would make as many of those classes as necessary
have blocking at their upper bound.

For classes of medium priority, the optimization approach
takes into account not only the assigned weights, but also the
load for those classes. Classesare ultimately ordered in the algo-
rithm based on their |oad-adjusted weight, a,., in (15) and (16).
Classes with higher weights, w,., may be given lower prece-
denceinthealgorithmif their loadsare high, sincetheir a,- value
could be lower than another class even if their w, value were
higher.

Two approaches are suggested to assign weights for medium-
priority classes. The first aternative would be to assign rel-
ative priorities using w, a priori (for example, using values
1 through 10), and then let the a,. values serve as arbitration
mechani sms between classes. Even if some classes might have
ahigher a priori priority, w,, the a,- values could indicate that
it would be more costly to provide those classes with preferred
blocking performance, since their loads would be higher. The
second alternative would be to assign weights so that the or-
dering of load-adjusted weights, a,., would never result in an
ordering different than those for w,.. Strict prioritization could
then be implemented without respect to class loading. These
weights could be assigned on a logarithmic scale, for example,
so that one class would have a weight 10 or 100 times that of
the next lower priority class. Even if that lower priority class
had |oad much lower, itsload-adjusted weight, a,., would not be
higher.

C. Resource Utilization

A vadid concern in the use of an upper limit policy (or any-
thing other than a CS policy for that matter) is reduced capacity
utilization because of artificial limits imposed on some traffic
classes. Setting limits that are well short of the capacity would
seem to significantly hamper sharing during normal loading.
Thisis not the case, however.

First of all, it is helpful to consider capacity utilization in
overloaded conditions. Fig. 7 shows the reduction in capacity
utilization that would be caused by using an optimized upper
limit policy in conditions where the overall load istwice the ca-
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pacity. In such cases, a CS policy would provide 99.9% utiliza-
tion, regardless of the balance of loading between classes. Fig. 7
then shows how much less the utilization would be for a UL
policy, based on various ratios of low-priority load to high-pri-
ority load. Asthe ratio decreases, lowered utilization increases,
but only to 3% in this example (i.e., down to 97% capacity uti-
lization). For the benefits seen abovein how W can be reduced
so significantly, such a small reduction in capacity utilization
seems to be a reasonable cost.

During normal operations, network loading would be at
less than capacity. During such times, the most important
consideration would be the effect of load fluctuations. One
might choose to implement a UL policy to provide limits that
assume load fluctuations. For example, if a network’s normal
average loading is 75% of capacity, UL thresholds could be
set assuming twice that (i.e., assuming loading at 150% of
capacity). When loads were at the base loading levels of 75%,
capacity utilization would be at 75% and blocking probabilities
would be very low. The upper limits would not cause any
less capacity utilization compared to a CS policy. When loads
fluctuated even to twice their base level, the UL policy could
till ensure that the optimal W (or better) was provided.

Consider a specific example where C = 1000, b; = 2, by =
1, Ul/Uz = 1/10, wl/wz = 2,and v + v» = 750. Use of a
CSpolicy would result in average capacity utilization of 750.00
and blocking of 3 x 107" and 2 x 10—, An upper limit policy
designed for loading of 1500 (150% of capacity) would set an
upper limit on class2 of L, = 864 and yield capacity utilization
during normal conditions of 750-7.2 x10~° and blocking of
2 x 107 and 3 x 10712, As seen in this simple example, as
long as normal loading is not already nearing capacity limits, a
UL policy will perform no worse than a CS policy; when load
fluctuations occur the UL policy will enforceweighted blocking
optimization criteria.

V. COMPARISON OF EXCESS CAPACITY AND UPPER LIMIT
POLICIES FOR PRACTICAL SYSTEMS

An asymptotic approximation that allows optimization of
upper limit thresholds has been found. While it has advan-
tages over other resource allocation policies and is efficient
to implement, it still must be considered against traditional
resource management approaches, e.g., using excess capacity
in the network to control blocking, either by overbuilding or by
deploying new capacity as the need arises.

A. Numerical Comparisons of CSand UL

The key issue is not whether a CS policy could be imple-
mented to provide the same weighted blocking as a UL policy,
but rather how much capacity would berequired to adhereto this
goal. Fig. 8 shows how much CS capacity is needed to provide
comparable weighted blocking to a UL policy at various over-
loads for two classes of traffic. The z-axis denotes the amount
of load compared to the base capacity, and the y-axis shows the
amount of new CS capacity that would need to be installed with
respect to the base capacity. Fig. 8 suggests that a linear rela-
tionship exists between the level of overload and the extra CS
capacity required. This indicates that for an increase in load, a
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proportional amount of new CS capacity would have to be in-
stalled to keep W the same as with a UL policy.

For the case where two classes of traffic areinvolved and both
classes use the same amount of bandwidth, this linear relation-
ship can be derived analytically using the asymptotic blocking
approximation method from [31] in (3). The expression for the
ratio of CS capacity to the original capacity, Ccs/C, given a
level of overload, vt /C, is

CCS _ Vtot <wrat - Urat) + < 1 + Vrat )
c C 1+ weat 14 Weat )
Thisisalinear equation in vyt /C Where w,,; and vy, are con-
stants that signify the ratio between weights and loads for the
two classes. The derivation of this equation isin [7].

The slope of the line in Fig. 8, which we call the increment
ratio, is defined from (28) as

Ir _ Wrat — VUrat . (29)
1+ Wrat
In Fig. 8, the increment ratio is 0.63. A 100% increase in load
would require 63% more new capacity; 160% more load would
require 100% more capacity.

The equation for the increment ratio in (29) isalinear equa
tionin v, and anonlinear equationin w,,:. Theincrement ratio
changes as the ratio between weights, w,..;, isvaried and I,. has
alimit asw,,; tendsto infinity of 1, = 1. Thisasymptotic limit
meansthat aCSpolicy will never need to increase capacity more
than the amount load has increased.

(29)

B. Typical Conditions

The previous subsection provided a comparison of required
capacity for CS and UL policies for practical nonasymptotic
cases. The remaining issue to consider, however, is what range
of overloads, weights, and load ratios could be expected in a
crisis scenario.

It is reasonable to assume a network could have loads up
to five times its capacity [3] and that high-priority load would
never be greater than the total capacity of the network. It is
also reasonable to assume that high-priority load will be less
than load for low-priority traffic. Even in emergencies where
the high-priority load increases dramatically, the demand for
low-priority traffic increases as well.
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For values of w,.: > 5 (weight for the high-priority class
a least 5 times that for the low-priority class) and v,,; < 1
(load for the high-priority class less than load for the low-pri-
ority class), I, is between 0.67 and 1.0. If the network experi-
enced the maximum expected overload (400% increasein load),
a267% to 400% increase in CS capacity would be required. A
150% increase in load would require CS capacity to at least be
doubled. It can then generally be said that a CS policy would
require at least double the capacity of a UL policy for the same
weighted blocking performance.

C. Comparison of CSand UL on Implementation Time Scales

Another potentially more important issue in the comparison
of CSand UL policies is the time scales on which they can be
implemented. If capabilitiesfor aUL policy areaready installed
in network hardware, a UL policy can be implemented within
minutes of a major overload. The only delay would be to have
time to assess new load levels. For the CS policy, however, to
deploy new capacity when it was needed, it would take at least
several hoursand possibly daysfor thisto occur. Theuseof aCS
policy would result in extremely high blocking for several hours
at the beginning of a major event when resources are needed
most. Section VI provides an example that illustrates this. It
should also be noted that the overloads that occur as a result
of amajor event typically are limited to the first day or two of
an event [38]. If new CS capacity is not deployed soon enough,
it might miss the overload period completely.

D. Knowledge of Resource Utilization

When using a CS policy, connections are admitted with no
knowledge about the types of connections and the purposes for
which they are being used. Network operators, therefore, are not
able to know how their networks are utilized. In adetailed sim-
ulation of adisaster conditionin [7], alink was considered that
was loaded at 5 times its normal capacity. Of the offered load,
89.1% consisted of low-priority traffic. If aCS policy were used,
92.7% of the load admitted to the network would come from
low-priority traffic and only 7.3% of the capacity would be used
for high-priority traffic. Not only isthe network overloaded, but
the few resources that are available are being monopolized by
low-priority users beyond the knowledge or control of the net-
work operator.

If al high-priority traffic was admitted, however, 53.5% of
the available capacity could be used for high-priority users. With
an upper limit policy, along with the ticket server architecturein
[8], network operators would be aware of the balance between
classes and could control the way classes are defined and allo-
cate resources as necessary. For the above scenario, aUL policy
could have been implemented to give high-priority classes ac-
cessto the 53.5% of the capacity that they needed with blocking
probabilities of approximately zero.

E. Summary of the Comparison of CSand UL

The following summarizes the comparison of UL and CS po-
lices for practical nonasymptotic conditions.

1) CSpoliciesuse considerably more capacity than UL poli-
cies. Extracapacity must be deployed at arate 0.67t0 1.0
times the amount of the extraload from the disaster.

2) Installation of new capacity takes much longer than insti-
tuting an upper limit policy.

3) Typical load surgesfor a disaster last one or two days, so
if installation of new capacity takes too long, it may not
provide any benefit during the peak |oading periods.

4) CS policies provide no knowledge about the use of re-
sources. UL policies provide resource managers with ex-
tensive knowledge and control capabilities.

VI. EXAMPLE

Toillustrate the optimal upper limit policy methods proposed
here, consider an example that closely replicates the situation
that occurred during relief efforts for the Alfred P. Murrah Fed-
eral Building Bombing in Oklahoma City in 1995 [39]. The
bombing occurred shortly after 9:00 am. on Wednesday, April
19, 1995. Immediately, serious congestion occurred on cellular
telephone service provided by AT& T Wireless Services [39, p.
361]. Toadleviatethe problem, cellular system capacity was seg-
mented into priority and nonpriority services according to a CP
policy. Priority services were given to the fire department and
other agencies through the use of special telephones that could
usethe priority resources. All others without special telephones
could not obtain access to these priority channels. This prioriti-
zation mechanism was in place within 90 minutes of the event.

This prioritization of the cellular system was effective at
reducing blocking for high-priority users that had the special
equipment, but blocking for al others was made higher by
partitioning. After nine hours at 6:00 p.m., a Cell on Wheels
(COW) wasinstalled in an attempt to alleviate congestion. This
new capacity was till not enough, however. A second COW
was installed the second day by 6:00 p.m., 33 hours after the
event, which was able to add enough to the total capacity to
provide sufficiently low blocking for all users.

If an upper limit policy had been used, several benefitswould
have been realized. First, if an upper limit policy and the ticket
server architecture had been implemented, lower blocking
would have been possible to all users within minutes, rather
than having to wait 90 minutes. Second, all users would have
been ableto gain priority accessto resources, not just those with
special equipment. Instead of being given specia equipment,
priority users would just have obtained priority tickets. Third,
some priority users did not have special equipment, either
because the equipment had not been distributed yet or because
they were not even considered for distribution of the equipment.

With aUL policy, al usersare assumed to have equipment ca-
pable of contacting ticket serversto gain priority access. Users
could be grouped into high priority and low-priority classes,
then upper limits for each class could be set, which would re-
duce the need for installation of new capacity. It might still be
desirable to install some new capacity to carry the nonpriority
load, but it would not be as necessary.

Table Il shows user classes for a scenario that reflects this
example, making reasonabl e assumptions when exact data was
not provided in [39]. Loads are shown for three classes during
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TABLE |1
TRAFFIC CLASSES FOR CELLULAR SYSTEM EXAMPLE
Load During
Traffic Class Normal Load Disaster
Relief

Class 1: Users with Special Equipment 15 50
(High Priority)

Class 2: Users without Special 10 40
Equipment — High Priority

Class 3: Users without Special 15 60
Equipment — Low Priority

TABLE I
BLOCKING PROBABILITIES FOR CELLULAR SYSTEM EXAMPLE

Time

Interval CS B, UL B, CS B, UL B, CS B, UL B,
Class 1 Class 1 Class2 | Class2 j Class3 | Class3
(Hours)
Before 1x10%® N/A 1x10°¢ N/A 1x10® N/A
Event
0-0.2 0.27 0.27 0.27 0.27 0.27 0.27
0.2-1.5 0.27 ~0 0.27 ~0 0.27 0.67
1.5-9 0.02 ~0 0.51 ~0 0.51 0.67
9-33 0.02 ~0 0.23 ~0 0.23 0.17
33+ 0.02 ~0 0.03 ~0 0.03 0.17

normal conditions and during disaster recovery efforts. It is as-
sumed that the disaster recovery load levels remain constant
throughout the recovery period.

Using thetimelinethat actually occurred [39], Tablelll shows
the CS blocking probabilities experienced by each class during
the various time periods. Normal capacity is assumed to be 120
channels. When capacity is partitioned after 1.5 hours, high-
priority traffic is given 70 channels and low-priority traffic is
given 50 channels. These 50 channels expand to 80 and 110
channels with the first and second COWSs.

When the priority mechanism is initiated at 1.5 hours,
blocking for class 1 goes down from 0.27 to 0.02, while
blocking for all others goes up from 0.27 to 0.51. The first
COW at the ninth hour only reduces blocking to 0.23, but the
second COW at the 33rd hour reduces blocking to 0.03. A
second COW is necessary since priority users were included in
the group of users who did not have specia equipment.

Table 111 aso shows what would happen if an upper limit
policy wereimplemented. To respond quickly to the disaster, in
ten minutes, aload estimate could be used to assign new upper
limit thresholds to set blocking for the two priority classes to
approximately zero. Over the next 60 to 90 minutes, the esti-
mates could be refined as more arrivals occur. By 90 minutes,
the lowest priority classwould have blocking of 0.67. If a COW
isinstalled to reduce the blocking for the lowest priority class,
it could reduce blocking to 0.17. Use of a second COW might
not be necessary, since blocking would be approximately 0 for
high-priority classes and 0.17 for low-priority users.

Anarrival rate estimate A can befound by computing 7" asthe
average of N interarrival times seen from requests at the ticket
server [8]. Assuming arrival times are stationary and exponen-
tially distributed, 7 would be an N-stage Erlang random vari-
able with mean 1/ and standard deviation of 1/(Av/N). Then
Anign could beset to 1/(+T), v < 1, which would overestimate
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the arrival rate so network operators could have high confidence
that low blocking could be provided to priority users (at the ex-
pense of upper limitsfor other classes being set alittletoo low).
From Tablell, whichisbased on[39], and assuming averagecall
hol ding times of five minutes, in ten minutes approximately 100
arrivals would occur per class. Using v = 0.885 would provide
90% confidence that the actual arrival rate was less than Xhigh.

The results that most clearly highlight the benefit of the UL
policy are for users from class 2. It is not until the 33rd hour
of the event that these high-priority users receive blocking near
zero using a CS policy; blocking near zero is provided within
minutes with a UL policy. Clearly, a UL policy coupled with
theticket server architecture could have adramatic effect in this
type of disaster situation. Scenarios are also developed in [7]
that show the benefits of a UL policy for multimedia connec-
tions on broadband landline networks.

VIl. SUMMARY

This work showed that the benefits of prioritized resource
allocation can be realized using simple algorithms. The paper
presented a new UL policy methodology that optimized UL
thresholds to provide preferred connection admission to high-
priority traffic classes based on a weighted sum of blocking
metric which had not been used before. The UL policy had al-
ready been found to have many advantages, especially when
trying to explicitly control blocking. Here a new optimization
formulation for upper limit policies was derived from Kelly's
approximation for asymptotically large networks [31]. The re-
sult was a simple linear program and a simple algorithm that
finds an optical CP policy and then uses a UL policy for prac-
tical implementation for an arbitrarily large network with an ar-
bitrarily large number of classes.

This paper was the first to compare the amount of capacity
needed to implement resource policies and their sensitivity to
load variations. The upper limit policy was demonstrated to use
less than half of the resources of complete sharing to provide
comparable weighted blocking during typical disaster overload
conditions. The UL policy was also demonstrated to beless sen-
sitive than complete partitioning to the large load variations that
can occur in high-priority traffic. When implemented along with
theticket server architecturein [7], public networkswill be able
to give preferred access to resources so that the important needs
of society can be addressed when disastersor other special needs
arise.

APPENDIX A
Overloaded conditions have been defined [32] as

R
Z bedy > C.
r=1

When mean holding times are equal to one, the most likely state
asymptotically, o, for CS policies is always on the constraint
boundary

(A-1)

(A-2)
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This can be shown by using Kelly’s equation in (3) with the
constraint

R
> b <C (A-3)
r=1
which determines the structure of A, resulting in
R
min Z Ae Y 4 Cy
r=1
subjectto  y > 0. (A-4)

The variable y is the Lagrange multiplier from a nonlinear
optimization problem for finding the most likely state.
Kuhn—Tucker conditions [40, page 314] can be used to deter-
mine if the constraint is active at the optimal point (i.e., the
most likely state lies on the constraint boundary). If 4 = 0, the
constraint need not be active. If 4y = 0, however, the optimal
solution becomes

R
Z boA. = C. (A-5)
r=1

Thisresult violates the definition of overloaded conditionsfrom
(A-1); therefore, y > 0 must be true and the constraint is neces-
sarily active. Hence, the most likely state, m, for the CS policy
must be on the constraint border for asymptotically large net-
works in overloaded conditions.

Using a similar approach, conditions can be derived where
the MLS for a CP policy is aso on the boundary of the CS
region (i.e., on the “corner” of the CP region). It would require
al CP constraints to be active, necessitating ¢, > 0 for al R
constraints from (9), so b,.A, > C,. foradl r.

APPENDIX B

This Appendix shows that if two particular states within re-
gion A of Fig. 2(b) arelesslikely than the ML S of the CP palicy,
thenall stateswithinregion A arelesslikely. Someor all of them
can be added to the CP region to create a new policy with are-
gion that has the same MLS.

First of all, consider the following state which correspondsto
adding one class 1 connection to the MLS (assuming b, = 1
and by > 1)

ng) = (ﬁl + 1, Ny — bl) (B-l)
If thefollowing ratio using (6) of its state probability to the state
probability of the MLS at ;1 islessthan 1

(N _
i (nA ) _ (AR < 71 175! )
W(ﬁ) /\?1 /\gz (ﬁl + 1)'(%2 — bl)'

by
A H(ﬁz —bi +1)
=1

M@+ 1)
then this state is less likely than the MLS. Now if we consider
the following state

(B-2)

0y = (g + k1 + 1, By — (kg + )by — k) (B-3)
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which isthe general stateinregion A, na from (18), with one
more class 1 connection, then we find the ratio

n o —(k1+1)by —k:
W(an) _ /\7111+k1+1)‘7212 (k1+1)br—kso
TF(HA) )\?14‘191)\?2—’?151—’?2

« < (ﬁl + kl)'(ﬁg — kb — kg)' )
(M1 + k1 + DI(7s — (k1 + Dby — ko)!
b
)\1H(ﬁ2 — by +i—kiby —kz)
i=1
M@y + k4 1)
Thisratioisawayslessthan (B-2), sincethe numerator of (B-4)
is smaller than the numerator in (B-2), and the denominator is
larger for al k; greater than 0 and k5 greater than or equal to
0. Therefore, every state is less likely than the state in (B-1) if
(B-2) islessthan 1.
Second, consider the following state which corresponds to
removing one class 2 connection from the MLS

IIEE) = (ﬁl, Ty — 1)

(B-4)

(B-5)

If the following ratio using (6) of its state probability to the state
probability of the MLS at i islessthan 1

2 —_
m () (apap (o)
W(ﬁ) )\?‘ )\gz ﬁll(ﬁg — 1)'

=%
then this state is less likely than the MLS. Now if we consider
the following state

(B-6)

nx = (A + k1,72 — k1by — ko — 1). (B-7)

which is the general statein region A, na from (18), with one
less class 2 connection, then we find the ratio

W(UZA) <A1ﬁ1+k1 AgQ—klbl—k2—1>

7T(IIA) )\71114‘/91)\7212*/9161*/92

« < (ﬁl + kl)'(ﬁz — kb — kz)' )
(1 + k1) (Mo — kiby — ko — 1)!
My — kb — ko
= " .
This ratio is aways less than (B-6), since the numerator is
smaller than the numerator in (B-6) for al k¢ greater than or
equal to 0 and k- greater than 0. Therefore, every state isless
likely than the state in (B-5) if (B-6) islessthan 1.
Inconclusion, if (B-2) and (B-6) are less than one, then states
ny” and n'? are less likely than the MLS and all other states
with more class 1 connections and/or less class 2 connections
are less likely than n§;> and nf). Some or al states can be
included in another policy that will have the sasme MLS and,
hence, the same asymptotic blocking.

(B-8)

APPENDIX C

This section provides details on removing limits of a CP
policy to convert to a UL policy of R classes of users. The
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basic approach is to find the most likely state from the optimal
complete partitioning policy, then remove one constraint, Cy,
and see if a change occurs in the most likely state. The form
of the constraint matrices then becomes the original matrix A
with arow removed for constraint Cy,, and a new row added for
the overall capacity constraint. By using equation (3), using ¥,.
to denote the Lagrange multiplier for each C,. constraint, and ¥
to denote the Lagrange multiplier for the capacity constraint,

min S(y, yr)

R R
= min Z Ape rvrube e Vbe 4 Z Cryr +yC
s o
(C-1
subjectto ¢, > 0,4 > 0.
The partial derivative with respect to y,. is
oS .
% — bt L0 =0, (C2)
Yr

The partial derivative with respect to 4 is

P R
ds(gv yr) —_ Z brAre_ber‘_ybr +C - bk)\ke_ybk
4 _
"k
=0. (C-3
Putting the results of (C-2) into (C-3)
R
- Z Cy + C — e ™ =0
r=1
r#k
C
e Y = ﬁ (C-4)

To meet the requirement ¢ > 0, C, < b A, must betrue. This
isaconstraint of the problem for optimizing weighted blocking
in (13), so this condition will be true for al .

Putting the result of (C-4) back into (C-2)

Ck br/bl«,
b Ak

- r

C, Chk
brAr bkAk

br/\refbryr <

e by —

—b. /b
) . (C5)

To havey, > 0

Cr [ Cp \ "/t

brAr <m) Sl VT?ék,T—l,...,R.
(C-6)
So, for class £ to haveitsconstraint removed from the UL policy,
(C-6) must be true for al » not equal to k. A search can be
conducted over al possible combinations of £ and r to remove
UL congtraints that meet (C-6). These constraints can then be
removed, since no changesin the most likely state would result.
Onesimplification can be madeto (C-6), however. For classes
k where C, = by A, the conditions of (C-6) will automatically
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be met, since C,. < b,.A,. will betruefor all ». This corresponds
to a class & where the CP optimization process has sought to
make blocking from (10)
Ck
Bpy=1- m =0.
Therefore, no upper limit need be imposed on any class where
blocking wasintended to be zero from the optimization process.

(C-7)
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