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Abstract

Inefficient spectrum allocation and the burgeoning problem of spectrum scarcity have
prompted an examination of how the radio frequency spectrum is utilized. The radio
frequency spectrum is an important national resource that impacts the economy, national
security and daily life. Various studies have taken up the task of re-thinking spectrum
licensing and allocation with the intent of encouraging the development of spectrally agile
and efficient technologies. Thus, the ability to accurately measure spectrum usage directly

effects the creation and modification of public policy.

This thesis presents a framework designed to measure, characterize and model spectrum
utilization. While individual organizations have performed spectrum measurements, a
framework does not currently exist to coordinate spectrum data sharing or distributed
measurement campaigns. This thesis discusses the development of a shared database schema
that can accommodate large scale and long term spectrum measurement campaigns. The
implementation of this schema also allows multiple researchers to share experiment
configurations and data. The development of a software program that can automate spectrum
measurements is covered, along with its ability to facilitate the sharing of those
measurements with a central archive. The creation of a spectrum measurement repository is
discussed as well. Research is presented regarding the use of a low cost, mobile software-
defined radio platform as a spectrum data collection device. Finally, various case studies are
presented demonstrating how the technologies and techniques produced during the creation of

this thesis can be used to analyze spectrum measurement data.
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Chapter 1 — Introduction

The growing demand for wireless services and applications shows no sign of abating.
However, the current command-and-control' regulatory structure for licensing spectrum has
been unable to cope with the drastic growth demands of the wireless industry [1]. This has
given rise to an “artificial scarcity” of usable spectrum, resulting in spectrum license pricing
that is prohibitively expensive. This in turn has a chilling effect on innovation and small
business development, preventing many small to medium size businesses from entering the
wireless market [2]. When spectrum licenses are awarded, the licensee must meet various
technical and policy restrictions that govern the usage of the license, but there is no
governmental mandate regarding how efficiently a communications band must be used.
Outside of broadcast bands, very few communications services fully utilize their allocated
bandwidth over a twenty four hour period. For example, a pizza delivery service may have a
land mobile license that covers a metropolitan region and yet they may only use their licensed
band business hours. In an efficient spectrum re-use scenario, the delivery service could
license their spectrum to another party when they are not using it. The band could also be
classified as a dynamic spectrum access (DSA) band, where secondary users look for the
existence of a primary signal before using the band. Unfortunately, there is currently a lack of
policy and technology solutions that enable efficient spectrum re-use in communications

bands where licensees are not efficiently utilizing the band.

Given that there is a finite span of spectrum that is usable for communications services,

various studies have begun to examine the efficiency licensed band usage. These studies aim

! A reference to centrally controlled disbursement of spectrum licenses by the FCC and NTIA



to help the regulatory community re-think the spectrum licensing regime with the goal of
opening underutilized “prime” spectrum for licensed and unlicensed secondary usage [3].
Critical to the various studies that advocate changes in policy and technology is the accurate
measurement of the spectrum. These measurements must be accompanied by signal detection
and analysis methods that can impart meaning to the measurements and provide the
theoretical basis for policy and technology development. This type of development is
especially crucial in the burgeoning field of cognitive radio (CR) development. While several
organizations and entities have performed spectrum measurement campaigns, a framework

does not currently exist that enables and coordinates distributed spectrum measurements.

This thesis will detail the design and implementation of a framework that enables multiple
organizations to coordinate distributed spectrum measurement campaigns, share data and
further the analysis of spectrum utilization. This includes the design and development of a
shared database schema for storing and synchronizing spectrum measurements. It also
includes the development of a measurement automation program and central repository for
the entire research community to share measurements. Finally, this thesis addresses the
development of hardware and software that allows a low cost, mobile software-defined radio
(SDR) platform to act as a spectrum analyzer (SA). This thesis and its associated work for the
National Radio Network Research Testbed (NRNRT) project at the University of Kansas
attempts to provide the scientific and governmental communities with spectrum data
collection mechanisms and analysis techniques that can provide guidance in the formulation

of future spectrum policy.



1.1 Whatis spectrum?

Spectrum is defined as a range of frequencies for electromagnetic waves. In the context of
this thesis, it will refer to electromagnetic spectrum that has properties making it conducive
for use as a communications medium. The frequency of these waves is typically measured in
Hertz (Hz) or cycles per second, and is proportional to the wavelength. Electromagnetic
waves are capable of transporting energy through space. In free space, this happens at the
speed of light, or 3 x 10® m/s. Spectrum is sometimes referred to as the “electrospace” and
can be expressed as a tuple or hyperspace with dimensions of frequency, time, spatial extent,
signal format, angle of arrival and polarization [4]. These properties define the ways in which

electromagnetic waves can be manipulated for the purpose of carrying information.

Frequency

Figure 1 —The Electrospace represented in itsthree most basic dimensions [5]
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The inverse-square law dictates that the power of an electromagnetic wave is proportional to
the inverse square of the distance it has radiated from its source. Thus a receiver that has
doubled its distance from the transmitter would see power levels that are one-quarter of the

previously detected value.

Figure 2 —Inverse square law

Certain frequencies are desirable for telecommunications purposes because their wavelengths
have favorable propagation qualities. For example, television and radio waves are capable of
penetrating the walls of buildings, while higher frequency waves such as light cannot. These
properties can contribute to the monetary valuations applied to spectrum. Lower frequencies
are typically used in broadcasting applications and their ability to propagate over large
geographic areas generally makes them a valuable commodity. Higher frequencies are
advantageous in the realm of micro-electronics, such as cell phones, as their small
wavelengths allow devices to use proportionally small antennas. Table 1 shows the various

bands of the radio frequency (RF) spectrum.

Table 1 — Radio frequency bands

Band Frequency Wavelength
VLF — Very Low Frequency 3-30kHz 100 - 10 km
LF — Low Frequency 30-300 kHz 10- 1 km
MF — Medium Frequency 300-3000 kHz 1000 -100 m
HF — High Frequency 3-30 MHz 10010 m




VHF — Very High Frequency 30 -300 MHz 10-1m
UHF - Ultra High Frequency 300 -3000 MHz 100 -10 cm
SHF — Super High Frequency 3-30 GHz 10-1cm
EHF — Extremely High 30-300 GHz 10— 1 mm
Frequency

What makes the electromagnetic spectrum unique as a medium is that its waves can be used
to carry a message or more generally, information. Modulation is the process of varying a
periodic waveform in order to transmit information. This is similar to how a musician can
convey different emotions or feelings in his music by varying the volume, timing and pitch.
The most basic types of modulation involve varying the phase, frequency or amplitude of the

carrier signal.

1.2 Research Motivation

In the United States, the federal government controls the allocation and licensing of spectrum.
Spectrum is allocated into bands and then licenses for various services are either awarded to
or purchased by private entities (Figure 3). These entities are then free to use the spectrum as
they see fit, even if this means that the spectrum lies dormant or is inefficiently used. This is
highlighted in the Media Access Project’s Ex Parte comments filed on FCC ET Docket No.
03-237 [6]:

“As an initial matter, incumbents have a lengthy history of using the existing lack of

clarity surrounding interference risk management to create artificial barriers to new

technologies that threaten incumbents’ business models. Recent examples include

resistance to the introducing of ultra-wide band technologies, technologies for




sharing Ku-band spectrum, and creation of a low power radio service. In all of these
cases, incumbents succeeded in delaying introduction of innovative and competitive
services and in scaling back the initial proposed services by exploiting the lack of any

clear metric for interference risk management.”

UNITED
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Figure 3 —FCC spectrum allocation chart

Communications bands can be allocated on either a nation-wide or regional basis. For
example, PCS band cellular allotments are often nationwide. In contrast, there are numerous
local network television affiliates in the country that have the same television channel
assignment, but they are geographically separated so there is no chance of interference. These
geographic spectrum markets help to protect against service interference, but can often be the

source of inefficient spectrum use where spectrum is allocated but not licensed. As seen in



Figure 4, television channels 2-69 are allocated on a per-market basis nationwide. A majority
of this spectrum goes unused in a high percentage of markets because the spectrum allocation
outpaces the number of television broadcasters. This means that hundreds of megahertz of
prime broadcasting spectrum goes unused around the country on a daily basis [7]. The
propagation characteristics of this spectrum would make it ideal for rural wireless broadband
access networks, surplus public safety spectrum, or secondary (unlicensed) spectrum for

cognitive radio networks.

Post-DTV Transition
No. of Vacant | Percent of TV
e Channels Band Spectrum
Between 2-51 Vacant

Juneau, Alaska 37 74%
Honolulu, Hawaii 31 62%
Phoenix, Ariz. 22 44%
Charleston, W.V. 36 72%
Helena, Mont. 31 62%
Boston, Mass. 19 38%
Jackson, Miss, 30 60%
Fargo, N.D. 41 82%
Dallas-Ft. Worth, Tex. 20 40%
San Francisco, Calif. 19 37%
Portland, Maine 33 66%
Tallahassee, Fla. 3 62%
Portland, Ore. 29 58%
Seattle, Wash. 26 52%
Las Vegas, Nev. 26 52%
Trenton, N.J. 15 30%
Richmond, Va. 32 64%
Omaha, Neb. 26 52%
Manchester, N.H. 23 46%
Little Rock, Ark. 30 60%
Columbia, S.C. 35 70%
Baton Rouge, La. 22 44%

Figure 4 —White Spaceasa shareof TV band in sample U.S. media markets[7]

Numerous individuals, including former FCC Chairman Michael Powell, have voiced the
notion that spectrum policy in the United States is antiquated. In a speech at the University

of Colorado at Boulder [8], he said, “...we are still living under a spectrum “management”



regime that is 90 years old. It needs a hard look, and in my opinion, a new direction”. The
United States spectrum policy and its current “spectrum scarcity” stems from regulations
created in the early 1920’s. The advent of commercial radio broadcasts and the desire to
prevent interference among transmitters gave rise to a rigid and exclusive licensing structure
that is still in use today. This structure served powerful broadcast technologies like radio and
television well, but has begun to show its shortcomings with the emergence of new
technologies like cellular communications. In an article encouraging further deregulation of

the spectrum, Thomas Hazlett and Gregory Rosston commented that [9]:

“Wireless operators are typically licensed to offer specific services, according to
technologies and business models bureaucrats prescribe. Government mandates, for
instance, forced analog cellular phone systems on a 1980s world that yearned to be
digital. Worse, restrictions keep licensees in one band from offering services to

compete with those in another, as in the UHF TV mandate.”

These regulations aimed to promote harmony on the airwaves, yet they have put artificial
limits on technology and have failed to efficiently utilize the spectrum as a resource. Modern
advancements in technology however are displacing old ideas about interference, spectrum
scarcity and spectrum sharing. Interference is not an inherent property of spectrum; rather it
is a property of devices. This realization, amongst others, has led the FCC to regroup. In
2002, the FCC organized a Spectrum Policy Task Force to re-evaluate spectrum allocation
and licensing. This task force found that a majority of the licensed spectrum, including
premium frequencies below 3 GHz, is quiet most of the time. By making even small amounts

of this bandwidth available, the door could be opened for a variety of new services. For



example, at least five digital TV shows can be broadcast on the same frequencies that a single
analog channel now occupies. Satellite radios deliver service using just 25 MHz of spectrum,
about the same bandwidth used by four analog television channels. The Personal
Communications Service band used for cellular voice and data services contains 50 MHz of
bandwidth. The IEEE 802.11 standard in wireless local-area networking was started with
only 84 MHz. These examples demonstrate the types of services that can flourish with just a
small amount of bandwidth. The variety of new services and industries that are made possible

by access to affordable spectrum is virtually limitless.

While forward steps have been taken, regulatory change has been slow. Government officials
still cling to rigid allocations of spectrum, which creates artificial scarcity and drives the price
for licenses up. While this methodology may generate increased federal revenue, examples
such as the deregulation of the ISM and UNII bands and the fantastic success of Wi-Fi
demonstrates that the benefits of the free-market far outpace profits from licensing. New
technology is gradually dictating that the entire notion of spectrum allocation should be
overhauled to keep pace with public, private and governmental consumption of wireless
services. Recent advancements in receiver and antenna technology have shown that signals
can overlap without the interference problems experienced years ago. Advancement in
wireless technology must be paired with progress in the policy and regulatory sphere if new
wireless devices are to reach the consumer. To enable this progress, research must be
performed regarding the study of real-world spectrum utilization patterns with respect to

location and time.



1.3 The National Radio Network Research Testbed (NRNRT)
project

This thesis stems from the goals of the National Radio Network Research Testbed (NRNRT)
project at the University of Kansas. This project aims to thoroughly analyze national
spectrum usage and to coordinate the various spectrum measurement efforts currently
underway. The dramatic development of wireless services and mobile communications
devices underscores the fact that the public expects to have access to networks and
information at all times and in all locations. Spectrum allocation and usage may be re-thought
in order to facilitate continued economic growth of communications services in the open
market. The NRNRT project aims to answer the following questions:
e What are the characteristics of the wireless environment over long time periods and
broad frequency ranges?
e How should sensor networks be built and deployed to best measure the wireless
environment?
e How can the RF environment be sounded over a wide frequency range without
interference and remaining within the constraints of government regulations?
e How can wireless measurements be mapped to accurate network-level simulation
models?
e How can the characterized RF environment be used for testing and evaluation of
novel wireless systems?
e How can RF measurements be effectively integrated into emulation/simulation

systems?
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The NRNRT will support the research and development of new radios, services,
architectures, and protocols that will power the next generation of wireless access. The
NRNRT also proposes to provide a facility for the research community to test and evaluate
their systems. The NRNRT consists of the following programs and systems:
1. A field deployed measurement and evaluation system for long-term radio frequency
data collection.
2. An experimental facility for testing and evaluating new radio devices
3. An accurate emulation and simulation system incorporating long-term field
measurement for evaluating new wireless network architectures, policies and network
protocols.
4. Coordination of experiments with innovative wireless networks that integrate

analysis, emulation/simulation and field measurements.

Field measurements produced through the NRNRT will provide real spectrum usage data that
can be used as the input to simulations or to test new radio designs. A centralized database
will store long-term utilization and propagation statistics from RF spectrum measurements.
The emulation system will aid in improving the analysis of radio devices, protocols and
services. All of these services will help aid designers in testing their next generation designs.
The research and coordination provided by the NRNRT will help shape spectrum

management and policy discussion at the national level.

1.4 Research Objectives and Contributions

This thesis will detail the design and implementation of a framework that enables multiple

organizations to coordinate distributed spectrum measurement campaigns, share data and
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further the analysis of spectrum utilization. This includes the design and development of a
shared database schema for storing and synchronizing spectrum measurements. It also
includes the development of a measurement automation program and central repository for
the entire research community to share measurements. Finally, this thesis addresses the
development of hardware and software that allows a low cost, mobile software-defined radio
platform to act as a spectrum analyzer. This thesis and its associated work for the National
Radio Network Research Testbed (NRNRT) project at the University of Kansas attempts to
provide the scientific and governmental communities with spectrum data collection
mechanisms and analysis techniques that can provide guidance in the formulation of future

spectrum policy.

1.5 Thesis Outline

Chapter 1 provides an introduction to the radio frequency spectrum. It discusses the research
project that this thesis is associated with and covers the objectives and contributions of the

thesis. The outline of the thesis is presented in this subsection.

Chapter 2 discusses the regulatory and policy history concerning spectrum management in
the United States. This provides insight into the current situation of spectrum scarcity. The
subjects of spectrum measurement and signal detection are reviewed. These are related to the
development of software-defined and cognitive radios, which promise to make dynamic
access networks a reality in several underutilized communications bands. Finally, the
development of the Kansas University Agile Radio platform is discussed, which will provide

insight into the use of this radio as an experimental platform. In the case of this thesis, the
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versatility of the KUAR will be demonstrated through its use as a spectrum data collection

device.

Chapter 3 highlights the design of a shared database schema, spectrum measurement
automation program and centralized measurement repository. The database design is
discussed table by table, as design decisions have a direct impact on the ability of the
database to store large amounts of spectrum data and to easily facilitate sharing of the data
amongst multiple researchers. The ability to import and export that data to a variety of

analysis tools is addressed.

Chapter 4 covers the implementation of the Spectrum Miner program, a software tool for
measurement automation. This program can interface with a variety of spectrum data
collection devices, including spectrum analyzers and software-defined radios configured to
work as simple spectrum analyzers. This section also includes a discussion of the work
involved to allow the KUAR radio to act as a spectrum analyzer and interface with the
Spectrum Miner program. The program’s user interface and usage is demonstrated as well.
Finally, this chapter addresses the implementation of the Spectrum Repository, a web
application and archival database designed to coordinate measurement gathering and data

sharing.

Chapter 5 highlights how the tools and techniques developed during the creation of this thesis
can be used to perform spectrum measurement campaigns. The calibration and verification of
measurements is addressed. Two case studies are presented that demonstrate how real-world

measurements were performed and analyzed.

13



Chapter 6 offers concluding thoughts and summarizes the research and development
accomplished in the thesis. Ideas regarding future work related to topics addressed in the

thesis are suggested and examined.

Appendix A displays Matlab code that is used to import spectrum measurements directly into

the Matlab workspace. Appendix B provides plots of the calibration measurements taken on

the KUAR.
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Chapter 2 — Background

2.1 Regulatory History

The U.S. Radio Act of 1912 marked the beginning of governmental regulation of radio as a
communications medium. This act allowed the Department of Commerce to issue
commercial radio licenses. As many organizations and individuals applied for these licenses,
further oversight became necessary. The Radio Act of 1927 created the Federal Radio
Commission, an independent commission that could grant exclusive radio licenses to a
limited number of broadcasters [10]. As spectrum usage increased in both the public and
private sectors, various government agencies became increasingly responsible for the
management of the spectrum. The Communications Act of 1934 helped to define the various
responsibilities of government agencies for spectrum management in the United States. This
act created the Federal Communications Commission (FCC), an independent agency under
the auspices of the executive branch. This agency replaced the Federal Radio Commission
and was tasked with a broader mandate of managing all non-federal government spectrum
utilization. This includes regulating interstate and international communications by radio,

television, wire, satellite and cable.

The FCC coordinates spectrum management with The National Telecommunications and
Information Administration’s (NTIA) Office of Spectrum Management. The NTIA is a
branch of the Department of Commerce and is responsible for managing the spectrum needs
of the federal government [11]. The NTIA and FCC coordinate with other Federal agencies

that require spectrum usage through the Inter-department Radio Advisory Committee
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(IRAC). This committee includes the Department of Defense (DoD), which is the largest
governmental spectrum user. The DoD Joint Spectrum Center also works directly with the
NTIA to allocate and secure spectrum for defense and national security purposes. The NTIA
and FCC have divided approximately 300 GHz of usable radio spectrum into three categories:
government exclusive, non-government exclusive and shared bands. This allocated spectrum
has been divided into roughly 900 bands that are usable for various radio communications
services including television and radio broadcasting, land mobile, and fixed and mobile
satellite communications. The FCC makes domestic spectrum allocations through a public
rulemaking process, often inviting public comment. Historically, spectrum licensees were
awarded by either outright assigning a licensee or by holding competitive hearings to
determine the licensee that would most exemplify operation in the public interest. This
license process is often referred to as a “beauty contest”. This process changed slightly in
1982 with the introduction of a lottery system that could be used to assign licenses [12]. The
Congressional Omnibus Budget Reconciliation Act of 1993 replaced the lottery system with

an auction-based system [13].

2.2 Spectrum Scarcity

With 300 GHz of licensable spectrum, it would appear that there is no shortage of usable
spectrum for wireless communications. In fact, the FCC and NTIA have even begun
allocating and licensing higher frequency spectrum. Despite this seemingly immense
allotment, the vast majority of “prime spectrum” exists in the 0 to 3 GHz range. This so-
called “prime spectrum” denotes frequency ranges with physical properties that lend
themselves to long-range broadcasting and wireless communications applications. Wireless

operation is possible at higher frequency bands (millimeter wave, radar), but it often requires
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line of sight between the transmitter and receiver and it can heavily attenuate due to various
environmental or atmospheric conditions. These physical properties influence the fact that
over 93 percent of all FCC licensees and Federal government frequency authorizations are in
the 0 to 3 GHz range [14]. Below 3 GHz, spectrum is currently allocated in the following
manner:

e 14 percent of the spectrum is Federal government exclusive

e 31 percent is non-Federal government exclusive

e 55 percent is shared between the Federal government and private sector

In prepared testimony before the United States House of Representatives Subcommittee on
National Security, Veterans Affairs, and International Relations, former NTIA Deputy
Assistant Secretary Michael D. Gallagher highlighted the licensing problems that exist in
prime spectrum ranges [14]:
“The entire spectrum management process has to be flexible, dynamic, adaptable to
changing requirements, and timely to meet the national needs for spectrum. The
spectrum below 3 GHz is extremely congested. Thus, finding spectrum below 3 GHz
for the deployment of new technologies, such as third generation wireless or ultra-

wideband services, has been a complex and challenging process.”

Gallagher continued to outline the steps that the Federal Government has taken to open
various government licensed bands to the private sector:
“As a result of the requirements of the Omnibus Budget Reconciliation Act of 1993
and the Balanced Budget Act of 1997, NTIA has identified over 240 MHz of

spectrum used either exclusively by the Federal government or shared with the
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private sector for reallocation to private sector uses. In 1998, Congress enacted a law
that requires the private sector beneficiaries of this spectrum to reimburse Federal
agencies for the costs of relocating from certain of the identified frequency bands.

NTIA is now in the process of finalizing these reimbursement rules.”

In June 2002, the FCC formed the Spectrum Policy Task Force (SPTF) to help with
identifying and evaluating changes in spectrum policy. This commission was tasked with
providing guidance in making spectrum regulation more market-oriented, moving towards
unlicensed device or commons models, and minimizing regulatory intervention. In November
2002, the SPTF released a report that recommended moving certain spectrum from a
command and control infrastructure to both unlicensed and licensed flexible-use policies
[15]. After the release of this report, the FCC began several proceedings to follow through on
the SPTF’s recommendations. Many of these proceedings however have focused on granting
flexible use rights to incumbent spectrum license holders. There has been little work in

opening up new unlicensed bands [16].

2.3 Dynamic Spectrum Access

Advances in radio technology, coupled with a burgeoning spectrum scarcity, have made
spectrum regulators turn to the idea of allowing dynamic spectrum access in specific bands.
Dynamic spectrum access is not a completely new idea however, as this concept has been in
use around the world for many decades [17]. For example, the British CT2 system, which is a
cordless telephone technology, has employed dynamic spectrum sharing. The phone system

was allocated 4 MHz of spectrum, divided into 40 channels. Upon receiving a call, the base
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station scans the available channels to find an empty channel. This method makes use of a

time-varying frequency-division multiplexing scheme.

Another form of dynamic spectrum sharing can be found in the area of maritime radio.
Maritime radio uses a common signaling frequency for emergency signaling and for
establishing communication between ships. If one ship needs to make a call to another, the
signaling frequency is used to select an empty working channel. Traditional Land Mobile
Radio systems also typify the dynamic spectrum access approach. For example, a garbage
disposal service and a taxi service might share a single channel in a city. The use of protocols
like Listen Before Talk (LBT) and short messages allow both services to efficiently use a
single channel. In many cases, the channel utilization could also vary with time, as the
garbage service may heavily use the channel from 9 AM to 5 PM. During the evening hours,
there may be very little voice traffic from the garbage company, whereas the taxi company
may be increasing its utilization of the channel. Over time, more complex radios using
techniques like tone-coded squelch have allowed various groups sharing a channel to
partition their messaging. The Citizen’s Band (CB) radio service can also be viewed as an
example of dynamic spectrum access. This 27 MHz band, divided into 40 shared channels,
does not require a license for operation. Channel 9 is typically reserved for emergency
communication. Enforcement and regulation of the CB band is basically non-existent. The
FCC has regulated power limits on equipment, but users are still capable of amplifying their
signal above legal limits. In many ways, the CB band presents an apt analogy to the current,

more modern proposals involving unlicensed, cognitive radios and dynamic spectrum access.
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It has been shown that several spectral bands, most significantly the television spectrum, are
underutilized [3]. There has been recent regulatory and legislative activity that could allow
new wireless devices to access television band “white space” on a per market basis. These
unused channels, often referred to as “white space” because of their lack of activity, could be
accessed and utilized through dynamic spectrum access techniques. This would allow
unlicensed devices (UD) to transmit in licensed or unlicensed television bands as long as a

television signal is not present.
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Figure 5 — Example of whitespace and unlicensed device operation in DTV band [18]

On June 28, 2006, the Senate Commerce Committee adopted ‘The Advanced

Telecommunications and Opportunity Reform Act of 2006’ (S. 2686), which built upon the
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May 2004 Federal Communications Commission (FCC) Notice of Proposed Rulemaking
(NPRM) [19] allowing unlicensed devices to utilize unused spectrum in the TV band. This
legislation requires the FCC to continue with rule making procedures (Docket 04-186)
governing the opening of TV channels 2-51 (54 MHz - 698 MHz) for use by wireless
broadband services and DSA capable devices. The FCC proposal also includes the
reallocation of TV channels 52 - 69 (698 MHz to 806 MHz) for auction and additional public
safety communications bands. The NPRM specifies that any devices certified to use TV
“white spaces” should use agile or cognitive radio technology in a dynamic spectrum access
configuration, such that these devices would not interfere with primary rights holders
(primarily television broadcasters).

Dynamic spectrum access often carries with it the notion of primary and secondary users.
Contrary to an unlicensed band, in which all users compete or cooperate to share bandwidth,
dynamic spectrum access often takes place in a licensed band. In this case, the primary user
or license holder has incumbent rights to use the band. In a DSA approach, the secondary
users must not cause any “harmful interference” to the primary users as well as the other
unlicensed users sharing the same portion of the spectrum. Since primary users hold
exclusive rights to the spectrum, it is not their responsibility to mitigate any additional
interference caused by unlicensed or secondary device operation. These devices will have to
periodically sense the spectrum to detect primary or secondary user transmissions and should

be able to adapt to the varying spectrum conditions [20].

The television band will have an increased amount of unused spectrum or “white space” after

the federally mandated analog to digital television (DTV) transition, the deadline for which is

February 17,2009 [21]. As stated above, the DTV transition will designate channels 52
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through 69 for auction and public safety use. Examining DTV broadcasters on a per-market
basis, an average of only seven full-power DTV stations will be operating on channels 2
through 51 in each of the country’s 210 local television markets. This means that on average,
only 42 MHz of the 294 MHz of prime spectrum allocated to DTV services will actually be
utilized [22]. The availability of underutilized TV spectrum is rarely disputed within the
academic and research community. The issues regarding the use of this spectrum however
require solutions and cooperation involving the technical, regulatory and business
communities. The regulatory community must determine the technical rules that secondary
devices must use to prevent harmful interference with primary devices (i.e. DTV receivers).
Additionally, the device manufacturing community must determine if cost effective devices
can be created that operate efficiently and correctly (with respect to technical rules) in a co-
channel environment to DTV transmissions.

Substantial research efforts are underway that aim to find efficient ways of utilizing vacant
portions of the TV spectrum using DSA techniques. The new IEEE 802.22 standard focuses
on technical implementations that can accomplish spectral reuse without causing harmful
interference to primary users [23]. Some of the important issues that have been addressed
include the feature detection of TV signals [24], collaborative sensing for improved detection
capabilities [25], detection of the presence of receivers in the vicinity of the unlicensed device

[26], and effective methods for the unlicensed spectrum access in the TV band [27].

2.4 Spectrum Measurement

International regulatory bodies and national governments control the allocation of spectrum.
In the United States, the Federal Radio Act of 1927 set in motion regulatory action that

declared the airwaves public property and put them under the guardianship of what would
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eventually become the FCC. Thus the federal government, and not the free market, became
the steward of spectrum within the United States. As the FCC began issuing licenses and
engaging in spectrum auctions, both government regulators and private entities have been
interested in both how spectrum is used in practice and how to measure its utilization. This
interest is rooted primarily in compliance enforcement, but also focuses on analyzing
spectrum utilization. According to the SPTF Spectrum Efficiency Working Group report
[28]:
“Neither FCC nor NTIA routinely quantify actual spectrum usage by users under their
jurisdiction. However, during the Summer of 2002 the FCC’s Enforcement Bureau took
limited measurements of spectrum use in certain urban areas which allow a partial view
of actual spectrum use. This effort was limited in duration and only used one site in each
city studied, and hence generally underestimates actual spectrum use to some degree.
However, the Working Group believes that the general observations made here are likely
to have broad applicability and should be verified in a broader measurement program,

possibly in conjunction with noise measurements.”

While there is no federal program to measure and characterize spectrum usage, compliance
certification, interference resolution and single-site spectrum measurement is often managed
through the NTIA’s Office of Spectrum Management (OSM). The NTIA OSM has developed
a Radio Spectrum Measurement System (RSMS) that tracks radio spectrum usage and
attempts to resolve interference problems in the field [29]. This spectrum measurement and
analysis system is mounted onto a truck or other vehicle for mobile troubleshooting and

measurement purposes.
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Figure 6 —NTIA mobile Radio Spectrum Measurement System (RSMS)

The system contains manual, semi-automated and automated systems for measuring radio
emissions from a variety of systems including high-power radars, mobile radios and
associated base stations, navigation beacons, point-to-point microwave links, lower power
FCC Part 15 devices and ISM devices [30]. The trucks feature an extensible antenna mast,
often rising over 9 meters, so that it can gain decent line of sight to a variety of signal
sources. The RSMS system has been used to measure and analyze various communications
bands. This system was used during the 1996 Summer Olympic Games in Atlanta to

characterize and measure land mobile radio usage in a high capacity scenario [31].

Regulatory bodies around the world also perform compliance testing and single-site spectrum

measurements. Ofcom, the United Kingdom’s equivalent to the FCC in the U.S., has often

hired engineering consulting companies to perform measurement campaigns at various sites
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throughout the UK [32]. These studies are aim to provide per-band relative time and

frequency utilization statistics that approximate spectrum usage across the entire UK.

The academic and research communities have initiated various spectrum measurement
programs to measure and quantify the use of spectrum in various common scenarios. These
programs often involve measurement campaigns in urban, suburban and rural settings. The
Shared Spectrum Company (SSC) has performed several important spectrum measurements,
especially those taken in downtown Washington, D.C. and taken during the Republican
National Convention in New York, NY. These two measurement campaigns provide
spectrum usage profiles of media markets with dense license allocation and heavy
communications usage. In Washington, D.C., spectrum licenses are densely allocated due to
the wide variety of government and consumer communications services in use. Shared
Spectrum Company performed a four-hour measurement on the roof of the National Science
Foundation building in Arlington, VA. The average spectrum utilization was found to be less
than 11.4% for the span of 30 MHz to 3 GHz [33]. The RNC measurements are important
because New York is one of the densest spectrum markets and during this time period there
was heavy usage in governmental bands by the Department of Homeland Security, FBI and
local police. Two measurements were performed, each covering a twenty-four hour period.
While this measurement campaign found high occupancy in government bands and in the
lower TV channel band (77%), the average spectrum usage from 30 MHz to 3 GHz was
found to be 13% or less [34]. Allen Petrin and Paul Steffes of the Georgia Institute of
Technology have also performed several long-term spectrum measurement campaigns. Their
measurements were taken in urban, suburban and rural settings in and around Atlanta, GA.

They accumulated more than 8 billion spectrum measurements over the course of several
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months. Their geospatial analysis of spectrum usage shows that only 6.5% of urban spectrum,

5.3% of suburban spectrum and 0.8% of rural spectrum was utilized on average [35].

Academic and research studies have also focused on the utilization of ISM bands such as the
900 MHz and 2.4 GHz bands. The Naval Postgraduate School (NPS) has also performed
spectrum occupancy studies for the 2.4 GHz ISM band and found that while these bands are
often highly utilized in various temporal segments, the low power output of devices that
operate in these bands means that this spectrum is often available with respect to geographic
location [36] [37]. Reports from the NPS and Illinois Institute of Technology have also
examined the interference profiles of common devices, such as microwave ovens or cordless

telephones and the effect that these devices have on operation in the ISM bands [38] [39].

The Spectrum Efficiency Working Group, a subcommittee of the SPTF, issued a report which
suggests that single-site spectrum measurements may not provide an accurate overview of
actual spectrum utilization [40]. In a separate publication, researchers Mark McHenry and
Dennis Roberson have noted the lack of a collaboration framework for spectrum
measurements and research [41]:
“There needs to be a systematic measurement framework to collect distributed
spectrum occupancy data. The sensitivity/occupancy results are dependent on the
detector type used, the antenna height and other factors. These factors need to be
made identical or normalized out to cross compare results between different

s

locations. Also, the spectrum scan rate needs to be "tuned" to the experimental issue.’
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The need for distributed measurement campaigns, repeatable experiment configurations and
data exchange is at the core of this thesis and the National Radio Network Research Testbed
(NRNRT) project. Research directed through NRNRT project will attempt to unify disparate

measurement campaigns and provide sharing mechanisms for spectrum measurements.

2.4.1 Distributed spectrum measurements

It is difficult to generally characterize spectrum usage over a large geographic area. This is
due to a variety of reasons, including the propagation properties of various signals. Various
projects have suggested using sensor networks composed of spectrum measurement or
analysis nodes [42]. This approach, typically focused on detection for a specific band, could
be deployed in either a building or across a metropolitan area. The dedicated sensor nodes
provide the diversity required to detect short-range communications devices. These nodes
could continuously or periodically sense the spectrum and perform localized signal detection.
This information is then passed to a sink node that performs various data fusion algorithms.
The spectrum data can then be correlated to various geographic locations based on signal
propagation equations. This data can then be used for a variety of functions, including the
operation of dynamic spectrum access networks. The nodes in these spectrum measurement
sensor networks could be implemented by specific communications hardware or SDR-based
cognitive radios [43]. The rapid reconfiguration capability of SDRs would allow this type of
sensor network to perform spectrum measurements in a variety of bands. Research has been
performed simulating cognitive radio networks that cooperatively sense and detect primary

users, such as digital television [44] or cellular network signals [45].
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2.5 Spectrum Sensing / Signal Detection

Data garnered from spectrum measurement campaigns can be used to help design spectrum
sensing and signal detection algorithms for cognitive radios. A feature of cognitive radios is
that they can monitor the spectrum for unused channels or whitespaces. This can be
implemented using the cognitive radio’s RF front-end and digital signal processing
capabilities or through the use of an external spectrum sensor [42]. There are several
advantages and disadvantages to these two approaches. In the former case, the CR must
dedicate time to sensing the given band. This affects throughput of the radio, as valuable
communications time must be spent scanning and detecting the spectrum. This can also affect
the development of medium access control (MAC) protocols. This design simplifies radio
design, however, and provides better mobile battery life given that it does not have to power
an external sensor. In the latter case, an external sensor can allow the radio to function
normally while simultaneously analyzing the spectrum. Dedicated sensors can also be
designed to analyze wide bandwidths very quickly, allowing for the radio to dynamically
adapt to the channel environment. Unfortunately, these sensors often have deleterious effects

on battery life and can complicate radio design.

Signal detection is an important component of spectrum sensing. Most advancements in
signal detection relating to the field of communications stem from radar and other
telecommunications research and development begun during World War II. This research
focused on topics such as detecting aircraft by their radar signature, signal triangulation, or

signal interception and decoding.
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As discussed previously, spectrum is a hyperspace with dimensions including, but not limited
to time, frequency, space, polarization, and code format. Therefore, it is important to detect
the properties of various transmissions, as this may allow for the operation of another
transmission orthogonal to the one being detected. Signal detection theory is centered on
discerning a signal against noise. In communications bands, the “noise floor” is a metric
describing the sum of all the desired signals, interfering signals and noise sources at a specific
frequency, time and location. This includes licensed emissions, out-of-band or spurious
signals, inter-modulation products, emissions from Part 15 devices, environmental noise from
cars, machines or electronic devices and galactic radiation [28]. One way that spectrum
licensees currently protect their transmissions from interference is through the creation of
guard bands. This is particularly true in the television band. These guard bands often prevent
co-channel interference, but at the expense of wasted spectrum. One concept that has been
proposed is an “interference temperature” that shifts the focus from transmitter operations to
the RF environment pertaining to the receiver. Interference temperature, measured in degrees
Kelvin, is the RF power generated by undesired emitters and noise sources per unit of
bandwidth that is present in a receiver system. This concept sets a protection threshold for
incumbent users and allows secondary or unlicensed operation in the same band as long as
the interference temperature threshold is not exceeded. The interference temperature underlay
/ overlay concept has also been used to perform spectrum occupancy measurements [46].
While this concept has been the subject of much academic research [47] [48], the Interference
Temperature NPRM issued by the FCC has recently been terminated, due in large part to

comments filed by incumbent license holders [49].

29



Radio receivers are tasked with the challenge of extracting desired signals from noise,
sometimes in the case where the desired signal power is even beneath the measured noise
floor. An optimal way of detecting and classifying a signal is through matched filtering. A
matched filter correlates a known signal with an unknown signal by convolving a time-
reversed version of the known signal with the unknown input. This method maximizes the
SNR ratio of the received signal, but requires a priori knowledge of the signal. Another
method of detecting signals is by using a non-coherent energy detector. This approach uses
thresholding and the power spectral density of the received signal to determine if a signal
exists in a given channel. This method however requires prior knowledge of the power
characteristics of the desired signal and the channel under examination. Detection thresholds
can be manually chosen or can be obtained using various statistical algorithms. Threshold-
based classification of signals using detected energy can be improved using algorithms such
as Recursive One-Sided Hypothesis Testing, Otsu’s Algorithm and adaptive thresholding
[50]. Energy detection works well in discretely channelized environments, but has difficulty
distinguishing between modulated signals, noise and interference in the same channel. A way
to resolve this ambiguity is through the use of feature detection. Feature detectors identify a
signal by its specific spectral characteristics. One specific feature detector is the
cyclostationary detector [44]. Modulated signals are cyclostationary processes, meaning that
they have periodic auto-correlation functions. Different modulation schemes have distinct
spectral correlation functions, making signal identification and selection possible. A final
technique that can provide added resolution to any of the above methods is the use of antenna
arrays at the receiver. These arrays can detect the angle of incidence of the transmission,

which can be used to differentiate it from other transmissions in the same spatial area [51].
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Underlying all of these detection methods are certain physical limits that bound the detection
of a signal under high levels of noise uncertainty. Recent research has helped to define the
physical limits of detection for sufficiently low SNR, termed as SNR “walls” [52]. No matter
how precise the signal detection algorithm may be, signals that exist sufficiently beneath the

noise floor are typically beyond detection or recovery.

2.6 Cognitive Radios

Much of the research being performed in the areas of spectrum measurement and spectrum
sensing has the goal of enabling cognitive radio development. Spectrum utilization
measurements can help to shape spectrum-licensing regulations and provide real-time policy
information to cognitive radio networks. If cognitive radios are capable of sensing the
spectrum and identifying primary users, they may also be able to efficiently use under-
utilized spectrum. Researchers have attempted to analyze spectrum usage with the goal of
bootstrapping cognitive radio research and dynamic spectrum access policy and regulation

[53].

2.6.1 Background

The rapid evolution of microelectronics, wireless transceivers are becoming more versatile,
powerful, and portable. This has enabled the development of software-defined radio
technology, where radio transceivers perform baseband processing in software,
reconfigurable hardware or programmable Digital Signal Processing (DSP) processors.
Joseph Mitola first introduced the notion of a software-defined radio in the early 1990s [54].
The definition of an SDR is rather flexible, but it usually includes a RF front-end, analog-to-

digital (ADC) and digital-to-analog (DAC) converters and software-controlled baseband
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processing. The ease and speed of programming baseband operations in a SDR makes this
technology a prime candidate for DSA networks. SDR technology advances the field of
communications with respect to rapid prototyping, testing and deployment of new radio
hardware and communications systems. New modulation schemes or coding techniques can
be rapidly implemented and tested without building expensive custom hardware. SDR system
software can be designed to interface with communications system design programs, thus
enabling designers to rapidly move from simulation to implementation. Around 2000, Mitola
proposed extending the capability of an SDR by adding the notions of environment sensing
and artificial intelligence [55]. These SDRs with intelligence, termed Cognitive Radios (CR),
are capable of rapidly reconfiguring operating parameters due to changing requirements and
conditions at the physical, network, and/or application layers of the system [56]. These
capabilities make it possible for cognitive radio systems and networks to flexibly and
dynamically access the spectrum while simultaneously respecting the rights of incumbent
license holders. Systems have been proposed that use various expert systems and rule engines
[57], genetic algorithms [58], or ontology-based reasoning and inference engines [59]. These
systems and algorithms aim to provide the CR with the knowledge necessary to assemble a
strategy for dealing with the current RF environment, as well as primary and secondary users.
Cognitive Radios can operate in self-forming networks that collaboratively sense the
spectrum or interact with “spectrum servers” that function according to market-driven
resource pricing and utility functions and dynamically allocate spectrum resources [60].
Research has also been performed that utilizes game theoretic approaches to spectrum
utilization, in an attempt to prevent independent or autonomous Cognitive Radios from

implementing “greedy” spectrum allocation algorithms [61]. This approach allows for
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distributed dynamic spectrum allocation protocols, as opposed to a centralized “spectrum

server” model [62].

2.6.2 KUAR
The Kansas University Agile Radio (KUAR) platform [63] provides a low cost, flexible RF,

small form factor SDR implementation that is both portable and computationally powerful. It
is designed to address the real world needs of researchers in the fields of wireless networking,
RF design, cognitive radios and dynamic spectrum access. The KUAR features a modular
design consisting of separate power supply, digital processing, and RF sections. The current
version of the radio operates in the 5 - 6 GHz band and is capable of implementing numerous
modulation algorithms, media access control (MAC) protocols, and adaptation mechanisms.
As shown in Figure 7, the KUAR consists of five major sub-systems on three printed circuit
boards: a power supply, a control processor host (CPH), a digital board (DB) with a

programmable signal processor, an ADC, DAC, RF transceiver and active antennas.
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The KUAR is approximately 7 inches tall, 3 inches wide and 6 inches deep. With the
exception of the antenna housings, the sub-systems / PCB boards are contained within a
shielded enclosure. The enclosure aids in providing physical separation between the active
transmit and receive antennas. The RF Board uses standard SMA connectors, which allows
the KUAR to use third-party commercial and experimental antennas. The KUAR’s modular
design allows for interoperability with other control processors, digital signal processing units
or RF front-ends. For example, the KUAR control processor and digital processing board
could be connected to other RF front-ends, enabling investigation or experimentation in other

frequency ranges (Figure 8). Additionally, the KUAR active antennas, RF front-end, CPH or
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Digital Processing board could be used with other third party RF boards or digital signal

processing units.

Figure 8 — KUAR System Diagram

The KUAR power board accepts an external 12V source, either from a wall transformer or
battery. The board internally provides six independent supply voltages that power the RF,
Digital, CPH and active antenna components. Current sensors on the power board monitor the
supply voltages and allow for power monitoring and control in the CPH control software.
This allows the power efficiency of various communications systems and designs to be tested

and evaluated.

The CPH of the KUAR is an embedded PC built on an industry standard ComExpress form

factor and contains a 1.4 GHz Pentium M, 1 GB DDR2 SDRAM, and an 8 GB MicroDisk for

storage. It connects to the Digital Processing board through a PCI Express connection. The
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CPH runs Linux and provides USB 2.0, VGA, PCI Express and Gigabit Ethernet
(10/100/1000 Mbps) connections. This platform contains significant processing power
compared to most embedded communications systems, and as such, provides great flexibility
with regard to rapid radio reconfiguration, signal processing and cognitive/adaptive control
software. Common personal computer interfaces, such as VGA output and USB allow the
platform to be used as a standard PC while on the test bench or in the field. This greatly

decreases the amount of test and evaluation equipment that must be carried during field tests.

The KUAR is capable of implementing digital communications components and systems in
either software or reconfigurable hardware. Currently, the majority of digital signal
processing is performed in reconfigurable hardware implemented in the Xilinx field-
programmable gate array (FPGA) on the Digital board. The current KUAR version 3.0 radio
contains a Xilinx Virtex II Pro P30 FPGA, which possesses 30,816 logic cells, two PowerPC
405 cores and operates at up to 350 MHz. The FPGA can be programmed and configured
using command line utilities and software libraries accessible under the Linux distribution
running on the CPH. Currently, programming and configuration commands are sent across
the USB 2.0 bus to a Cypress USB peripheral controller. The FPGA hardware configuration
that supports this is very space efficient, only requiring approximately 20 logic slices. This
controller translates the configuration data sent over the serial bus to a parallel bus connected
to the configuration pins of the FPGA. The configuration data rate is 48 Megabytes per
second (MBps), which is near the 50 MBps limit of the FPGA. There are two other possible
physical interfaces between the CPH and the FPGA. The fastest is a connection over the PCI
Express bus, which provides data rates around 250 MBps, but takes approximately 7,000

logic slices to implement in the FPGA. To save logic space, a standard PCI bus connection
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may also be used. The PCI bus connection provides a transfer rate of 130 MBps and only
uses 500 logic slices. There is also a JTAG header on the Digital Board that connects to the

FPGA for programming and debugging in the laboratory.

The KUAR has significant flexibility in locating signal processing functions in hardware
logic, the embedded PowerPC processors or the CPH. This allows extremely parallel and
time-sensitive operations to be moved into custom, reconfigurable hardware, and more
complex operations to be implemented in software. Giving the system designer the fine-
grained ability to determine whether an operation should occur in hardware or software

allows for compact, efficient and innovative designs.

The KUAR RF front-end is a super-heterodyne design that takes input signals between 5.2
and 5.8 GHz, down mixes to 3.4 GHz and then down coverts to base-band. The current
transceiver bandwidth is 30 MHz, although future designs will employ larger bandwidths.
Received signals in an in-phase/quadrature modulation scheme are converted to baseband by
the RF board. Analog to digital sampling is handled by a Linear Technology LTC2284 dual
ADC at up to 105 megasamples per second (MSPS) with 14 bit resolution per sample.
Processed baseband signals are converted from digital to analog by an Analog Devices

AD9777 DAC running at 100 MSPS with 16 bit resolution.

The KUAR RF module (left half of Figure 8) has been designed with experimental use in
mind. Features include the ability to set independent transmit and receive frequencies, as well
as digitally control the transmit power output and receive gain levels. Digital control of

transmitter output power, receiver front end attenuation, and IF amplifier gain should prove to
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be useful for fading channel experiments, and also allows researchers to perform experiments
in test environments. The RF modules currently in use offer a frequency range of 5.25-5.85
GHz, and are designed for operation in the 5 GHz Unlicensed National Information
Infrastructure (UNII) and Industrial, Scientific and Medical (ISM) bands. An RF design for

2.05-2.70 GHz operation is currently being developed.

2.7 Summary
This chapter provides insight into the regulatory history and spectrum policy that defines the

current wireless market. It also provides insight into the current state of dynamic spectrum
access networks, spectrum sensing and detection, and spectrum measurement research within
the context of cognitive radios. These technologies hold the potential to fundamentally
change the communications landscape. Software-defined radios and cognitive radios enable
dynamic spectrum management and dynamic spectrum access networks. These concepts may
help provide solutions to the current problem of spectrum scarcity. These sections provide
context and motivation regarding research in spectrum measurement. Developments in these
areas set the precedent for the development of the KUAR platform and the Spectrum Miner

and Spectrum Repository software.
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Chapter 3 — Proposed Research and Designs

3.1 Design Requirements and Specifications

Organizations that wish to monitor spectrum utilization are often constrained by resources,
time and personnel. It is often not feasible to have trained staff on hand 24 hours a day for
long-term measurement campaigns. In most cases, measurement tests can be defined and then
left to an automated system for execution. This automation system optimally contains a
graphical user interface so that measurement staff does not have to manually control the data
collection equipment or perform any type of custom programming in order to perform
measurements. This section articulates the design of a spectrum monitoring and analysis

system.

Researchers should be able to define the parameters of a spectrum measurement and then use
these definitions in the field to perform multiple measurements. There should be a
mechanism for sharing these definitions and recorded data with a variety of organizations
engaged in similar research. Additionally, there should be a central repository for spectrum
measurement data. This will allow spectrum policy and communications researchers to easily
access and study measurement data. Finally, research should be performed regarding
construction of distributed spectrum measurement systems using commercial, off the shelf

communications equipment or SDR platforms.
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3.2 Kansas University Spectrum Utilization Framework

The Kansas University Spectrum Ultilization Framework (KUSUF) is designed to capture,
archive, characterize, model and share RF spectrum utilization data. Figure 9 shows the
structure of this framework. The Measurement System design specifies a cross-platform
software program that can interface with a variety of spectrum collection devices. This
program interfaces with a variety of data collection devices, which are typically spectrum
analyzers. The program is referred to as the Spectrum Miner spectrum measurement program.
The Data Management section defines a persistent data store that is used to manage and
archive collected data. The data will also be easily accessible to a variety of analysis
programs. The Data Management definition also contains an efficient, archival format that is
capable of exporting data to a variety of file formats. Data checksums are calculated for all
measurements so that data integrity can be ensured. The Analysis section outlines a workflow
between data collection and data analysis software programs. It also discusses methods of
sharing data and analysis between researchers. In the final section, a method of using real-

world data for modeling, emulation and simulation is outlined.
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Figure 9 —Kansas University Spectrum Utilization Framework (KUSUF) data flow
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3.2.1 Spectrum Measurement Workflow

The Measurement System, Data Management and Analysis layers of the KUSUF are

implemented using a shared database schema, the Spectrum Miner program, the Spectrum

Repository web application and various statistical or mathematical analysis programs (Figure

10). Researchers preemptively enter the settings and parameters that describe a measurement

that will be taken during a field measurement campaign. These settings are typically defined

in the Spectrum Miner program and stored in a local database. This instance of the Spectrum

Miner program can then be used to perform the field measurements or the measurement

definition can be transferred to another computer running Spectrum Miner. After the

measurement is taken, the spectrum data is stored in the same local database used to store

definitions. This data can then be analyzed locally or archived at a central location, the

Spectrum Repository, for safekeeping and for sharing with other researchers.
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Figure 10 — Spectrum measur ement wor kflow for the KUSUF
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3.3 Spectrum Miner design

The architecture of a distributed data collection system, shown abstractly in Figure 11, is
designed to provide automated data collection, archival storage and collaborative analysis.
Field collection devices running the Spectrum Miner program are able to synchronize and
share measurements with the Spectrum Repository. The Spectrum Miner program can
connect to data collection devices, typically spectrum analyzers, through RS-232 serial and
General Purpose Interface Bus (GPIB) connections. Data collection can also be performed by
the KUAR radio, which transfers measurement data to the Spectrum Miner program through
a Secure Shell (SSH) connection. The Spectrum Miner program can perform spectrum
measurements using a single data collection device. Multiple instances of the program can
also run concurrently to perform parallel or distributed spectrum measurements. Data fusion
and storage is coordinated through the Spectrum Repository. This central storage server has a
web application interface and supports standard methods of data transfer including FTP and
Secure Copy (SCP), allowing a variety of programs to store and archive data in a central
location. The central component of the framework is the unified database schema that is
implemented in both the Spectrum Miner program and in the Spectrum Repository server.
This implementation provides a standardized way for researchers to share experiment
descriptions, measurement instances and measurement data. Experiment descriptions are
combinations of analyzer and antenna settings that allow tests to be easily replicated.
Analyzer settings encompass a start frequency, stop frequency, bin width, attenuation and
bandwidth resolution. Antenna settings include the antenna type, center frequency,

bandwidth, azimuth, elevation angle and height of the antenna.
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The software design of the Spectrum Miner program aims to automate the process of
performing spectrum measurements. The program provides a graphical user interface that
makes it easy to define measurements involving multiple antennas, spectrum analyzers and a
variety of other variables. This configuration information is then used to take measurements,
which involves sweeping the defined section of the spectrum and recording the results. The
abstract data collection design allows the software to compensate for differences in data
collection devices. For example, the user may specify a resolution bandwidth that is
physically impossible on a specific spectrum analyzer. The system will alert the user and
suggest a reasonable analyzer parameter value based on the user’s initial request. The
experiment setup information, the spectrum analyzer or data collection device parameters,
and the data are saved as a “measurement definition”. After a measurement has been taken,

the configuration data and the measured spectrum data are referred to as a “measurement
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instance”. Measurement instances also contain other metadata including time, date, GPS
coordinates, weather conditions and noise sources. Definitions and instances are designed to
be sharable, so that researchers can re-create or peer evaluate these measurements.
Measurement data is initially stored in the local database and can be moved to the Repository
or exported in various file formats. The preferred file format is the Spectrum Miner format,
which includes checksums to guard against data corruption and data compression to minimize
the bandwidth required to share results with the community. A primary goal of the framework
is to support data collection from multiple sources and to provide multiple ways to access the
data. The Spectrum Miner application is the preferred collection application for the Spectrum

Repository, but third party clients are supported through import translators.

3.4 Spectrum Repository design

The Spectrum Repository is composed of a web application that provides a graphical
interface to the central archive database. This interface includes search and filtering
functionality to help researchers find measurement data in certain frequency bands or taken
within a certain time or date range. Measurements can be downloaded for analysis and
simulation usage, or uploaded to share with the research community at large. If researchers
have a certain level of authorization, they can also query the central archive database directly.
Sharing of regional spectrum data will provide researchers a better understanding of spectrum
usage patterns across the country. This application and database will also enable long-term
distributed spectrum measurements. Distributed measurement campaigns can be defined as a
group of separate research organizations working together to coordinate measurements across

a geographic area or as a sensor network deployment of spectrum measurement devices. In
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both cases, spectrum measurements can be sent back to the Spectrum Repository which can

act as a data fusion node.

To upload information to the database, the user can use the Spectrum Miner program or
programmatically perform the following steps:

1. Select one or more measurement instances to upload.

2. Export the corresponding synchronized tables from the local database and upload
them to the archive database. This includes the Sweep Set Name, Sweep Set
Definitions, Analyzer Settings and Antenna Options tables. These are uploaded and
referenced by an assigned organization ID.

3. Intelligently merge the data with the archive database. Measurement instances will be
examined to determine if identical analyzer settings or antenna profiles already exist
in the archive database. If they exist, measurement and sweep records will be updated
to point to those existing database records. If they do not exist, these analyzer and
antenna records will be imported into the database.

4. Finally, the measurement instance IDs of records being imported must be checked for
uniqueness against those currently in the database. If identical IDs currently exist,
new and unique IDs will have to be generated for these measurement instances.

These IDs can be checked for uniqueness by querying the database.

3.5 Database design

The Spectrum Miner Database Schema (SMDS) was designed such that data collection
devices in the field could easily exchange data with the centralized archive database. The

term local database refers to the database on a computer running an instance of the Spectrum
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Miner program. This database can be queried for reporting purposes or to export data for
analysis or storage. The term archive database is used to describe the centralized database
where measurements are archived for long-term storage. This database typically interfaces
with a web application, but other interfaces including sockets, FTP or other data transfer
interfaces are possible. The Spectrum Miner program can also query the remote archive

database.

3.5.1 Database tables

The SMDS is composed of 8 types of tables that fall into two categories. Atomic tables
contain data collected in the field that can be placed directly into the Spectrum Repository.
Synchronized tables contain information that can be shared with other institutions and are

merged with existing synchronized tables when atomic tables are added to the archive.

3.5.1.1 Database usage wor kflow

The following use cases detail how the unified database schema is used for collecting, storing

and archiving spectrum data.

e The person or group that has administrator privileges on the Spectrum Repository
database creates an organization ID for each organization that is performing

measurements and archiving data.

e An organization or group using the Spectrum Miner software enters their
organization ID. The Spectrum Miner application is then capable of downloading
records from synchronized tables, including the Organization, Analyzer Settings,

Antenna, Sweep Set Name and Sweep Set Definition tables.
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Organizations that wish to replicate specific measurements can use existing sweep set
definitions to perform new spectrum measurements. The local analyzer settings table
can be modified if the given organization is using a different analyzer or if they wish
to change settings specified in the existing sweep set. New antennas can be added or
antenna definitions can be modified. All actions will generate unique IDs so that this

data will not overwrite existing measurement definitions or data.

Measurements can be performed by selecting a new or existing sweep set from the
Sweep Set Name Table. The measurement data and metadata are stored in records
that are located in a local Sweep Set Instance table and one or more Sweep-<GUID>
(Globally Unique Identifier) and Measurement-<GUID> tables. A record is generated
in the Sweep and Measurement tables each time a Sweep Set is used in a

measurement.

Collected data can be exported in a variety of file formats, including the comma
separated value (CSV) format. There is also an option to generate Matlab — MySQL
connector queries that can import data directly from the local MySQL database into a

Matlab workspace.

To facilitate data sharing, organizations can use the Data Export interface in the
Spectrum Miner program to select specific data sets. These data sets and their
metadata can be compressed using the Archive Data File Format and then either
archived in the Spectrum Repository or sent directly to another organization. These
compressed files contain Sweep Set Name, Sweep Set Definition and Sweep Set
Instance tables, along with the corresponding Sweep, Measurement, Antenna

Definitions and Analyzer Settings tables.
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When one or more measurements are selected to be uploaded to the Spectrum
Repository, the measurement’s respective records are selected from the Sweep Set
Name, Sweep Set Definition, Antenna, Analyzer Settings and Sweep Set Instance
tables. These records are imported into the archive database under identical table
names. New record IDs are generated if duplicate IDs are detected between the

records being imported and existing archive records.

Measurement Data from the Spectrum Repository can also be exported to a local
database. The same Archive Data File Format used to send data from a local device
to the Spectrum Repository is used when data is downloaded from the archive

database.
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3.5.1.2 Relational structure of Synchronized and Atomictableé
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3513 Synchronized tables

Synchronized tables allow unique database IDs to persist across multiple instances of the
Spectrum Miner program. This allows researchers to share measurement definitions and
easily replicate published measurements. Measurements are transferred by uploading records
from the atomic and synchronized tables. Synchronized records from the local database are
compared with records in the archive database and then merged. Duplicate row discovery is
accomplished by creating a unique ID from a hash of data contained in that row. These
duplicate rows are thus assigned a new, unique ID and merged with the records in the archive
synchronized tables. This prevents organizations from overwriting existing measurements or
creating duplicate entries. Each table can have more than one key, but only one primary key.
When a column in a table is selected as a key in MySQL, the database makes internal

optimizations to improve the performance of searches indexed by a given key.

Table 2 — Synchronized tables

Table Name Description

Sweep Set Name A name and ID that links a group of sweeps,
creating a set of sweeps that can be run
during a measurement.

Sweep Set Definition Holds setting definitions for each sweep, as
well as the order of sweeps in a sweep set
Sweep Set Instance Stores information collected when a sweep

set is used to execute a spectrum
measurement. Includes antenna location and
direction. Generates a unique ID hashed on
the data, which is used as part of the unique
ID for the Measurement and Sweep tables.

Organization IDs of organizations taking and sharing
spectrum measurements

Analyzer Settings Parameters defining the use of a data
collection device, typically a spectrum
analyzer

Antenna Defines parameters of antennas used during
measurements
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35131 Sweep Set Name table

This table contains a Sweep Set ID, which is used to group Sweep Set Definitions and Sweep
Set Instances. The Spectrum Miner uses this table to give the user a list of Sweep Sets to use

for performing spectrum measurements.

Table 3 — Sweep Set Name table definition

Column Name Type Description
sweep_set_id Char(32) unique not | Sweep Set table ID
null primary key
name Char(50) not null Name of the sweep set.
description Mediumtext Textual description of the sweep set.
Keys:

Sweep_set_id - globally unique ID for each unique sweep set, primary key for Sweep Set

Name table

3.5.1.32 Sweep Set Definition table

Before taking a measurement, a researcher creates a Sweep Set Definition. This definition is
composed of sweeps. Individual sweeps contain a bounded frequency span and various other
spectrum analyzer settings. A sweep set is a collection of these sweeps in a specific order. For
example, a sweep set could be configured to sweep both the FM and TV bands. In this case,
the first sweep would span from 88 — 108 MHz with certain specified parameters such as bin
width and resolution bandwidth. The second sweep would span 54 — 806 MHz with specific
bin width and resolution bandwidth values. These Definitions can be used to perform
spectrum measurements, in much the same way that a recipe provides ingredients and

instructions for cooking a meal. Once a measurement has been taken, the spectrum data and
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its associated metadata, in this case the spectrum analyzer settings used in the measurement,

are stored as a Sweep Set Instance.

Sweep set definitions can be used to repeatedly execute measurements at different times
throughout the day, different days of the week, different geographic locations or with various
antenna configurations. Sweep sets can be comprised of contiguous or non-contiguous bands
of spectrum. Linking multiple sweeps to the same ID in the Sweep Set Name table forms
Sweep Sets. Each sweep in this table has associated metadata, including analyzer settings,
antenna options, and order in the sweep set. The order is the ordinal position of the sweeps in

a set, organized from smallest to largest value.

Table 4 — Sweep Set Definition table definition

Column Name

Type

Description

sweep_set_definition_id

Int not null primary key

Unique ID identifying a
sweep.

sweep_set_id

Char(32) not null

Links to a sweep set
defined in Sweep Set
Name table.

analyzer_settings_id

Char(32) not null

Links to the analyzer
parameters for this sweep
stored in the analyzer
settings table

antenna_id

Char(32) not null

Links to the antenna
options for this sweep
stored in the antenna table

order

Smallint unsigned not null

The ordinal position of the
sweep in the associated
sweep set

Keys:

sweep_set_definition_id — unique ID for sweep definition, primary key for Sweep Set

Definition table
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sweep_set_id — links to the sweep_set_id from the Sweep Set Name table; used to group
sweeps into a named sweep set.
analyzer_settings _id - links to a specific analyzer setting in the Analyzer Settings table.

antenna_id — links to specific antenna options in the Antenna table.

35133 Organization table

This table contains an organization ID that is assigned by the party or parties with
administrative rights to the Spectrum Repository archive database. This unique ID is also
used in the Sweep-<GUID> tables to identify the organization that produced a specific

measurement. Name and description fields are also available for each organization.

Table5 - Organization table definition

Column Name Type Description
organization_id Int unsigned not null Unique organization ID,
primary key used to identify

measurement sweeps

name Varchar(50) not null Name of the organization

description Mediumtext Description of the
organization

Keys:

organization_id — A primary key assigned for the purpose of referencing the organization.

3.5.1.34 Analyzer Settingstable

Both Sweep Set Definitions and Sweep Set Instances link to Analyzer Settings. The records
in this table store the spectrum analyzer settings that are used in definitions and measurement

instances. To ensure uniqueness, the analyzer settings ID is generated using an MDSsum hash
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of a row’s attenuation, start frequency, stop frequency, bandwidth resolution and frequency
step values. These values are written as strings with vertical pipes (| ) separating the values
and then passed to the hashing algorithm. Duplicate hash values are accepted if both fields
contain identical data. This duplication is acceptable as it is possible for multiple tests to use

identical analyzer settings.

Analyzer settings are defined for a sweep. The setting is given a name, typically the
communications band to be swept on the analyzer. The start frequency is the lower edge of
the frequency span under measurement and must be less than the stop frequency. The stop
frequency is the upper limit of the frequency span. Using a double data type for these
database values allows for sub-Hz resolution. The granularity of measurement between the
start and stop frequencies is defined by the frequency step. Spectrum amplitude

measurements are taken at frequencies:

Equation 1 — Step frequency equation (general spectrum analyzers)
Freq(n)=start freq+hbin_width* freq index(n)

Where bin_width is an integer ranging from 0 to n, with n representing the frequency

step in MHz

The frequency step and bin width variables are slightly different when the KUAR is used as a
spectrum analyzer. These variables depend on the size of the FFT used in the FPGA to

generate frequency domain samples and the sampling frequency of the ADC (80 MHz on the
version 2.0 digital board). It should be noted that the KUAR step frequency equation reduces

down to the same equation as Equation 1. The step frequency equation for the KUAR is:
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Equation 2 — Step frequency equation (KUAR)

samp _ freq,, freq

Fregq(n)=start freg+
ed(n) - FFT size

index(n)
Attenuation and bandwidth resolution values are also stored in this table. The spectrum
analyzer deals with high dynamic range signals by setting internal attenuators using values
stored in the database. Bandwidth resolution determines the smallest frequency that can be
resolved by the spectrum analyzer. In digital spectrum analyzers, this equates to the FFT bin
size. Resolution bandwidth is integrally linked with other spectrum analyzer parameters,
including sweep time, span and video bandwidth. A smaller resolution bandwidth will have a
larger sweep time. The signals or band being measured has a direct impact on whether the
user will attempt to optimize the measurement’s sweep time or bandwidth resolution.
Bandwidth resolution relates physically to the shape of the IF filter in the analyzer, along
with its 3 db bandwidth. According the HP 8590 Spectrum Analyzer Users Guide [64]:
“The shape of the filter is defined by the shape factor, which is the ratio of the 60 dB
bandwidth to the 3 dB bandwidth. (Generally, the IF filters in this spectrum analyzer
have shape factors of 15:1 or less.) If a small signal is too close to a larger signal, the
skirt of the larger signal can hide the smaller signal. To view the smaller signal, you

must select a resolution bandwidth such that k is less than a.
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Figure 13 — Resolution bandwidth requirementsfor resolving small signals on an HP 8590
spectrum analyzer (copyright HP / Agilent Labs) [64]

The separation between the two signals must be greater than half the filter width of the

larger signal at the amplitude level of the smaller signal.”

The reference count field keeps track of the number of sweep instances that use a specific
analyzer setting. If a user deletes a measurement instance in the Spectrum Miner program, the

program will not remove an analyzer setting record if it is referenced by other sweeps.

Table 6 — Analyzer Settingstable definition

Column Name Type Description
analyzer_settings_id Char(32) not null primary Globally unique ID used by
key sweeps to identify the

analyzer settings used by
measurement definitions or
instances

56




Column Name

Type

Description

setting name

Char(50) not null

The name of the analyzer
setting; typically refers to a
specific specrum band.

start_freq

Double not null

The lowest frequency in the
span under measurement.
Units in Hz.

stop_freq

Double not null

The highest frequency in the
span under measurement.
Units in Hz.

freq_step

Char(100)

The frequency range
between measurements that
sub-divide the span defined
by the start and stop
frequency. Units in Hz.

bw_resolution

Double not null

The bandwidth resolution in
Hz to be used for ‘LINEAR’
analyzer settings, freq_step.

attenuation Double Attenuation settings for the
analyzer. Units in dB.

ref _count Int unsigned not null Reference counter tracks the
number of sweep sets that
refer to a particular analyzer
setting.

Keys:

Analyzer settings id —unique ID for a specific analyzer setting

3.5.135

Antennatable

Information related to the antennas used for spectrum measurements is stored in this table.

Antenna IDs are globally unique and are generated using an MD5sum hash of the given rows

gain, center frequency, bandwidth, azimuth, elevation angle and height fields. The values are

appended to a character string, with a vertical pipe ( | ) separating each field value. This

concatenated string is then passed to the hashing algorithm and a unique ID is generated.

Duplicate hash values are accepted if both fields are checked and contain identical data. This

duplication is acceptable as it is possible for multiple tests to use identical antenna options.
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Antenna gain is not applied directly to spectrum measurement data. Programs like Spectrum

Miner can retrieve the antenna gain values used for a set of measurements and apply the

antenna gain values during post-processing. Additionally, the center frequency of the 3 dB

frequency response bandwidth of the antenna is used by programs like Spectrum Miner as a

sanity check to ensure that values measured using a specific antenna are actually within the

capabilities of that antenna’s specifications. If these fields are left empty, programs that use

the database schema will not perform a sanity check.

Table 7 — Antennatable definition

Column Name

Type

Description

antenna_id

Char(32) unique not null
primary key

Unique ID used to identify
antennas used in the sweep
tables.

type

Char(50) not null

Antenna type (dipole, omni-
directional, yagi, etc.)

gain

Float not null

The gain of the antenna in
dB.

name

Char(50)

Allows users to differentiate
between antenna settings that
use the same physical
antenna, but different
parameters per measurement
(i.e. different heights,
elevation angles, etc.)

center_freq

Double

The frequency in the middle
of the antenna bandwidth in
Hz.

bandwidth

Double

The 3dB bandwidth of the
antenna in Hz.

azimuth

Smallint

The azimuth angle of the
antenna. Units in 1/100
degree from 0 to 35999.

elevation_angle

Smallint

The elevation angle of the
antenna. Units in 1/100
degree from 0 to 9000.

height

Smallint unsigned

The distance from the ground
to the antenna. Units in
meters.
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Column Name Type Description

ref count Unsigned int not null Reference counter tracks the
number of sweep sets that
refer to a particular antenna.

Keys:
Antenna_id — globally unique ID that identifies an antenna, prevents unnecessary duplicate

entries in the database

3.5.1.3.6 Sweep Set | nstance table

As discussed above, researchers can create a Sweep Set Definition that defines all of the
parameters that will be used during a spectrum measurement. When a measurement is taken,
its configuration metadata is recorded. This specific information includes the start and stop
times of the measurement, the longitude, latitude and elevation of the location where the
measurement was performed, and the ID of the organization performing the measurement.
Sweep Sets can contain multiple antennas and spectrum analyzer settings (on a per sweep
level), thus they are stored in the Sweep-<GUID> table. Sweep Set Instance record values
cannot be changed after a measurement is performed to preserve the integrity of measurement

metadata.

Sweep Set Instance IDs must be globally unique or else measurements could be over-written
in the database. To create a unique ID, the program interfacing with the database will perform
an MD5sum of the current time and a random number. This process will be repeated until a

new and unique ID is found.
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There could potentially be many Sweep Set Instances if numerous measurements are stored in

either the local or archive database. To calculate disk usage, it should be noted that each row

in the Sweep Set Instance table requires 84 bytes of storage (in the current MySQL

implementation).

Table 8 — Sweep Set I nstance table definition

Column Name

Type

Description

set_instance_id

Char(32) unique not null

Unique ID for a sweep set
that has been used to take a
measurement

sweep_set_id

Char(32)

Links to the Sweep Set
Definition used to take this
measurement

start_time Datetime not null Start time and date of the
measurement.

stop_time Datetime not null Stop time and date of the
measurement.

longitude Int signed The longitude of the location
of the antenna. Units are le-6
degrees.

latitude Int signed The latitude of the location of
the antenna. Units are 1e-6
degrees.

elevation Int signed The elevation above mean sea

level in 1/100 of meters.

organization_id

Int unsigned

An organization_id from the
organization table.

Keys:

Set_instance id — Uniquely identifies a specific Sweep Set Instance.

Sweep_set_id — many to one link to sweeps in the Sweep Set Table (i.e. multiple instances

can link to a single Sweep Set Definition)

60




3514 Atomic tables

Atomic tables contain data that is specific to individual measurements and thus can be
uploaded without modification to the archive server. Synchronized tables link to data within
atomic tables, thus both types of tables are uploaded to the Spectrum Repository when
measurements are being archived. In the rare case that duplicate IDs are found in an atomic
table, they will be dealt with automatically by the Spectrum Miner program or by the
Spectrum Repository server. The set_instance id generated from an MDSsum hash in the
Sweep Set Instance table is used as a suffix to provide globally unique IDs for the
Measurement and Sweep tables. In these two tables, unique IDs take the form of

Measurement-<GUID> or Sweep-<GUID>.

35.1.4.1 Measurement-<GUI D> tables

This table holds the amplitude values collected while performing a spectrum measurement.
Each time a Sweep Set Definition is executed (i.e. multiple measurements with the same
settings), a new Measurement record is created. The sweep_instance id is implemented using
an unsigned long int, thus allowing an upper limit of roughly 4.3 billion sweeps in the
Measurement table. The frequency index is also implemented as an unsigned long int,

meaning that roughly 4.3 billion amplitude values can be stored per sweep.

To minimize the amount of data that must be stored, frequencies are stored as a frequency
index and contain a link to a frequency step value. This allows the range of frequencies
contained in a sweep to be stored with much lower precision. If the database schema had used

double real or big int values (8 bytes), the size of the table would increase by over 40% (10
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bytes vs. 14 bytes). The Spectrum Miner program or an associated data analysis program can
easily recreate the exact frequencies with their corresponding units using the frequency step

equations listed above.

Amplitude values are stored uncorrected after they are received from the data collection
device. Values like antenna gain or various calibration factors are stored such that these
correction factors can be applied at a later date. The amplitude column uses a signed small int
data type (2 bytes). The units used for amplitude values are 1/100 dBm. Thus the total range
provided by this data type is -327.68 dBm to 327.67 dBm. In practice, this is a much greater
range than what actual equipment is capable of providing. Measurement tables use more disk

space than all of the other tables. Each Measurement table rows require ten bytes of storage.

Table 9 — Measurement-<GUI D> table definition

Column Name Type Description

sweep_instance_id Int unsigned not null Based on sweep_instance id
in Sweep Set Instance table.

freq_index Int unsigned not null A frequency index.

amplitude Smallint Amplitude units are 1/100
dBm.

3.5.1.4.2 Sweep-<GUID> tables

Each sweep that has been executed during a spectrum measurement has a variety of metadata,
including an antenna, analyzer settings, start time and stop time. Each unique Sweep-
<GUID> record is linked to a corresponding Measurement-<GUID> record. Each row of the

Sweep table requires 86 bytes, 70 of which are taken up by database keys.
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Table 10 — Sweep-<GUI D> table definition

Column Name Type Description
sweep_instance_id Int unsigned not null Uses sweep_instance_id in
unique Sweep Set Instance table.

Used to link Sweep-<GUID>
records with Measurement-

<GUID> records.

antenna_id Char(32) not null Antenna ID from the Sweep
Set Instance

analyzer_settings_id Char(32) not null Analyzer Settings ID from the
Sweep Set Instance

start_time Datetime not null Start time and date of the
individual sweep.

stop_time Datetime not null Stop time and date of the

individual sweep.

Keys:

Sweep_instance _id — Primary key, links specific sweeps to a measurement.

Antenna_id — links antennas in a sweep to the antenna recorded in a Sweep Set Instance
Analyzer_settings _id — links analyzer settings in a sweep to the analyzer settings recorded in

a Sweep Set Instance.

3.6 Database Archival Import / Export Formats

There are two types of archival file formats that can be used to import or export data from the
local and archive databases. Both formats use data compression to save disk space and
network bandwidth. They also use MDS5 checksums to ensure data integrity. The Spectrum
Miner Archive Format (SMAF) uses checksums, compression and stores the data in comma
separated value (CSV) files. The General Export Format (GEF) is a standard comma

separated value (CSV) file that can be parsed by a variety of third-party programs.
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3.6.1 Spectrum Miner Archive Format

This format places a signature file and the compressed data inside a compressed file. The
signature file contains the version number of the database schema, Spectrum Miner and
MySQL database being used as well as an MDS5 checksum of the data files. The tables
containing metadata about the measurement are also stored in the compressed file as CSV

files.

3.6.2 General Export Format

The CSV format allows almost any third-party program to import spectrum data. This format
does not include any checksums or compression. Third-party spectrum measurement
programs can also generate data in this format and then seamlessly upload it to the Spectrum

Repository.

3.7 Database Storage Requirements

The database schema was designed to be able to support distributed spectrum measurements
taken across a metropolitan area. Data types were selected to support billions of spectrum

measurements. To estimate storage requirements, the following scenario was considered:

The HP 8594E spectrum analyzer produces 401 amplitude values per sweep of a specified
frequency span. A common bandwidth resolution of 10 kHz is selected. A sweep of common
communications bands is configured, ranging from 400 MHz to 2.5 GHz. This frequency
span of approximately 2.1 GHz contains 210,000 bins (2.1 GHz / 10 kHz). The number of

sweeps required to cover this number of bins is 525 (210,000 / 400 bins per sweep). It has
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been found experimentally that a sweep of 401 points at 10 kHz spacing takes roughly 4
seconds. It thus takes approximately 2100 seconds or 35 minutes (525 sweeps * 4 seconds
sweep time per bin) to scan and measure 2.1 GHz of bandwidth. In a 24 hour period, this
spectrum can be measured approximately 41 times if measurements are run continuously.
Thus the total number of measurements that must be stored for a single data collection device

over a 24 hour period is in this scenario 8,610,000.

It can be seen from this scenario that measurement campaigns that last multiple days and
include multiple analyzers can easily generate billions of measurements. These figures can
help provide estimates of the data storage space required to hold these types of

measurements.

3.7.1 Disk space estimation

As discussed previously, the Measurement-<GUID> tables are the dominant tables with
respect to data storage space. MySQL stores each table as two files: a raw data file and a table
keys file. The disk space required for 24 hours of measurement data is 8.61 million
measurements times 10 bytes per measurement, which equals 82.1 megabytes. The database
table keys for the Measurement tables generated during this time also take up 6 bytes per
unique bin * 210,000 bins (see example hypothetical measurement scenario in section 3.7),
which is roughly 1.2 megabytes. The Sweep tables require 84 bytes per sweep and a 24 hour
measurement campaign produces 41 measurements per day with 525 sweeps per span. Thus
the space required for the Sweep tables for 24 hours of data is 84 bytes times 525 sweeps

times 41 measurements, or roughly 1.7 megabytes.
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It is important to remember that these values are for one analyzer with one antenna
configuration. If multiple antennas with different polarizations or directional orientations are
connected to multiple analyzers, and this configuration is replicated throughout a city, the
data requirements will grow rapidly. The storage figures presented here are based on a
hypothetical measurement campaign, but they illustrate the possible data storage

requirements of the shared schema database.
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Chapter 4 — Implementation

4.1 Spectrum Miner

The Spectrum Miner program is a software application developed at the Information
Telecommunications and Technology Center (ITTC) at the University of Kansas. It
automates the process of taking spectrum measurements using a spectrum analyzer or
software-defined radio. It is written in Java, allowing it to be run on a variety of operating
systems and computing platforms. The program uses a MySQL relational database for data
storage. It contains an easily extendable communications protocol, with RS-232, GPIB and
SSH connections currently implemented. The first two connections are physical data
interfaces used when a computer is connected directly to a data collection device such as a
spectrum analyzer. The SSH connection is used to connect to a software-defined radio, in this
case a KUAR radio, across a network. The Spectrum Miner program configures the KUAR to
act as a simple spectrum analyzer. An analyzer abstraction layer allows support for new
analyzers to be easily added. The ability to control multiple analyzers in a single instance of
the program will be added in the future. Support for the HP 8594E and IFR 2398 spectrum

analyzers and the KUAR spectrum analyzer radio configuration have been implemented.

The Spectrum Miner program allows the user to run numerous sweeps over given sections of
the spectrum and then record the measurements in a local database. Data collection device

settings are configurable through the program. The application also records metadata such as
antenna settings, GPS coordinates and time of sweep. The program can backup measurement
data locally or upload it to the Spectrum Repository. Spectrum Miner can also export data in

a compressed or CSV format. The database schema used by Spectrum Miner and Spectrum
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Repository has been designed to accommodate extremely large datasets generated by long

term measurement campaigns.

4.1.1 Measurement / Data Collection

The process of taking measurements is abstracted in the Spectrum Miner program. The
program allows a user to connect to and control a variety of data collection devices without
having to know their specific operating parameters. The specific hardware details of each
analyzer device must be known and implemented in such a manner that the program will
prevent the user from improperly configuring the analyzer. This could cause the analyzer to
enter a bad state and generate invalid results. Many of the parameters used in the Analyzer
Settings dialog map directly back to hardware settings in the analyzer. For example,
resolution bandwidth settings are controlled in the analyzer by switching between several
analog filter banks. There are also a limited number of specific attenuation values that are
acceptable for use. Spectrum analyzers typically return data in a trace array that has a fixed
number of points. When given a frequency span, the analyzer will sweep across the span and
average the power measurements. A trace, which is an array of amplitude values, is returned
to the computer. This trace array is a fixed size and is specific to each spectrum analyzer

device.
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Figure 14 — Discrete measur ements of spectrum bound by bandwidth resolution and bin width

The Spectrum Miner software can divide certain frequency spans into “virtual sweeps”.
These sweeps are physically possible on the analyzer, but are sub-divided to maintain certain
bin width or resolution bandwidth settings. The sweeps are divided into separate physical
sweeps on the analyzer and then re-combined into one physical sweep in software (Figure
15). In the KUAR, the Analyzer Settings are translated into control commands for the RF
Board of the KUAR. The microcontroller on the RF Board then configures the necessary
analog RF components to tune to the requested frequency range. This section highlights
implementation details related to specific hardware parameters of the various data collection

devices used to perform spectrum measurements.

The Spectrum Miner program will configure the data collection device to match the requested
sweep parameters while staying within the capabilities of the device. For example, the Phased
Lock Loops (PLL) on the KUAR RF Board can only tune in 4 MHz increments. If the user

requests a sweep over a frequency span that is not a multiple of four, the program will request
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additional sweeps to cover the remaining frequencies in the span. This example is highlighted
in Figure 15, where two sweeps are required to cover the frequency span of 80 MHz to 86
MHz. When the requested bandwidth has been scanned, the software will discard any
received spectral samples beyond the stop frequency. Hardware spectrum analyzers also have
to perform multiple sweeps across a span based on the user-specified resolution bandwidth
and bin width.

Spectral samples thrown
away beyond stop frequency

80 88 90

4 MHz Tuning Step

Megahertz

Figure 15 —Multiple analyzer sweepsrequired to cover a band; unnecessary samples discarded

4111 HP 8594E spectrum analyzer

The HP 8594E spectrum analyzer can perform spectrum measurements ranging from 9 kHz
to 2.9 GHz. The 8594E has both serial and GPIB connections allowing it to interface with a
computer. Spectrum analyzers that can connect to a computer typically have a basic
command driven control language [65]. This language allows the spectrum analyzer to be

programmatically controlled and return data to the computer.
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Table 11 — HP 8594E analyzer specific parameters

Har dwar e Parameter Value(s)
Discrete points per trace / sweep 401
Analyzer trace values per dB 3600

Attenuation settings

{0, 10, 30, 40, 50} dB

Resolution Bandwidth settings

{1,3, 10, 30, 100, 300} kHz, {1, 3} MHz

Trace vertical size

80 dB

41.1.2 I FR 2398 spectrum analyzer
The IFR 2398 spectrum analyzer is capable of measuring spectrum ranging from 9 kHz to 2.7

GHz. Like the HP8594E, it has both serial and GPIB connections. It also features a command

driven control language.

Table 12 — | FR 2398 analyzer specific parameters

Hardwar e Parameter Value(s)
Discrete points per trace / sweep 500
Analyzer trace values per dB 3600

Attenuation settings

{0, 10, 20, 30, 40, 50} dB

Resolution Bandwidth settings

{1, 3, 10, 30, 100, 300} kHz, {1, 3} MHz

Trace vertical size

80 dB

4.1.1.3 KUAR spectrum analyzer radio configuration
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The KUAR can be used as a simple, yet highly frequency agile and reconfigurable spectrum
analyzer. This section describes the control and data flow paths that were implemented to

allow the Spectrum Miner program to use the KUAR as a spectrum analyzer (Figure 17).

The KUAR RF Board provides 40 MHz of baseband bandwidth (left half of Figure 8). The
usable or effective bandwidth is actually 30 MHz however due to analog filtering on the RF
Board. This 30 MHz is selectable in 4 MHz tuning steps. There is also a known issue in the
RF board where consistent quadrature phase and amplitude issues result in inaccurate spectral
samples beyond +/- 8 MHz at baseband. For this reason, the KUAR spectrum analyzer
configuration uses +/- 4 MHz of bandwidth (8 MHz effective) at baseband, despite having 30

MHz effective bandwidth (Figure 16).

-40 -30 -4 0 4 30 40

Megahertz
- Filtered by RF board filters 9

I:I Effective baseband spectrum

- Accurate baseband spectrum

Figure 16 — Total, effective and usable KUAR RF baseband bandwidth

In the Settings section of the Spectrum Miner program, the Analyzer Com Port drop-down
box provides a list of KUAR radios that are available on the local network. Various
networking techniques, such as VPN configurations, can be used to provide access to remote

KUARs. After selecting a KUAR as the data collection device in the Settings menu, a user
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may begin running a measurement. The Spectrum Miner program uses a Java library from the

KUAR Control Panel software to connect to the radio through a SSH connection.

Spectrum Miner uses a secure shell connection is used to start an instance of the FPGACnfg
program running under Linux on the KUAR (Figure 17 — Spectrum Miner to KUAR
control and data flowFigure 17). This program is used to flash the FPGA with a bit-file that
contains reconfigurable hardware designed to sample and process the spectrum. The
Spectrum Miner program then makes a call to the rfControl program on the KUAR. The
frequency span and bin width parameters are sent to the CPH of the KUAR. They are then
transmitted over an 12C to a microcontroller on the RF Board. The microcontroller interprets
the parameters and configures the PLLs and other RF components to tune to the specified
frequency range. At this point, the Spectrum Miner program uses the fpgaRW program to set
a bit in the control register of the digital sampler that has been created in the FPGA. This
control bit instructs the digital sampler to read data from the ADC on the Digital Board. The
spectrum samples are then fed to an 8192 point FFT. The size of the FFT can be configured
in the VHDL code for the reconfigurable hardware and other FFT sizes can be easily
generated. In the future, a variety of bit files with various FFT sizes will be made available so
that Spectrum Miner can select the FFT size as a parameter in the Settings pane. After the
FFT, the samples are stored in a hardware FIFO in the FPGA. Spectrum Miner uses
FPGARW again to read from memory locations defined in Linux that are mapped across a
hardware memory bus to registers in the FPGA. This register interface is implemented in the
FPGA using the KUAR Memory Interface, a VHDL module available in the KUAR design
library. These registers are connected to the sampler FIFOs, such that reading from a mapped

memory address transfers the samples from hardware to software. The samples are then
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transferred across the network back to the Spectrum Miner program and stored in the local

database. The program then calls the rfControl program again, configures the RF Board for

the next sweep and repeats the process detailed above until the measurement is complete.
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Figure 17 — Spectrum Miner to KUAR control and data flow

4.1.2 Program Layout and Usage

The Spectrum Miner program uses a Multiple Document Interface (MDI) with individual

frames or windows that allow the user to specify settings for Sweep Sets, Analyzer Settings,

Antenna Options and Data Management (Figure 18). These frames provide standard create,

read, update and delete interfaces to the settings and measurement data.
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Figure 18 — Spectrum Miner program

The Spectrum Miner program allows users to set the parameters of a measurement, execute

that measurement in an automated fashion, export the results and archive the data.

4.1.2.1 Define antenna options

To define an antenna, the user selects the Antenna Options window (Figure 19). Antennas are
identified by their user-assigned name and their type. Other antenna-specific parameters
include the antenna’s center frequency and 3 dB bandwidth, both in Hertz. An antenna can
have parameters that are specific to a certain measurement campaign or instance. The
azimuth, elevation angle and height are specific to how the antenna is oriented and deployed

in the field.
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Figure 19 - Antenna Options window

The antenna window, like all other windows in the Spectrum Miner program, performs error
checking based on the values that a user enters. For example, the window checks that the
correct units were entered for a given field. Fields that are left blank are automatically filled
with default values. If the user creates an antenna profile that is identical to an existing
profile, an alert will be generated and the user will be advised to change the configuration or

use the existing profile.

New antenna profiles can be created by entering a name and unique antenna parameters and

then clicking the “Save Antenna”. A blank antenna profile can be created by clicking on the
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“New Antenna” button. Existing antenna profiles can be viewed, edited or deleted by

selecting an antenna profile name from the drop down box. Antenna profiles can be edited or
deleted as long as they have not been referenced by a sweep set instance in the database. The
window displays a reference count to let the user know how many times this profile has been
used for performing measurements. Antenna profiles may only be deleted if all the sweep set

instances that reference the profile are deleted as well.

4.1.2.2 Define Analyzer Settings

Analyzer settings include a setting name, start frequency, stop frequency, bin width,
attenuation and bandwidth resolution (Figure 20). The start and stop frequency fields define
the span of spectrum to be measured. Spectrum analyzers typically take measurements of a
particular band and return an array of power spectrum density values. Spectrum analyzers
face a constant tradeoff between sweep time and resolution bandwidth. To allow large bands
to be scanned with small resolution bandwidths, the user is allowed the ability to define a bin
size. The bin size parameter allows the user to specify the frequency spacing between discrete
measurements (see Equation 1). Resolution bandwidth determines the smallest signals that
can be resolved in the band currently being measured. Using these two parameters, sweeps
can be defined that would not be possible on certain physical spectrum analyzers. Sweeps
over large frequency spans are broken up into smaller virtual sweeps that maintain the user-
desired bin width and resolution bandwidth. These multiple virtual sweeps are then combined

into one sweep and stored in the database.
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£ Analyzer Settings =8|

Create new analyzer settings...

Choose SAnalyzer Setting: I 'l

References: o

AnslyZer Sefting Mame: INEW

Start Frequency (Hz): I

Stop Frequency (Hz): I

Bir Wicth (Hz): fiooHz

Atteruation (HE): |

Bandwicth Resolution (Hz): |

e Settings | Save Seftings | Delete Settings | Cancel |

Instructions:
17 Edit: Select an analyzer setting from the drop down list, make your changes
J in the fortm and click Save Settings. Click Cancel to dizcard your edits.
2) Newy: Click Mew Settings, fill out the form and click Save. Click Cancel
to discard your newy Analyzer Setting.

31 Delete: Select an analyzer setting from the drop down list and then

click Delete Seftings.

Figure 20 - Analyzer Settingswindow

Analyzer setting creation, editing and deletion are handled in a manner similar to the Antenna
Options window. Unit checking and validation is performed immediately after a user enters a
value. The frequency span is checked and illegal ranges or improper units are corrected. If the
user does not input units on a particular value, the default units will be automatically added.
The one caveat is that it is possible to enter bin width and bandwidth resolution values that
are not supported by the components inside the spectrum analyzer. The program will attempt
to correct some of these values, but some a priori knowledge concerning the proper usage of a

given spectrum analyzer is required.

References to a given Analyzer Setting are tracked in this window. Analyzer Settings cannot

be edited or deleted once they are linked to by sweeps performed during a measurement. If all
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the sweeps that reference a particular analyzer setting have been deleted, an analyzer setting

may be deleted as well.

4.1.2.3 Creating a Sweep Set

Sweep sets order the sweeps that make up a measurement definition or instance (Figure 21).
Individual sweeps link to a specific antenna profile and analyzer setting for a desired band.
The user enters a name for the Sweep Set, such as “UHF and VHF bands”. Clicking save
allows the user to enter other parameters of the sweep set. In the “Choose Antenna” drop-
down box, the user can select one of the existing Antenna Settings profiles. In the “Choose
Analyzer Settings” drop-down box, the user can select an Analyzer Settings profile. The
sweep settings are saved by clicking on the “Save Sweep Settings” button. When multiple
sweeps have been defined, the order of execution for the sweeps can be adjusted by selecting
a sweep and clicking the “Move Up” or “Move Down” buttons. These Sweep Set Definitions
can be saved and then run by clicking the “Run Test” button. Clicking this button establishes

a link to the data collection device and begins the spectrum measurement.
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Choose Test: IAM & FM Radio Bands ¥

Test Name: |4 & Fid Reclio Bands

~Swweep Information

Choose Sweep:

Mowe Up |
Mawe Daven |

Chaoze Antenna: IITTC Omnidirectional Artenna 'I
Choose Analyzer Settings: IFM Freguency ~

Mew Sweep Cancel

N

Save Sweep Settings Delete Sweep

Description:

A sweep set containing sweeps to measure hoth the
AM and FM radio bands.

Mewy Test | Save Sweep Set Delete Test Run Test

Figure 21 - Sweep Set Definition window

4124 M easur ement options

The user can choose to schedule a measurement at a specific date and time or immediately
start the measurement (Figure 22). To immediately start the measurement, the user un-checks
the “Start test at:” checkbox. The measurement can be performed over a defined period of
time or for a specific number of iterations of the Sweep Set. If a measurement is scheduled
for a future time, a count down dialog box will display the amount of time remaining until the
start of the measurement (Figure 23). The test can be canceled by clicking the “Cancel Test”

button.

Im =l = ]|z008
Timez|11 ¥ |

& Stoptestat  anuary 7 |[31 7 |j2005
Timez[11 ™

 Stop test after Iatimes

Figure 22 - Measurement Gathering Dialog
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oI

Wyiaiting until 262005 5:30 to begin...

Cancel Test |

Figure 23 - Count down dialog

4.1.2.5 Taking measurements

A log window provides the user feedback while a measurement is being performed. A log
message is displayed after each sweep and sweep set is completed. The user can cancel a test

or close the window when a test has been completed.

4.1.2.6 Spectrum Miner program settings

This window allows the user to specify connections to data collection devices, GPS receivers
and the local database (Figure 24). A data collection device can be accessed through a RS-
232 serial port, General Purpose Interface Bus (GPIB) or SSH connection. The “Analyzer
Com Port” drop-down box provides a list of spectrum analyzers that are currently connected
to the host computer via GPIB or serial. It also provides a list of KUAR radios that are
currently available on the local network. These radios can be controlled via an SSH
connection and when selected are configured with a spectrum analyzer FPGA image. The
Database Location field defines the location of the database, which can either be local or on
another networked computer. The database user that is specified must have permission to
access and modify the database specified in the Database Name field. Multiple databases can

be created to help manage large datasets.
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Khown Analyzers: [Ligva lang String; @1 adU;!
Arnalyzer COM Port: (el e Sty
GPS COm Port: Mo GPE Connected LI
Diatabase Location: |ickc:mysqlMocalhost!
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Create a Mew Database |
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N

Figure 24 — Spectrum Miner Settings Window

4127 Data Import and Export

The “Import” option on the toolbar allows the user to import measurements from either the
Spectrum Repository or a third-party source. These measurements must either be in Comma

Separated Value (CSV) or Spectrum Miner file formats.

The “Manage Data” window allows the user to export or delete measurements that are stored
locally (Figure 25). The available Sweep Set Instances are displayed, along with the

organization ID, date, time and location of the measurement.

=

i Fiter Oplians ==

Choose Set Instances:

™ 1 GHz - 1.004 GHz(fa2acifdod2oadieTee3d343:

K — I

L Escport Delete

Figure 25 — Manage Data window
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A filtering view is provided to help the user browse large numbers of Sweep Set Instances
(Figure 26). This expanded window allows the user to filter measurements by the frequency
span, date and time of the measurement. One or more measurements can be selected for
deletion or for export to a variety of file formats (Figure 27). Measurements can also be

exported directly into the workspace of a running instance of Matlab.

—oix]

rFrequenc:

1 |Freguencies Greater Than: I

Frequencies Less Than:

& [ Tim

- IJanuary ;I

Qccurring After:

Titne:

IJanuary ;I

Titne:

Qcourring Before:

apply fitker

Choose Set Instances:

[ 1GHz - 1.004 GHz(ta2actfded2eadfereeldidse

K1 I |
| Export | Delete

Figure 26 - Manage Data Window with filtering options

E3 Microsoft Excel - temp.csy

File Edit Wiew Insert Format Tooks Data  Window Help  Adobe PDF

DM SRV BB oo @ =2 3 ilé

Gh i3
A [ B [ G | D [ E

| 1 |Start Time Stop Time Freguency  Armplitude

| 2 | 171472004 13:41 1/14/2004 13:42 1000000000 -110.41
| 3 | 1/14£2004 13:41 1/14/2004 13:42) 1000010000 -103.87
| 4 | 171452004 13:41 1/14/2004 13:42 1000020000 -105.07
| 5 | 171472004 13:41 141442004 13:42 1000030000 -109.21
| 6 | 171472004 13:41 1/14/2004 13:42 1000040000 -107.29
| 7| 171452004 13:41 1/14/2004 13:42 1000050000 -107 .54
| 8 | 141472004 13:41 1/14/2004 13:42 1000060000 -103.85
| 9 | 171472004 13:41 141442004 13:42 1000070000 -106.72
| 10 | 171472004 13:41 1/14/2004 13:42) 1000080000 -106.86
| 11| 171452004 13:41 1/14/2004 13:42 1000090000 -106.62
|12 | 141472004 13:41 1/14/2004 13:42 1000100000 -104.35
| 13 | 171472004 13:41 1/14/2004 13:42) 1000110000 -104.76
| 14 | 1/14£2004 13:41 1/14/2004 13:42) 1000120000 -102.73

Figure 27 - Example CSV format filein Microsoft Excel
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Figure 28 - Export Dialog

The Matlab export option creates a Matlab file that queries the MySQL database and creates
data objects in the Matlab workspace (Figure 28). An example of a generated Matlab code

that imports a measurement from the database is available in Appendix A.

4.1.3 Data Verification

Before embarking on any spectrum measurement campaigns, the accuracy of the data
collected by the Spectrum Miner program needed to be verified in the lab. Initial verification
involved measuring known FM band signals. There is a large radio tower approximately 1
mile from the ITTC research center. This tower contains a variety of communications
equipment, including transmitters for two local radio stations, KJHK 90.7 FM and KANU
91.5 FM. These two radio stations broadcast twenty four hours a day and have relatively
constant transmitter output power (although their transmit power occasionally decreases in
the early morning). FM radio stations were chosen for the verification process because a
wealth of information about each station’s operating parameters is available through the FCC
FM Radio Database website [66]. The Spectrum Miner program was used to take
measurements of both stations and the power values stored in the database were analytically
compared to the values on the spectrum analyzer display. This check was performed for a
variety of signals at various times throughout the day and it was found that the values stored

in the Spectrum Miner database consistently matched the values on the analyzer screen. The
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stored data was also compared against the FCC FM database and was found to match the

operational parameters of the stations being measured.

4.2 Spectrum Repository

The Spectrum Repository is implemented as a Java web application running in the Tomcat
servlet engine. It is designed to integrate with content management systems to help facilitate
data sharing and manage user access controls (Figure 29). This web application allows
various organizations that are performing spectrum measurements to upload their data in the
Spectrum Miner file format. The data is then stored for archival purposes and made available
to all participating organizations. The Spectrum Repository uses the same database schema as
the Spectrum Miner program, allowing for data to be easily imported and exported. This
shared schema allows the Spectrum Miner program (or a third-party program that implements
the database schema) to either directly synchronize with the MySQL database running on the
Spectrum Repository server or to use the preferred HTTP web application interface (Figure

30).

85



Kansas Spectrum Group

Loagut

Welcamea rony

[Main Meny = Welcome to the Kansas Agile Radio Group
Ry The Kansas agile Radio Group is & resesrch group at the University of Kangas that is actively engsged

* Home n research snd development of agile radios, The group 2 & part of the

Fxgtemns Laborators (NWELD at the and Senter (ITTC) ot
+ Auile Radivs KAl Our el ard 6 furliver ressarch in the areas of gl Fatio% and $pGClum pokEY Wrough savaral

projects:
* Spectrum Policy
* HOEDM 1. Develupment of an Agile Radio Platform Kil that can be used by other universities and smstitubons for
+ Natjonal Radio Testieg | 2P radia development

Z. Development of a Nstonal Radio Networkeng Ressarch Testbed (NRNRT) tu faclitate the testing and
rapid of next ion wireless i

* Fulure ol Speclrum 3. Research and devel of new madulatian schemes and ical modeding i o
* Wirsl 1 g advance the development of wireless technologies

4. Dievelop saftware ta study regional spectrum usage and gather data ta suppart palicy analysis with

* Calendar reqerd to future spectrumn policy
For further infarmatinn eantact Dr, Gary Minden,
* Rocuments
* Dewnloads
g Last week for _papers to be 5 Reads
* News
* Phate Galle
i = This is the last weak b submit papers for the TWANN 2004 conference, Plasse
search cantact Dr. Minden # you have any questions concarming paper siEbmissians.
" Submit News
I Agile Radios
sammerts? B &
P . »>» an Tussday, May 25, 2004 - 07:57
Spectrum Miner 0.0 beta released 12 Reads
Epectrum Minee 0.8 hata was released today . Contact Ted ar Rary for the source Q
and build instrustions
Spoctrum Mine:
B0
Fasted oy lrorr »»3 on Thursday, April 15, 2004 - 1 pz':

Figure 29 — Spectrum Repository integration with PHPNuke content management system

86



| Direct SQL Interface

Spectrum Repository

E - > MySQL

‘ Spectrum Repository Web Application Interface

( Scaling of Services and Datastores

Tomcat
Servlet
Engine ‘q S
£= Me?_
Client Matlab or Mathematica Server | MySQL
<—> Server D
MySQL
D MySQL
slave servers ~—
MySQL
Database and Mathematica Servers

Figure 30 — Remote client interface methodswith the Spectrum Repository

When the user logs into the Spectrum Repository, they are presented with a paginated list of
the available spectrum measurements (Figure 31). The list can be filtered by searching for
measurements that contain sweeps in a certain frequency band. For example, one
measurement might sweep only the FM radio band, while another spans 80 MHz — 200 MHz.
If the user searches for sweeps containing data in the range of 80 — 90 MHz, both of these

measurement instances would be displayed.
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Figure 31 — Spectrum Repository search and filtering interface

After the user has filtered the search results by frequency range, they can further filter the
results based on organization ID and date or time of the measurement (Figure 32). This
makes it easy for researchers to find measurements specific to a given band or that took place

during a date or time period of interest.
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Figure 32 — Spectrum Repository sear ch filtering by organization and date/ time

After the filtering process, a list of measurement instances that meet the user’s specifications
is displayed. One or more measurements can be selected using the checkbox next to the
measurement name. The user can also select the export file format. The data is then
compressed and presented to the user for download. This filtering system mirrors the

“Manage Data” interface in the Spectrum Miner program.
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In the future, the Spectrum Repository interface will add the ability to create Antenna and
Analyzer Setting definitions directly on the website. This will allow researchers to indicate
what types of measurements they are interested in, as well as the corresponding bands of
interest. These settings could then be shared with researchers actively performing spectrum
measurements, such that organizations that do not have the resources to perform spectrum

measurement campaigns could now coordinate with those actively taking measurements.

90



Chapter 5 — Measurements

The Spectrum Miner program has been used in a variety of measurement campaigns. Initial
measurements for data verification and usage analysis were performed on broadcast bands
such as the TV and FM bands. These bands exhibit very static, non-time varying signal
properties. A majority of TV and FM broadcasters exhibit near 100% duty cycles during their
operational hours. As part of the NRNRT program, the Spectrum Miner program was used
for several long-term, wideband spectrum surveys ranging from 9 kHz to 1 GHz. Many of the
signals in these bands are periodic or transient in nature. This was especially seen in
measurements that monitored land mobile and aeronautical bands for twenty-four hour
periods. Several short-term surveys of the 2.4 GHz ISM band also focused on measuring
activity in bands with transient signals. This band in particular underscored the tradeoff
between sweep time and resolution bandwidth and how these parameters play a major factor

in resolving and capturing transient signals.

This section will highlight three case studies. Two of the studies provide detailed descriptions
of measurement campaigns performed with the Spectrum Miner software. The third case
study focuses on the use of the KUAR as a spectrum data collection device. The first case
study features a measurement campaign focused on measuring a subset of the FM band for a
twenty four hour period. This spectrum data, along with ground truth operation data from the
FCC, was used to develop a signal classification algorithm that iteratively calculates a noise
floor threshold for a band. A performance metric was also developed that analyzes the
effectiveness of the aforementioned algorithm. The second case study highlights a

measurement campaign designed to collect data regarding the operation of analog and digital
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television channels in a medium-sized television market. The data set produced by this
measurement was used by other KU research projects and culminated in a paper for the 2™
International Symposium on New Frontiers in Dynamic Spectrum Access Networks (DySpan

2007) conference.

5.1 Calibration and Verification

Before beginning large scale measurement campaigns, measurement equipment must be
calibrated and the data capture software discussed in the previous section must be verified.
Spectrum measurement campaigns were performed with the HP and IFR spectrum analyzers.
For the first campaign, a Times Microwave standard LMR-600 flexible low loss coaxial cable
of 84 feet connected the antenna on the roof of the ITTC to the spectrum analyzer in the lab.
In the second campaign, field measurements were taken using a mobile disc-cone antenna
mounted on a mast and connected to the analyzer using a short coaxial cable. The use of a

KUAR as a simple spectrum analyzer was verified in a laboratory setting.

The Times Microwave LMR cable was connected to a signal generator and the cable loss was
measured using a spectrum analyzer. The loss of the cable was experimentally found to be -
3.03 dBm over 2.001 GHz (Table 13). This matches the attenuation plot found on the LMR-
600 datasheet [67] and verifies the frequency-selective loss across the cable (Figure 33). The
HP and IFR spectrum analyzers were also calibrated by a technician prior to their use in the

laboratory.
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Table 13 — Power lossfor Times Microwave L MR-600 coaxial cable

Frequency (MHz) | Amplitude (dBm)
497 -1.44
1001 -2.2
2001 -3.03
2498 -3.82
10.0
58
L
g2
<g
0.1
10 100 1,000 10,000
Frequency (MHz)

Figure 33 — Official Times Microwave L MR-600 plot of power loss[67]

5.2 Case Studies

5.2.1 Case Study 1 - FM band measurement and

development of signal classification algorithm

A section of the FM band, 90 — 93 MHz was selected for an initial spectrum measurement.

This sub-band contains the radio stations KJHK 90.7 FM and KANU 91.5 FM as discussed in
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Section 4.1.3. These stations were selected because of the proximity of their transmitters to
the ITTC research center, their near twenty four hour operation and the wealth of information
available from the FCC regarding their operational transmitter height, power, and location.

The 90 — 93 MHz sub-band was measured over a twenty four hour period.

Figure 34 shows peaks throughout the twenty four hour period occurring consistently at 90.7
and 91.5 MHz. This plot provides a spectral and temporal view of the usage in the lower FM
band. It also confirms the accuracy of the measurement data taken by Spectrum Miner, as the
signals match the FCC license information for both stations. Verification of the Spectrum
Miner program’s ability to resolve quickly changing signals can be seen in Figure 35. This
plot is tightly focused on 90.7 MHz and the movement of the FM carrier between 90.65 and

90.75 can be clearly seen.

Waterfall of FM Band Fortior:

Fower ‘dEm]

Frequency (MHz)

Figure 34 —Waterfall plot of 90-93 MHz (FM band) over 24 hoursin Lawrence, KS
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Figure 35 —Waterfall plot of power (dBm) values over 40 minutes of FM station KJHK 90.7 in
Lawrence, KS

5211 Development of signal classification algorithm

After measuring the 90-93 MHz sub-band, a twenty four hour measurement was performed
for the entire FM band. This data set can be represented as a matrix M[f, tj], where f; is a
frequency and t; is a time instance. The value of each entry is the measured R.F. power in
dBm. The frequency ranges from Fg. to Fsip, Which is defined in the Analyzer Settings in
the Sweep Set Definition for this measurement. The measurement instrument quantizes the
frequency range into discrete measurements that occur at multiples of Fg,. The frequency

indices for measurements in this span are thus:
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f; = Fsun + i * Fyp for i = 0..N;

where Nf = (FStop — FStart) / FStep'

Similarly, the time range from Tgq to Tsiop is quantized into multiples of Tgep. Tsiep 1S usually
determined by the time it takes the instrument to scan from Fgy to Fgp, but may also be set
by the user. Thus:

tj = Tstare ] * Tstep for j = 0..N;

where NI = (TStop - TSlart) / TStep-

A sub-matrix of M, Mg, can be defined where F is a sub-range of [Fsar...Fswop] and T is a
sub-range of [Tseur... Tswp]- A cumulative distribution function (CDF) can now be defined:
CDF(S, Mg, 1) = P(S <= M[f;, t;]) for fj in F and t; in T where S is a random variable

representing measured power.

There are a variety of techniques that can be used to identify M[f;, t;] as either signal power or
noise power. This threshold value is referred to as 0. These techniques include the following
examples:

1. Select an arbitrary decision threshold, 0. If M[f;, tj] >= 0, it is classified as signal,
otherwise it is noise. This approach typically requires a priori knowledge of the
channel.

2. Select 0 from the CDF of Mg 1, that is:

0, = CDF(S = 65, Mg 7).
Typical values of s might be between 0.5 and less than 1.0. If M[f;, tj] >= 6; it is

classified as a signal, otherwise it is noise.
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3. Using a sub-matrix of M around M[f;, t;], calculate the CDF for that sub-range and
select 65 based on the CDF of the sub-range. This would allow for threshold
calculations if the band changes in a predictable fashion (i.e. transmitter powers
down at night).

4. Compute a marginal CDF; for each frequency in the range and classify a frequency
based on a statistic of CDFy. For example, one might calculate the maximum
measurement for f; and if the maximum is above a threshold, classify f; as a signal
frequency.

To begin characterizing the FM band, a CDF is performed on the twenty four hour dataset
(Figure 36). By visually inspecting the graph, it can be seen that a threshold of roughly -94
dBm will classify 90% of the measurements as noise. This methodology is only useful
because the band being measured has very high dynamic range and the presence of very
strong signals relative to the surrounding bands. The short coming of this and other
qualitative approaches is that they require trained personnel and are not robust enough to
support the type of automated signal detection algorithms that would be particularly useful in

cognitive radio applications.
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Empirical CDF of the FM Band for 24 Hours in Lawrence, K5
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Figure 36 — CDF plot of the measurements collected over 24 hours from the 90-93 MHz band in
Lawrence, KS

To address the short comings of manual threshold selection, an iterative algorithm that uses
Recursive One-Sided Hypothesis Tests (ROSHT) with varying levels of statistical
significance (p-values) was developed [68] [69]. This algorithm assumes that the noise in the
channel is a Gaussian normal distribution, that there is more noise than signal in the band and
that there are a sufficient number of points that the sample mean and standard deviation can
be considered as the true mean and true standard deviation. The algorithm takes as an
argument a value € that represents a termination condition for the algorithm. The value ¢
represents the delta in variance between iterations of the algorithm. The algorithm thresholds
a range of signal power by calculating a probability distribution, classifying a given
percentage of measurements (based on the p-value) on the far right curve of the distribution

as signal and classifying all other measurements as noise. To iteratively determine the
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decision threshold, the algorithm discards the signal portion and re-calculates the probability
distribution. The effect is that strong signals are discarded and the algorithm iteratively works
towards finding the noise floor of the band. As the estimated signal portion of the band is
removed, the Gaussian curve becomes tighter and the standard deviation decreases (Figure
37). The curve thus represents the estimate of the noise power in the given band and the
statistics of the distribution represent the approximate decision threshold and its variance. The
algorithm stops iterating when the change in the variance of the noise between two iterations
is less than or equal to €. Experimentally, this value has been found to be 0.5 for most cases.
The algorithm can also terminate if the value of ¢ fails to change for a sufficient number of

iterations.
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Normal Distributions of Noise Over 8 Iterations
of the Algorithm (992.0% Confidence of Signal)
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Figure 37 —Normal distribution over 8 iterations of the ROSHT algorithm for a 99% confidence
interval

The algorithm is represented in pseudo-code as follows:
Given a certain p-value and ¢
Let

M be the set of measurements M[f;, t;]
S be the set of signals within M
Sk be a subset of S for a given iteration of the algorithm
Q be the set of noise within M
Qx be a superset of Q for a given iteration of the algorithm that may still contains
signals
W = mean of Q; and o; = standard deviation of Q;
S=0,5,=0,Q,=M,i=0

do
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6., = pvalue*o; + 4,

S ={0 |0 e Qandqg =6}

Qu=Q-S,

S=SuUSy

i=i+1

until (o —0;)< €

Figure 38 shows the algorithm for multiple iterations, demonstrating how it progressively
extracts signals from the noise in a band. Figure 39 shows how changing the confidence
interval affects the proportion of the Gaussian distribution’s tail that is considered signal and
thus affects the ratio of estimated signal to noise in the band. The duty cycle plot in Figure 39

also helps to validate the data, as the majority of FM broadcast stations should be on twenty

four hours a day. Figure 40 shows a duty cycle plot of the FM radio stations identified by the

ROSHT algorithm.
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Figure 38 - Iterations of the Hypothesis Testing algorithm for 99% confidence of signal
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Figure 39 - Comparison of duty cyclefor varying confidence interval values (24 hr. measurement
of the FM band)
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Figure 40 — Duty cycle plot of detected FM stationsusing the ROSHT algorithm
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5212 Performance Metric for the Classification Algorithm

In order to analyze the effectiveness of the ROSHT algorithm, a performance metric must be
established using known values. The FCC website provides the capability to search within a
specified geographic radius for all licensed FM and TV. Operating parameters of these
broadcasters, including GPS coordinates, power and height of the transmitter are provided.
This data can be used in conjunction with FCC FM and TV propagation curves to calculate
the approximate effective radiated power (ERP) that the spectrum analyzer should be
measuring during the measurement test. The effectiveness of the algorithm can be determined
by comparing the probability of false alarm to the probability of misdetection for a variety of
confidence intervals. A false alarm is defined as incorrectly classifying noise as signal. A

misdetection is defined as the incorrect classification of signal as noise.

In cognitive radio or dynamic spectrum access implementations, the highest importance is
typically placed on minimizing the probability of misdetection. This prevents the radio from
inadvertently identifying weak transmission as noise, identifying the band as open and then
opportunistically using that band. For verification of known signals in known bands, a higher
importance is placed on the probability of false alarm so that broadcasters with comparatively
low power signals or broadcasters that are on the edge of the geographic market are not
classified as noise. Table 14 shows that for verification of known signals, the ROSHT
algorithm produces the best results (low false alarm rate) for a 99.5% confidence interval.
This high confidence interval was able to detect virtually all of the stations that were
considered by the FCC to be legal broadcasters within the geographic region surrounding
Lawrence, KS. At this confidence interval, less than 1/1000™ of a percent of signals were

misidentified as noise. For a dynamic spectrum access scenario, the probability of
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misdetection is minimized by using a 95% confidence interval. The confidence interval with
the best balance between the two detection and misdetection classes is the 97% confidence
interval, which has the best ratio between the two scenarios. For further discussion of signal
detection and analysis, see Dinesh Datla’s thesis “Spectrum Surveying for Dynamic

Spectrum Access Networks” [50].

Table 14 - Classification probabilitiesfor FM band spectrum measur ements

Confidence Probability of Probability of
Intervals False Alarm Misdetection

95% 47.89% 3.6x107%

97% 41.73% 17%

98% 1.27% 27.05%

99% 0.1% 50.92%

99.5% 1.7x107% 88.18%

5.2.2 Case Study 2 — Analog and Digital Television
Measurements at the WIBW television tower
5221 Background

Real-world spectrum data can enable a variety of research projects. In the area of dynamic
spectrum access, a current topic of interest is the viability of using television band whitespace
for unlicensed device usage. There are two basic interference scenarios that might prevent
unlicensed devices from effectively operating in TV whitespaces. The first scenario addresses
the failure of an unlicensed device to detect a primary user, namely a DTV broadcast.

Additionally, unlicensed devices operating in a band that is co-channel to an over the air
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(OTA) television channel might cause interference to a DTV receiver if there is significant
out-of-band power leakage. In the second scenario, the presence of strong TV transmissions
that occur spatially near a secondary user can lead to the generation of spurious signals, inter-
modulation products, and saturation effects in the vacant bands [76]. These interference
scenarios could occur at the transmission source, at the DTV receiver or at the secondary user
receiver. Unoccupied portions of the spectrum may also contain spurious signals or be

licensed for other purposes, such as public safety or Part 15 devices.

In dynamic spectrum access networks, secondary users must operate without causing harmful
interference to primary users, with respect to both the transmission and reception of primary
user signals. There is some debate within the regulatory community as to whether unlicensed
devices can operate in unlicensed television bands without causing co-channel interference to
primary users. Incumbent rights holders, represented by the National Association of
Broadcasters and the Association for Maximum Service Television, claim that the operation
of OTA digital television receivers and other Part 15 devices such as wireless microphones
will be harmed by the operation of unlicensed devices in television whitespaces [70] [71].
There is a substantial body of research from the technical community however that suggests
that television signals are easily detectable [72], that co-channel operation is possible with
basic operational restraints [73] [74] and that such unlicensed device operation will enable

broadband access to millions in rural communities [75].

The development of an Unlicensed Device Emulator and Testbed by at the University of

Kansas (KUUDET) has helped to provide research that verifies the co-existence of

unlicensed devices and primary OTA digital television receivers [73]. This testbed has helped
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to provide technical answers to the first interference scenario outlined in the previous
paragraphs. To address the second interference scenario, University of Kansas researchers
needed to perform a spectrum measurement campaign to collect data from both an analog and
digital television station. This data was then used in an unlicensed device simulation to study
how proximity to a high power television transmitter, inter-modulation effects and other

variables might affect unlicensed device usage.

5222 Field Measurements

In order to study the interference experienced by a secondary device in close physical
proximity to TV transmitters, three sets of spectrum power measurements were collected at
various distances from a TV tower transmitting both analog and digital signals. The broadcast
tower for the WIBW television station located west of Topeka, Kansas (USA) was selected
because there were few transmitters nearby both geographically and spectrally. There was
also a separation of over 400 MHz between its analog and digital stations. This allowed for
the measurements to include unused surrounding channels for the purpose of identifying

inter-modulation or saturation effects.

Figure 41 shows the measurement equipment used in the field. An omni-directional disc cone
antenna is connected to the input port of the IFR-2398 spectrum analyzer. The Spectrum
Miner software is installed on a laptop computer and it controls the IFR 2398 spectrum
analyzer over an RS-232 serial connection. A DC to AC converter plugged into the vehicle’s

cigarette lighter port provided power for the measurement equipment.
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Figure 41 — Field measurement equipment

The measurements were collected on September 1, 2006 between 4:30-6:15 PM (US Central
Standard Time) for TV channels 13 and 44. These channels are part of the Topeka, KS
metropolitan-area television market. Channel 13 is an analog OTA television channel
operating at 210-216 MHz with an ERP of 316 kW. Channel 44 is a digital OTA television
channel operating at 650 - 656 MHz with an ERP of 193 kW. The measurements were
collected at increasing line-of-sight distances of 200, 600, and 5000 feet from the WIBW TV
tower. The GPS coordinates of the measurement locations west of Topeka, KS are listed in

Table 15 while Figure 42 shows the geographic locations of the measurement sites.
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Table 15 — Measurement site GPS coordinates

Site Coordinates Elevation
A 39°00.408N,96°02.946W 1298 ft.
B 39°01.565N,96°02.914W 1090 ft.
C 39°05.261N,96°03.169W 1000 ft.

Figure 42 —Map of the measurement locations

In order to study the impact of inter-modulation and saturation effects on secondary

transmissions, the sweeps of the TV channels included 12 MHz of bandwidth on either side

of each channel. The total bandwidth for each sweep was thus 30 MHz and a bandwidth

resolution of 10 kHz was selected. At each measurement site, 25 sweeps were recorded over

the 30 MHz bandwidth centered on both the analog and digital TV channels. The plots of the

108




average power spectrum measured at increasing distances from both the analog TV and the

DTV towers are shown in Figure 43 and Figure 44.
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Figure 43 — Averaged power measurements of analog TV spectrum for Channel 13 (210-216
MHZz) measured at varying distances from the transmitter
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Figure 44 — Averaged power measurements of digital TV spectrum for Channel 44 (650 — 656
MHZz) measured at varying distances from the transmitter

After the completion of the measurement campaign, the spectrum data was used in an
unlicensed device simulation. This real world data made the simulation far more realistic than
if the channel environment was merely simulated. The simulation was designed to analyze
the impact of TV transmission on the operation of unlicensed devices. By measuring the TV

band spectrum at various distances from the tower, the simulation was able to emulate the
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behavior of a mobile unlicensed device that is operating at varying distances from the
primary user. Unlicensed device activity was simulated by transmitting OFDM symbols in
the adjacent 12 MHz surrounding each of the measured TV bands. Further information
regarding the results of the simulation and the feasibility of dynamic spectrum access in TV

spectrum can be seen in [77].

5.2.3 Case Study 3 - KUAR laboratory measurements

As discussed in Section 4.1.1.3, reconfigurable hardware and software have been developed
for the KUAR that allow it to act as a low cost, mobile spectrum analyzer. Spectrum
analyzers are primarily designed for laboratory use and have prices that range well into tens
of thousands of dollars. The ability to use low cost SDR platforms for mobile, distributed

spectrum measurements creates a vast range of new research opportunities.

The KUAR RF Board receives modulated signals in the 5.25 — 5.85 GHz range and converts
them to baseband. An Analog Devices demodulator separates the complex signal into I and Q
signals, which are then sampled by the ADC. When the KUAR is configured as a simple
spectrum analyzer, the FPGA is programmed to include signal sampler hardware that stores a
configurable number of samples from the ADC in two FIFOs. A complex FFT is performed
on the captured I and Q samples, providing a frequency domain representation of the received
signal. The output of the FFT is transferred to the KUAR CPH and this data is then sent

across an SSH connection to the computer that is running the Spectrum Miner program.

The Spectrum Miner program performs several data “massaging” steps before the spectrum

data is stored in the local database. First, the FFT data is re-ordered. The Xilinx FFT IP core

that is used in the FPGA returns the frequency data in an array where amplitude values are
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provided from DC to 40 MHz, with amplitude values for -40 MHz to DC concatenated on the

end. This is re-ordered so that amplitude array ranges from -40 MHz to 40 MHz (Figure 45).

Xilinx FFT IP Core output array

DC to 40 MHz DC to 40 MHz
[ [ ]
Avg':s:egimj/..ﬂ [T/ /[IIT]
+
0 FFT Size - 1

FFT array indicies

Spectrum Miner FFT array re-ordering

-40 to 40 MHz
[ 1

e (T T T T T T 1111/ /[T TTTT]
x ¥

0 FFT Size - 1
FFT array indicies

Figure 45 — Spectrum Miner re-ordering of frequency domain samplesfrom KUAR FFT

The second step involved is the removal of a large DC offset that exists on the RF Board. DC
offsets are averaged over several sweeps and then subtracted from the amplitude array. This
allows the recorded amplitude and frequency information to correctly reflect the signal being

measured.

The amplitude values that the ADC measures are relative power values, which are dependent
on antenna loss, receiver gain, transmitter gain, and various component values in the RF
Board signal chain. These values are also relative to the specific ADC used on the digital

board. Different ADCs on the version 2 and 3 KUAR digital boards will result in different
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relative measurements on each board. An attempt was thus made to calibrate these relative
values to a unit of significance, such as decibels per milliwatt (dBm). Given that a decibel is a
logarithmic unit of measurement, the relative power values need to be converted to a log
scale. This is accomplished by squaring the magnitude of the FFT sample, taking the log and
multiplying by ten (Equation 3).

Equation 3— Conversion of FFT relative power valuesto decibel

dB = 10*log, (|FFT[")

Several steps were performed to calibrate the power values measured on the KUAR. First, a
Wiltron 68147B signal generator (SG) was connected to a HP 8565E spectrum analyzer via a
United Microwave Products Microflex 150 cable. A tone was generated at 5.31 GHz and
transmitted across the cable at varying gain levels (Table 16). This step served as a sanity
check to ensure that the measured values on the spectrum analyzer where similar to the
transmitter gain values from the signal generator. The approximately 2 dB difference between
the signal generator output power and the values measured on the spectrum analyzer is due to

the loss in the cable.

Table 16 — Signal Generator and Spectrum Analyzer power measurement verification

Wiltron 68147B Signal Generator HP 8565E Spectrum Analyzer
Output Power (dBm) Received Signal (dBm)
220 -22.5
-15 -17.33
-10 -12.77
-5 -7.17
0 -2
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After the accuracy of power measurements on the spectrum analyzer was verified, the
spectrum analyzer was placed side by side with the KUAR (Figure 46). The signal generator
was placed six feet away from both the spectrum analyzer and the KUAR. KUAR patch
antennas were used on the signal generator, spectrum analyzer and the KUAR. The signal
generator was used to transmit a tone at 5.31 GHz with varying output power. The Cerf2
KUAR radio was used for the test. The receiver gain on the KUAR was set to 58 c¢dB and the
attenuation level was set to 0 dB. Automatic gain control was turned off for the
measurements. By transmitting a tone over the air to both the spectrum analyzer and the
KUAR, relative power values measured on the KUAR (Figure 47) could be compared with
calibrated, measured values on the spectrum analyzer (Table 17). To make a proper
comparison, the KUAR relative power values are converted to dB using Equation 3 (Figure
48). Any difference between measured values on the KUAR and spectrum analyzer could
then be corrected by applying an averaged correction factor. This correction factor modifies
the KUAR relative power values (in dB) such that they are approximately the same as
measured values on the spectrum analyzer (Figure 49). The plots for all of the KUAR

measurements can be seen in Appendix B.
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Figure 46 — HP spectrum analyzer and KUAR calibration setup

Table 17 — Comparison of tone power measurements on KUAR and HP Spectrum Analyzer

Signal Spectrum KUAR KUAR Difference between
generator Anazlyer relative power Spectrum Analyzer
output power | Measured Power | power value value and KUAR
of tone of tone (dBm) from ADC converted | measurements(dBm)
(dBm) todB
-20 -61 0.003 -50.14 -10.86
-15 -57 0.005916 -44.56 -12.44
-10 -51.5 0.01075 -39.38 -12.12
-5 -46.3 0.01943 -34.23 -12.07
0 -41.3 0.03357 -29.48 -11.82

These differences between measurements from the SA and KUAR, when averaged, produce a
correction factor of -11.862 dBm. This value can be added to values measured on the KUAR

after converting to log scale. While this measured value is still relative, it approximates
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identical measurements on the spectrum analyzer. This enables the KUAR to perform coarse-
grained, distributed spectrum measurements and provide usable data. If exact measurements

are required, the KUAR can be replaced with a spectrum analyzer.

Tone at 5.31 GHz (Cerf2)
KUAR Relative Power Measurements
for varying S.G. output power
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Figure 47 - KUAR measured relative power values of atoneat 5.31 GHz for varying signal
generator output power transmitted over theair in the laboratory
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Tone at 5.31 GHz (Cerf2)
KUAR Power Measurements (dB)
for varying S5.G. output power
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Figure 48 - KUAR measured power valuesin dB of atoneat 5.31 GHz for varying signal
generator output power transmitted over theair in the laboratory

Tone at 5.31 GHz (Cerf2)
KUAR Power Measurements (dB) with correction factor
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Figure 49 - KUAR measured power values (dB) with a correction factor of atoneat 5.31 GHz for
varying signal generator output power transmitted over theair in the laboratory
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In order to simply add a correction factor, there must be a linear relationship between the
measured power values from the spectrum analyzer and the measured power values from the
KUAR. Figure 50 shows that the received measured power of the KUAR and the spectrum

analyzer exhibits a linear relationship across varying levels signal generator output power.
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Figure 50 — Relationship between KUAR and SA measured power for varying SG output power

The KUAR was not designed as a piece of laboratory test equipment and thus cannot be truly
labeled as a spectrum analyzer. The design and use of a super-heterodyne receiver as a
spectrum analyzer could encompass an entire thesis. This subsection demonstrates however
that the KUAR can be used as a low cost, field-deployable spectrum data collection device.
This type of functionality can enable large-scale distributed spectrum measurement

campaigns.
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As noted previously, power levels measured on the KUAR are represented in arbitrary
measurement units that are proportional to logarithmic power units, such as decibels.
Measurements on the KUAR are not accurate when compared to measurements performed on
calibrated lab equipment. KUAR measured power levels are highly dependent on a variety of
parameters and settings in the antenna, RF Board and Digital Board. They can however be
calibrated against reference measurements to provide approximate and acceptable power
values. Despite its limitations, the KUAR can be an effective tool for spectrum data
collection. Future work will focus on further developing KUAR hardware and software to

enable Spectrum Miner to control multiple radios in the field simultaneously.
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Chapter 6 — Conclusion

This thesis provides an overview of the development of a framework and platform designed
to enable large-scale, distributed spectrum measurement campaigns by multiple research
organizations. This framework can help facilitate research and development in the areas of
dynamic spectrum access, cognitive radios and spectrum management. The background
literature section of the thesis also provides an overview of the current state of affairs in
spectrum policy and regulation, as well as the development of spectrally agile and efficient

technologies.

This thesis details the development of a shared database schema for large-scale, long term
and high volume spectrum measurements. It addresses the development of the Spectrum
Miner program, which automates the process of performing long-term spectrum
measurements. The design and implementation of the Spectrum Repository, a central archive
for shared spectrum measurements is discussed. The design of hardware and software that
enables a software-defined radio to act as a spectrum data collection device is covered.
Finally, various case studies are presented demonstrating how the KU Spectrum Utilization
Framework enables spectrum measurement campaigns and various types of spectrum usage

analysis.

6.1 Future Work

The research areas addressed in this thesis are ripe with possibility. There are a variety of
additions that can be made to the implementations discussed in the thesis. One area includes

separating the user interface, logic and data processing in the Spectrum Miner program so
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that it can run as a command-line “server” program without a user interface. This would
allow the Spectrum Miner program to run on SDR platforms without a display. Additionally,
the program could be easily extended to control multiple data collection devices from a single
program instance. That would allow one program instance to control an entire distributed
measurement, assuming the number of data collection devices does not saturate the network
link back to the computer where the program is running. In the event that there are a large
number of spectrum data collection devices or the network connection to the data sink node is
faulty, a store and forward architecture could be implemented to reliably transmit spectrum
data back to the central Spectrum Repository server. Network Time Protocol (NTP)
synchronization should also be added to coordinate the timestamps of multiple data collection
devices. Finally, the use of the KUAR as a data collection device should be tested in the field

and broader calibration tests should be performed.
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Appendix A — Matlab workspace import

Example Matlab code that is generated by the Spectrum Miner program to import a
measurement directly into the Matlab workspace:

mysgl ( 'open', 'localhost', 'root', '');

mysqgl ('use spectrum') ;

[ start_time, stop time, sweep inst id, frequ index, amp,
start freq, stop freq, freqg step, analyzer settings id ] =
mysqgl ('SELECT “sweep-
1652c6e3513172e382b4f116a3d233bf ™. "start_time™, “sweep-
1652c6e3513172e382b4f116a3d233bf ™. "stop_time~, “measurement-
1652c6e3513172e382b4f116a3d233bf ™. *,

analyzer settings. start freq™, analyzer settings. stop freq~,
analyzer settings. freqg step”,

analyzer settings. analyzer settings id~ FROM ~sweep-

1652c6e3513172e382b4f116a3d233bf~, “measurement-
1652c6e3513172e382b4f116a3d233bf~, analyzer settings WHERE
“sweep-

1652c6e3513172e382b4f116a3d233bf ™. “sweep instance id ="measure
ment-1652c6e3513172e382b4f116a3d233bf ™. "sweep_instance id~ AND
“sweep-
1652c6e3513172e382b4£f116a3d233bf ™. "analyzer settings id =analy
zer settings. analyzer settings id~');
mysqgl ('close') ;

fstep = sscanf (char(freq step)', 'LINEAR=%f');
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Appendix B — KUAR spectrum measurement
calibration
The following plots show the relative power values measured by the KUAR, the KUAR

power values converted to dB and the KUAR measured power with a correction factor. These
plots represent power measurements for signal generator output values of -20, -15, -10, -5 and

0 dBm.
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Figure 51 — KUAR measured relative power valuesfor a-20 dBm toneat 5.31 GHz transmitted
over theair in thelaboratory
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Figure 52 —KUAR measured power in dB for a-20 dBm tone at 5.31 GHz transmitted over the
air in thelaboratory
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Figure 53 — KUAR measured power valueswith a correction factor for a-20 dBm tone at 5.31
GHz transmitted over theair in the laboratory
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-15 dBm tone at 5.31 GHz (Cerf2)
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Figure54 - KUAR measured relative power valuesfor a-15dBm toneat 5.31 GHz transmitted
over theair in thelaboratory
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Figure55 - KUAR measured power in dB for a-15dBm tone at 5.31 GHz transmitted over the
air in thelaboratory
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-15 dBm tone at 5.31 GHz (Cerf2)
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Figure 56 - KUAR measured power valueswith a correction factor for a -15 dBm toneat 5.31
GHz transmitted over theair in the laboratory
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Figure57 - KUAR measured relative power valuesfor a-10 dBm toneat 5.31 GHz transmitted
over theair in thelaboratory
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Figure 58 - KUAR measured power in dB for a-20 dBm tone at 5.31 GHz transmitted over the
air in thelaboratory
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Figure59 - KUAR measured power valueswith a correction factor for a-10 dBm toneat 5.31
GHz transmitted over theair in thelaboratory
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-5 dBm tone at 5.31 GHz (Cerf2)
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FigureB10 - KUAR measured relative power valuesfor a-5dBm toneat 5.31 GHz transmitted
over theair in thelaboratory
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FigureB11 - KUAR measured power in dB for a-20 dBm tone at 5.31 GHz transmitted over the
air in thelaboratory
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-5 dBm tone at 5.31 GHz (Cerf2)
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FigureB12 - KUAR measured power valueswith a correction factor for a-5dBm toneat 5.31
GHz transmitted over theair in the laboratory
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Figure B13 - KUAR measured relative power valuesfor a +0 dBm tone at 5.31 GHz transmitted
over theair in thelaboratory
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+0 dBm tone at 5.31 GHz (Cerf2)
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FigureB14 - KUAR measured power in dB for a +0 dBm tone at 5.31 GHz transmitted over the
air in thelaboratory
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Figure B15 - KUAR measured power valueswith a correction factor for a +0 dBm tone at 5.31
GHz transmitted over theair in thelaboratory
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