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| ntroduction — Problem

« Ubiquitous | P networks — Data, Video &
Voice

* Need to study and test new protocols

o Large scale networks
e Current testing methods:

 Simulation
e Physical testing
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|ntroduction — Existing methods

e Simulation
ns2, OPNET
Side-effects of OS interactions ignored
Management complexity ignored
Change in focus

* Physical Testing
* Equipment/Infrastructure costs
 Erroneous extrapolations of small tests
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| ntroduction - Goals

e Design & Implement Network Emulation
Framework to solve current problems

e Test with realistic network loads
o Generated by redl utilities (e.g. ttcp, ftp, telnet, etc.)
« Synthesized |oads through Netspec

e Compare results with results from physical
network
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|ntroduction — Virtual Network Elements

o Definition:
A virtual network element (VVNE) Is a software

object that emulates the functions of network
elements such as hosts and routers.

e Modulesinserted into the Linux network
protocol stack transparently

 New layer added to protocol processing
seguence: Virtual Network layer (VNL)
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Introduction - VNE

e

10.1.0.07 16 ! i 10.2.0.0/ L6
| i
. ;
129.237.12541  vittual Router
100 Mbps Physical Ethernet Card

o Simple application of virtual network

 Virtual network traffic multiplexed over physical
Interface(s)

 VNL handles mux/demux
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Virtual Network Framework (VNF)

 Three basic e ements of a network: host,
router & link

* Host and Router emulated by virtual host and
virtual router code in VNL

 Virtual link implemented using link throttling
techniques of Linux traffic control

o 2 throughput(virtual elements) < 2 throughput(physical
Interfaces)
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VNF:. Design Considerations

Socket-layer compatibility
Creation/Deletion/Configuration

Arbitrary mapping of virtual elementsto
physical hosts

Virtual routing decisions
Network emulation ability
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VNF: Architecture

 Multiplevirtua

hosts and virtual
routers share VNL

« ETH P KUVNET
IS the packet type

 Each of the virtual
devices can have a
gueue attached
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VNF: Capabilities

e Multi-homed (virtual) hosts
Split subnets across physical machines

Supports amost arbitrary mapping of virtual

elements to physical hosts through subnet
maps
Subnet map identical to routing table

V NL Inserts a new header: VNET header
between |P and MAC header
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VNF:. Capabilities. Split-subnet

—lexibility In
nlacing VNES on
ohysical

machines

- * Load/Application
N, = /Characteristic-

= based mapping
/

Tastbhad4l
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VNF. Example

10.1.0.254 10.2.0.254

10.1.0.01a 10200/18

* Depicts virtualization based on network
application

* Depicts working of split-subnet mapping
e A, D: Servers
e A o (E,F),D > (B,C)
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VNF. Example (continued)

Testbed 1
A

2

E Z

2. =

131,13
velh3

129 237.125.1 129.237.1253

Virtual routing table of virtual host A
Destination | Gateway SU&hiage of virtualfasty Interface
Pegination | ey | 25bighnatks. 255 | Hag | inegrfiece
16.1.0.0 029287.125{12585585568.955 | R Veihi
0.0.0.0 10.1.0.254 | 0.0.0.0 G Vethl
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VNF:. Example (continued)

Tesibed 1 Testbed 2

 Alternative mapping of VNE to physical
machines
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Design of Virtual Network Elements

|mplemented as Linux network device driver
Configured through i oct | () s

Netspec-based configuration

Shows virtual interface statistics through
toolssuchasi f confi g, 1 p, €tc.

Supports packet capture tools such as
t cpdunp
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VNE design: Virtual Host

Has an | P address
Virtual routing table contains gateway entry

Subnet map table contains location of virtual
router emulating the gateway

Acts as source or sink
Socket applications bind to it
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VNE: Virtua Router

Each port has an | P address

Virtual routing table contains entries to other
routers or to subnets

Subnet map table contains location of virtual
router and subnets

Only a gateway for the packets

Socket applications typically don’t bind to it
(exception: RSV P daemon)

- Information and
— Telecommunication
Technology Center

University of Kansas



VNF. Example (continued)

Testbed 1 Testbed 2
A

2

E Z

10.1.0254 1020254
vpaill vl
o ="

131,13
velh3

129 237.125.1 129 237.1252 129.237.1253

el ich

Virtual routing table of virtual router
Destination | Gateway SUPREMR Of Virtual epufel | nterface
Resionaion | Gaigyay | osdNeneskoss | Flag | Uperece
102.00284 02028 7.125)12522562/5%5.055 R Vporbl

10.2x0 Q2N2RB7.125/252F5H2E%.0.0 N Vporil

10.2.00 0.0.0.0 255.255.0.0 N Vport2
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Evaluation of Virtua Networks

e Control plane of emulated network remains

the same as physical network

 |dentical software
 ldentical signaling costs

Need to confirm verity of data plane results
Results of Physical tests vs. Emulation tests

Diffserv and Intserv networks used for
exercising VNF
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Evaluation of Virtua Networks

e Diffserv relies on Linux traffic control(tc),
hence works with VNE with minor
modifications

 Intserv relieson tc and RSV P signaling,
RSV P required some porting to understand
virtual routing
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lefserv Network Topol ogy (9 elements)

e Link bandwidth —
N e A 100Mbps in access

network & 10Mbps
INnSide core

Routers — Emul ated
on high speed
Pentium [11, 1GHz,
1GB RAM Linux
systems
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Diffserv - Network Topology (9 elements)

» Used to validate working of Diffserv

e Throughput of ‘Test’ stream measured in
presence of background RT and BE load

* Netspec-generated CBR trafficusing UTIME
patches

e t cpdunp output captured at source and
sink, merged and diff’ ed
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Diffserv - Network Test parameters

 BG-BE traffic = 4-10Mbps

Traffic  BG-RT traffic = 0-10Mbps

» Test CBR traffic = 4Mbps

Diffserv Parameters | Real time AF class = 6Mbps
(corerouters) « Best Effort class = 4Mbps

« HTB queuing discipline

 Throughput
Data Plane e Delay
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Diffserv — Throughput Comparison (9 elements)

Physical network results

Caffsary ; Test Aow throuahpuld 4 bpa ) ve, Bes taiTort bk gnourd oo
for vararFeal e baoc konourd oo

Tast Trafflc Hrouohput obtolred (Vb )
]

2 4 (=] = 10 1=
BE Bk oo koasd i
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Diffserv — Throughput Comparison (9 elements)

Virtual network results

DAfftsar: : Tast Now Hroughput 4 Mbpes ) v, Besb-siTort back ground load
o var g Rsal-ims: bac kgrnound load

Tk Traifiic Hrrouxhput obbalimed |
[
T

b 4 =] a2 10 12
BE Bak oo koo ifepes
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Diffserv — Throughput Comparison (9 elements)

Physical network zoomed results

Calfssrd . Tesk Aoy

hor var g Fsal-ime: bac kground load

4 bpes ) v, Best-siTort bk oo oo

4 [ e A e e e 1
E ok
E asf
E 2T
E|
- 36 F
" 5
E - i S .
; .- o -
Fooasf * x. _
24 : - A
2 4 & 2 10 12
BE Bk proured koad i)
O bps BT + 4hbps BT = & b BT |
| 1.5 Kb FT = & Ibs BT 10 K= FT H
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Diffserv — Throughput Comparison (9 elements)

Taat Trafic throlohput obboined (Vbps)

el

2B

a7

25

25

=4

Virtual network zoomed results

Caffeery : Tack Aow 4hbpes ) v, Best-siTort Dok grourd lood
fior o Arg Fieal e b koo koo

L EEEE e e e e R .
- = T ] - - - .
3 3
4 g b
R
2 4 (= = 10
BE Background load (Mbpe)
O e BT + 4t BT = = Ibps BT
| 1.5 Wb |1 i & Ivbps FT i 10 s KT
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Diffserv — Delay Comparison (9 elements)

Daffeary: Delay sroounbersd by TestFlow (4 Mope)
T v ng b koround | ood
T T

Virtual
» Uncongested: 2-3 ms
e Congested: 15-17 ms

Calfsery: Delay snoountersd by TestFiow (4 Mbps)
P syt iy o banoured lomcd

O RT
15N RT =

Physical
« Uncongested: 2-3 ms
» Congested: 14-18 ms

. S T -2
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Physical Network Topology — Diffserv - 17 elements
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Virtual Network topology — Diffserv — 17 elements

* Physical testing not performed due to
shortage of machines

 |deal casefor using VNF

* Need to compare Diffserv properties observed
In Physical networks with those observed in
Emulated networks
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Virtual Network topology — Diffserv — 17 elements

BE src—1 BE sink—1

RT src—1 RT sink—1
BE src—2[ 2 BE sink-2

RT src—1 - - i RT sink-2

I-'-|.
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Virtual Network topology — Diffserv — 17 elements

* One greedy customer does not affect other
customers of network

e Throughput of 2 ‘Test’ streams measured in

presence of background RT and BE load from
their respective networks

e t cpdunp output captured at source and sink,
merged and diff’ed
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Diffserv - Network Test parameters

» BG-BE traffic = 2-6Mbps
Traffic e BG-RT traffic = 0-6Mbps
e Test CBR traffic = 4Mbps

Diffserv Parameters | * 2 Real time AF classes = 6Mbps each
(corerouters) » Best Effort class = 4Mbps

« HTB queuing discipline

* 6 Mb RT traffic isthreshold (Test +

BG)

» Throughput

Data Plane e Delay
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Diffserv — throughput Results (17 elements)

e #1-6 show equal TIEEL e | e | i
traffic on both T e
networks e
[ #7_8 ShOW EZE #2 2 15 2 3.9901
being greedy 2 s a
* One greedy R A
customer does not N : 5
affect othersin > P
. 8 1 15 4 3.9901
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Diffserv — Throughput Comparison (9 elements)

Physical network zoomed results

Calfssrd . Tesk Aoy

hor var g Fsal-ime: bac kground load

4 bpes ) v, Best-siTort bk oo oo

4 [ e A e e e 1
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E 2T
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- 36 F
" 5
E - i S .
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2 4 & 2 10 12
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Diffserv — Throughput Results (17 elements)

Daffssrd (17 stemsnts) | Teak Row b 4 P s Real-ime back gnound oo
Tor wararg Bast- | o gy oo o

Caffeary (17 slements) : Test Aow b 4 b vs Real-ime back groured oo
For vardrg Bast- b o b L] iod
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Diffserv Data Plane Evaluation — Results

* Diffserv behaves similarly in physical and
emulated (virtual) networks
* Results of throughput/delay tests on emulated

network ssmilar to those of physical network

* Very minor changesto code to get Diffserv to
work with VNES
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Emulating Intserv networks

e Emulated network 1sidentical to Diffserv
network

o Diffserv traffic classes replaced by RSV P
daemon which does dynamic resource
reservation

e RSVP daemon modified:

e To understand virtual routing

» To enable many instances to run on a physical machine
bound to specific VNES
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Emulating Intserv networks

 Intserv network successfully emulated

* Results on Physical network not reproducible
for multiple iterations of tests

e RSVP daemon uses CBQ

e Linux CBQ implementation tries estimation to schedule
packets, does not give consistent results

 HTB implementation for RSV P non-trivial
« Dataplane could not be verified

e Demonstrates clean interface of VNF that
allows complex applications to use it
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Limitations of VNF

e Sum of throughputs of VNES on a physical
machine must be less than sum of throughput
of all physical interfaces; overcome using
virtual time techniques introduced by

ProTEuS

Doesn't allow ‘connected’ NEsto be
emulated on same physical machine If packet
needs to pass through queuing code; can be
overcome by modifying queuing code

- Information and

— lelecommunication=—"—"——"—"———"— University of Kansas
Technology Center




Summary

* VNF designed and implemented

e Tested with non-trivial |P networks such as
Diffserv and Intserv networks

* Programming mode! allows easy ‘porting’ of
applications to work with VNF

o Larger Diffserv networks successfully
emulated

 Intserv networks emulated functionally, but
data plane could not be verified
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