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Abstract

This paper presents a case sudy of the desgn and implementation of the interprocess
communications facility developed for the AN/BSY-2 didributed computer system, the
computer system for the Seawolf submarine. The interprocess communications facility
was identified as a criticd design chdlenge for the AN/BSY-2 system, as the system
incorporated new component and network technology aong with new run time system
sarvices as wdl as application programs.  The requirements specified for the interprocess
communications included aggressive performance, as well as functiona capabilities that
had not been previoudy fiedded. The AN/BSY-2 computer system is comprised of over
100 processors interconnected in multiple fault tolerant fiber optic rings.  Fire, a
description of the AN/BSY-2 distributed architecture is presented. The message-passing
semantics are then presented. A key feature of the IPC facility is it's support for both
gynchronous and asynchronous communications based on logicd addressng.  Logicd
addressng within the AN/BSY-2 system supports point to point as well as group
communications, and aso supports the fault tolerant requirements of the sysem. The
hardware developed to support fast red time messaging, and support fault tolerance is
discussed.  Findly, the low level semantics of a message trander through the system is
outlined.



1. Introduction

This paper presents a case study of the design and implementation of the interprocess
communications facility developed for the AN/BSY-2 sydem, the data and signd
processng computer sysem for the Seawolf [16][20] submarine. The AN/BSY-2
system, deployed in 1997, represented a mgor advance in embedded systems design,
incorporating functional capabilities typically not included in a closed embedded system.
A block diagram of the sysem is shown in Figure 1. The AN/BSY-2 system provides
nearly 100 processng nodes interconnected on a fiber optic redundant ring network, high
geed padld and said communications channeds from  extend  interfaces,
communications channels to display consoles, standdone processors, and SCS
interfaces. In addition to meeting timdiness requirements, the system includes additiond
capabilities to support autonomous operation, dynamic system resource management, and
fault detection and reconfiguration. The AN/BSY-2 system represents one of the first
large digtributed red time multiprocessing sysems udng the message passing paradigm,
and is the largest red time sysem ever successfully fieded [17]. Due to it's sze,
complexity, and misson criticaity, the AN/BSY-2 system has aso been used to study the
effect of Ada coding styles on execution performance [18].

While the AN/BSY-2 system was being developed in the late 1980's, standards for
severd open source message passing interfaces for nonred time sysems were being
defined [2][3]. These interfaces sought to make use of the mogst attractive features of
previoudy exising message passing systems. As an example, the MPI standard was
grongly influenced by work at IBM T.J. Watson Research Center [4,5], Intel’s NX/2 [6],
Express [7], NnCUBE's Vertex [8], p4[9], and PARAMACS [10]. Standard libraries based
on the message passing paradigm have aso been developed for specific gpplications [11].

The largest portion of the early work in developing open source message passing
interfaces and dandards were not specifically targeted a red time systems. More
recently, a working group has been developing MPI/RT [14], a red time verson of MH.

As implementation of message pasing facilities became more efficient, its popularity as
a scdable communications model continued to grow. The message passng modd has
now been adopted in a wide spectrum of gpplication domains, including the newly
emeging doman of micro-dectricA-mechanicd (MEM’S) based next generation
networked sensor systems [15].

The message passng faclity was identified by the Navy a the beginning of the program
as a criticd component within the sysem due to aggressve performance and functiond
requirements that could not be met by any commercidly avalable messaging software
sysem. Deveoping the message passing fadlity and verifying that the sysem met dl
requirements was made more difficult as the AN/BSY-2 system was based on a custom
hardware platform necessry to meet the overal system requirements.  Further, the
message passing facility would dso be required by application programmers to support
devdopment of the 4 million source lines of Ada tha would eventudly run in the
AN/BSY-2 sygsem. Due to this need for smultaneous development of the hardware
dong with the run time system software, a scded prototype system composed of
commercidly avalable components that functiondly emulated the AN/BSY-2 system
was specified for supporting functiona devedlopment.  The prototype sysem aong, with



the run time software, could then be used for prototyping and functiond integration of
goplication programs.  Although this gpproach mitigated risk by providing a convenient
devdopment platform, find integration and verificaion of requirements would be
performed on the actud hardware once the system was fielded.

2. Message Passing Interface Overview

One of the firgd sysem chdlenges was to define the requirements for an augmentation to
the commercid adopted Ada multitasking run time executive to support operation in a
digributed, red time environment. The augmentation was defined to support
asynchronous operation and co-ordination of distributed program tasks, and control of
common resources digtributed throughout the system. The augmentation dso included
the fault detection and recovery requirements of the sysem. The augmentation,
combined with additiond system resource management software formed a system leve
middleware layer.

The interprocess communication (IPC) facility was defined within the augmentation to
support  fault detection, reconfiguration, and routing of messages across multiple
communications channd media (serid links, pardld links, fiber optic links), within the
context of red time timdiness condraints. These requirements, typicad of an embedded
red time system, provided chdlenges for defining the operationa semantics of the IPC
facility. Functiondly, the IPC facility would support the dynamic bandwidth
requirements of the system, promote platform independence, component based software
development, and support system reconfiguration in the presence of fallts  The
functiondity of the message passng facility adso incuded support for development of the
multiple applications running asynchronoudy throughout the sysem. With over 500
oftware engineers and 4 million Ada source lines, it was critical that the operating
sysem provide a standard APl for developers running on the prototype, and ultimately
the fidded sysem. The asynchronous nature of the sysem required additiond built in
functiondity for post-mortem amdlyss in severd forms including time damping, and
non-invasve message logging. The semantics of the APl dso provided access to
additiona gtate information that would not ultimately be accessed during deployment.
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Figure 1. BSY-2 System Network Topology

The APl provided a virtua channe abstraction, which hid network specific protocols,
physica message routing, physica locations of disks, workstations, and processor nodes
from the user. Fgure 2 shows application programs forming virtud connections using
the message passing interface. A program running on a particular processor as shown in
Figure 1 may communicate with a program running on any other processor, requiring
trangmisson of the message across multiple communications channels, each with ther
own specific device driver protocols. The message passing inteface contains no
information on these locations, and IPC guarantees delivery of the message.  This
separation of network  specific information was necessary in order to support the
requirements of the sysem outlined above. The additiond functiondity required in order
to support avirtud programming modd is discussed below.
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Figure 2. Abstract Programming Modd

2.1 Logical Addressing

Programs open logicd channds to send, and logica ports to receive messages. The
logicd channels and ports are opened by cdls from the user program to the IPC facility.
A program may open and close individud channds and ports a any time during program
execution. Group opens are dso provided to minimize the overhead of opening multiple
channds and ports sequentialy. The IPC facility registers each open request on the
progran’s behadf with a globad system resource manager. The globa resource manager
maintans a routing table that maps logicd ID’s to physcd nodes within the system.
Appropriate information is passed back from the globa system resource manager to the
IPC facility on al nodes requiring updates based on the addition or deletion of a node for
a logicd ID. This information is not required by the gpplication program, and is
maintained by the |PC facility trangparent to the user.

Basng the channd and port addresses on logica identifiers provides several advantages
to the system. Fird, group operaions are easly enadbled. Programs may be dynamicaly
included or excluded in a logica group by opening or closng a port on the gppropriate
logicd channd. Second and criticdly important, the logicd channds support dynamic
reconfiguretion in the presence of faults. The system resource manager will relocate to a
hedthy node, programs unreachable due to faults or falures. Hedthy programs may
continue sending and recalving on the logicd channd while the reocation is being
peformed. The IPC facility, network and system resource managers, provide this service
transparently to the applications programs. Logicd ID's adso support application
debugging and integration, requiring no change to application code for operation on
ether the test bed system, or red syssem. The base send API is shown below. Variants to
the base call are dso provided.



SEND(Channd_ID:  in CHANNEL_PTR_TYPE;
MSG_SIZE: in MSG_SIZE TYPE;
Buffer Ptr:  in BUFFER_PTR_TYPE) retun TX_PTR_TYPE;

The channel 1D passed into e send is the logicd ID. In addition to supporting the fault
relocation requirements of the system, transfers based on logica IDs adso provide support
for platform independent point-to-point and group trandfers.  This versdtility is shown in
Figure 3 where the mapping of logical ID L1 as a port to recelve messages in program 2
is transparent to program P1. The physica routing between any programs such as P1 to
P2 in the example bedow, may occur over multiple communications media  If program
P2 fals or terminaes, the IPC facility will update al programs sending and receiving on
the affected channdls.

Program P2
SEND on L3
RECEIVE on L1

tol1 \RECEIVEon L4

Program P1
SEND on L1
SEND on L2

Program P3
SEND on L4
RECEIVE on L2
RECEIVE on L3

Figure 3. Logica I1Ds and Programs

2.2 Collective/Group Operations

Logica channes define the collective and group operations throughout the system. A
logicd ID will support multiple senders and a dngle recaver, multiple recavers and a
gngle sender, or multiple senders and multiple receivers.  This collective and group
operation capability supports user level fault tolerance as well as reducing the processng
time required by an gpplication program to send the same message to multiple recaivers.
This cgpability dso provides the sysem resource manager greater flexibility in routing
without change to actud application programs.

2.3 Synchronous and Asynchronous Service

All message sends and recelves are by default, asynchronous operations in the system.
This default case dlows user programs to initiste message trandfers and continue
processing while the operating sysem and network are transferring the message. The
asynchronous trandfer format minimizes the overhead pendty of sending and recelving



messages, dlowing the user program to continue operations on user functions while
periodicaly checking datus. For gpplications that peform large numbers of multiple
asynchronous sends, the user defines, and then passes through the send call a semaphore.
As the datus of each send is returned and updated, the IPC facility updates the
semaphore.  In this fashion, the gpplication program need only check the sngle
semaphore, and may dect to check the individua satus for any number of completed
events desred. This smple protocol reduces the gtatus “polling” time for these types of
goplications.

Synchronous transmissons are syntheszed by executing a separate suspend function
after executing the send or receive.  When suspend is executed, the operating system
sugpends further execution of the Ada task until a trandfer complete status has been
returned. When the task is suspended, the operating system initiaies execution of the next
program in the ready to run queue, as shown in Figure 4.

2.4 Virtual Channe/Datagram Protocols

Both datagram and virtua channel protocols are supported by the IPC facility. Message
trandfers usng the datagram protocol in the BSY-2 sysem are initiated by the IPC
facility on the sending node The IPC fadlity initiates the trandfer on behdf of the
sending application by sending the message to the network processor node. At this point
no dlocaion of buffers or intermediate hardware resources has occurred.  While the
goplication program continues execution, the message is transferred throughout the
network by dynamicdly dlocating buffers and resources for the next intermediate
dedtination. Multiple packets from the same messsage may exis sSmultaneoudy
throughout the network and are dynamicaly dlocated resources throughout the network.

Program Program
0 0
0 0 .
IPC | XFER Complete
SEND SEND
[O_WAIT" |

Figure 4. Asynchronous and Synchronous Message Transmissions

Virtud channd tranders initiate identicdly to datagram channds.  The IPC fadlity
initistes the trander on behdf of the sending application by initiating transfer of the
message to the network processor node. However, before the message is sent from the
sending network processor, dl intermediate buffers and resources are pre-alocated.



Virtud channels are used only in limited gpplications, and have the potentid to cause
garvation of intermediate network resources for large messages.

2.5 Message Segmentation

IPC message sizes can range from a few bytes to the Sze of the largest buffer in the
sysem (approx. 2+ Mbytes determined prior to sysem implementation). The network
resources that limit the sze of a angle trander are maintained transparently from the user
goplications. The IPC facility accepts messages of dl szes, and segments the messages
based on the resources avallable for the specific communication hardware resources and
protocols. The IPC facility maintains status and guarantees the trander of dl segments
for each message.

2.6 Fault Tolerant Message Déelivery

The IPC fadlity must guarantee the integrity of the message during trander. A
hierarchicd fault detection approach was implemented to provide overlgpping detection
of transfer erors.  The hierarchy uses both built in hardware support, and additiona
software techniques for providing the error detection coverage. First, a polynomia based
encoding of a Cyclical Redundancy Check (CRC) [14] is performed on each segment and
segment  executive heeder transferred between the application buffer and the network
processor.  Before each executive header is trandferred, a smple checksum is included in
the header. The fina computed CRC is placed in a separate control message sent to the
network processor. The network processor transfers the control message containing the
CRC from the sending node to the recalving node within the message tha initiates the
trandfer. During the subsequent processing of the receiving message, the IPC facility in
the recaelving node first checks the integrity of the header by verifying the checksum, and
then initiates the trandfer of the message body into a user buffer. A CRC is agan
computed on the ssgment and executive header during the transfer from the processor
node into the agpplication memory, and the IPC facility compares the CRC's to determine
if any errors occurred. The ring network provides further built in coverage at the packet
levd. Any errors detected are reported back to the sending IPC facility for subsequent
error processing.

Message failures can dso occur due to other error conditions throughout the system, such
as hardware faults or application program faults. The IPC facility accounts for these
types of errors by setting a watchdog timer for each trandfer.  If a message is sent and the
watchdog timer expires before a response is received, the IPC facility initiates error
processing.

In the event a falure is detected, the IPC facility typicdly initistes a resend of the
segment.  The IPC facility provides a default maximum number of 3 retries per segment,
per dedingion. In the event of a group trandfer, individud segments may be
retransmitted to specific destinations. For a subset of faults the IPC facility can resend
and complete the transfer transparently to the application program. However, if the IPC
fadlity is unable to successfully complete the trandfer, an error satus is returned to the
goplication program, a which time the gpplication program may eect to resend the
message.  If eected, the message is only resent to those degtinations that reported



falures. How contral is dso implemented in order to balance gperiodic send and receive
raes. If dl resources (receive buffers) are currently being used by a receiving program
onagiven logca channd, the message transfer is suspended until resources are freed

3. IPC Hardware Support

The AN/BSY-2 computer system included built in hardware support for message passing,
including pardld DMA channds, mailbox interrupts between the network processor and
goplication processor, dua ported memory, and fast exception handling. Low leve
hardware support was aso included for supporting fault location and detection, as well as
fagt efficient processng of the varidble message szes input from red time sgnd

processing hardware.
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Figure 5. Processor Node Architecture

Figure 5 shows the built in low leve hardware support for IPC. As shown in Figure 5,
each communications channd (fiber optic, serid, and pardld) contains a dedicated DMA
device to provide fast block transfers of data between user buffers and communications
devices. The node architecture aso includes a private bus between the CPU and dud
port memory. This dud bus organization alows IPC to set up the DMA trandfer aross
the globd bus and return control back to the application program. The application
program can continue ingruction execution out of the CPU cache, and may continue to
access daa from the dua port memory using the locd bus. The dud bus organization
and multiport memory minimizes busy waiting due to bus abitration during the DMA
message trandfer. Mailbox interrupts are provided for communications channds to
invoke IPC. Figure 6 shows an expanded view of the interface between the network



processor’s multiport memory, and the globa bus. Figure 6 shows the network processor
node containing send and recelve work queues, and dud port memory. The dua port
memory is separated into two buffer pools, a send buffer pool and receive buffer pool.
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Figure 6. IPC-Network Interface

Send/Receive Queues

IPC and the network communicate via Communications Control Messages (CCM) placed
into the send and receive work queues. A CCM message is shown in Figure 7. For the
send queue, IPC mantans the next free entry pointer, and the network processor
maintains the next to service pointer. 1PC places the next CCM entry into the queue, and
sets the vaid bit.  Setting the vdid bit causes an interrupt to the network processor. The
network processor can service dl sequentid requests with a vdid bit set.  When the
processor reaches an entry with the valid bit cleared, the top of the work queue has been
reached, and the network processor terminates service. For the receive queue, the same
protocol exists, kut the roles of the network processor and IPC are reversed. The network
processor places incoming requests into the queue, and writes into the IPC mailbox
causng an interrupt to IPC. IPC then checks the receive queue for the next vaid entry.

Each work queue is mantaned as a circular buffer. This protocol alows both the
network processor and IPC to smultaneoudy operate out of the same queue . At this
level, both the IPC facility and the network processor pull work requests from the queue
on a firs come firg serve bads, implying no sorting or arranging of work requests based
on priorities.  Both the IPC facility and the network processor may then choose to insert
requests into local scheduling queues based on priorities.  This gpproach smplified the
implementation of the interface work queues.
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Figure 7. CCM and Executive Header Layout

3. IPC Implementation

The criticdl dedgn features of the IPC facility included the organization of run time daa
dructures to support the required functiondity, efficent run time dlocation/dedlocation
of these data dructures, implementation of fast device drivers, and utilizetion of low leve
hardware resources supporting transfer of the data. Designing and implementing the data
dructures was a criticd dep in the overdl desgn of the IPC facility. The red time
requirements of the sysem placed hard timing condraints on dlowable overhead
processing time for alocation/dedlocation of the data Sructures, and searching and
updating the datus in the data Structures. Where possible, data structures were pre-
dlocated in pools to minimize run time overhead, organized to minimize search and
update times, and quick association fields were included for accessing particular fidds
within  more complicated and hierarchica sructures.  The organization of the data
Structures is discussed below.

Data Structure Design

Applications first execute an open_channd command that regigers the program with the
system resource manager. Information is passed back b IPC from the system resource
manager during the execution of the open channd command, causing the credtion of a
Communications Control Block (CCB) and Request Control Block (RCB) as shown in
Figure 8 and 9, respectively.

Program ID MSG_ID
MSG_ID Message_Size
Elapsed Timer Elapsed Timer
Num Retries Max RCBs Active_Drivers | Pending Drivers
CCB Status Netser Dest List Send Status Driver Status
Executive Header Message_Buffer_Pointer
RCB Free Stack Parent CCB_Pointer
RCB Pointer[0] IPC_Semaphore
RCB Pointer[1] Sent_Segs|out_Segs [ Dest_Count
0 Driver_State[0]
0 Driver State[1]
RCB Pointer[30] Driver_State[2]
RCB_Pointer[31] Driver_State[3]
Figure 8. CCB Data Structure Figure 9. RCB Data Structure

The AN/BSY-2 sysem requirements included multi-destination sends, and multiple
messages in flight on the same logicd ID. The ssgments of a paticular message are



routed independently through the network based on a dynamic routing protocol, and
arive a the dedtination in no paticular order. This asynchrony requires the IPC facility
to properly reconstruct the original message on the receiving node.

For each send operation performed by the application program, a free RCB is popped
from the stack and associated with the single invocation. In the CCB shown above, 31
smultaneous messages can be sent asynchronoudy on the same logicd channd. After a
paticular send has completed, the RCB associated with the send is freed by placing the
pointer back on the free stack. The organization of an RCB is shown in Figure 9.

The RCB data structure keeps the updated status of the transfer. For each message sent
over a particular communications medium, the RCB adso keeps track of the number of
segments sent in the message, and the dtatus of each segment. The protocol defined for
the sysem dlows falure of an individua segment only a cetan number of times The
RCB keeps a faled tdly for each segment. When the number of maximum retries for
faled segments are reached, the transmisson to that particular dedtination is flagged as
faled. In the case of a dngle degtination, then the complete transfer is flagged as failed.
However, for multiple dedination messages, the messsge may have completed
successfully to other dedtinations.  The IPC fadlity maintans the daus of each
individud dedtingtion in the case of a multi-destination send, and makes this information
available to the gpplication programs through a return status. Application programs can
invoke a re-send of the message if the datus indicates a faled destination, causing the
IPC facility to re-send only to those dedtinations that reported falure. The message is not
resent to dedtinations that reported success.  This information can dso used by the
network resource manager in evauaing the system status.

4. |PC Low Level Programming

IPC transfers can be broken into three separate stages. The first stage is initiated by the
IPC cdl from the gpplication program to the operating sysem.  In this first stage, the
message is broken into segments, and the individud segments are sent over the
gopropricte communications channel.  Figure 10 shows the transfer of a message to
multiple destinations over the fiber optic ring. As shown in Figure 10, multiple segments
of the same message can exis in the network processors multiport memory concurrently.

Once an individud segment has been trandferred from the user buffer into the network
multiport memory, it may be trandferred through the network independently from dl
other segments.  In the case of multiple destination messages, the individua segments are
transferred once from the applications send buffer to the multiport memory. The network
performs multiple transfers of the same segment to each destination specified by IPC.
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Figure 10. IPC Trandfer Stages

The second dage is the actuad trandfer of the message from the sending network
processors multiport memory into the receiving nodes multiport memory. The third stage
is the transfer of the message segments from the receivers network processor into the
receive buffer. As the ssgments arive, the receiving IPC must recondruct the message
usng the ssgment number information contained in an executive header included at the
top of each segment.

Each of these three stages can operate asynchronoudy and concurrently for the multiple
segments going to multiple dedtinations.  IPC processes the trandfer using a program
initiated interrupt driven exception routine.  Execution of IPC in an interrupt routine
dlows each trander dage shown in Figure 10 to occur asynchronoudy, avoiding time
consuming busy waiting, or congant saus polling of dl ssgment tranders and datus
updates. A smplified verson of the state machine organizaion of the exception routine
isshown in Figure 11.
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Figure 11. IPC Exception Routine Operation

If the IPC work queue is empty, or dl requests have been serviced and IPC is idle waiting
on return datus, placing the entry into the work queue initiates the exception processng
routine. If the work gqueue contains requests in progress, the request is queued.. Requests
are generdly handed in FIFO order, however certain higher priority requests can be
inserted into the queue and processed reative to their priority. In the absence of any
priority ordering, queued receive requests will take precedence over queued send
requests.  Control returns back to the application program after the request is placed in
the queue.  This implementation provides fast return back to the user program,
minimizing the amount of time line taken by 1PC for sending or receiving messages.

Message Transfer Sequence

The protocol for transferring messages between IPC and the network processor is
outlined in Figure 12. Initidly, a ssgment from the send message buffer is transferred
into the network multiport memory (1 in Fgure 12). This trandfer is accomplished using
the network processor DMA unit shown in Figure 9. IPC sats up the transfer and retuns
control back to the user. The application program continues to execute while the DMA
transfer takes place. Once the DMA transfer has completed, the DMA causes an interrupt
that again kicks off the IPC exception routine. Next, an executive header is DMA'’ed into
the top seven long word entries in the multiport memory buffer (2 in Figure 12). The
executive header is shown in Figure 11. The executive header contains information
required by the receiving IPC to recondruct the message. The executive header does not



contain any information required by the network, and is passed through the network to
the recaiving IPC facility as pat of the message body. The executive header forms a
virtua communications link at the sesson/trangport layer shown in Figure 2.

The CRC check is peformed on the message and executive header. The IPC facility
places the CRC into a CCM for that transfer, and writes the CCM into the send queue (3
in Figure 12). The IPC facility then updaes the RCB datus indicating that a segment
was sent to a sngle dedtination and checks to see if more segments are avallable for
trandfer, or if more destinations are specified for the segment before leaving the exception
routine. For each dedtination specified in the logicd ID, a CCM s tranderred into the
send work queue.  If more segments are available for trandfer, the IPC facility sets up the
DMA and exitsthe routine.

User Msg Buffer User Msg Buffer
IPC Structures IPC Structures
I O 1 |:|‘\
J | %
1 U 8
2 3 |11 9 6
NV R BV R
5 5 ,
Multipo! Itiport
Memory Memory
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[ Exec Header
[ cCM Request
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Figure 12. Message Transfer Protocol

The exception routine is next entered when the network processor writes into the IPC
malbox causng an interrupt. The IPC facility then tranders a CCM from the receive
queue into the processor (6 in Figure 12) and checks the op code. If the op-code
gpecified an incoming message, a DMA trandfer of the executive header from multiport
memory (7 in Fgure 12) is initiated. The executive heeder must be trandferred fird, in
order to determine the dedtination logica ID, and which segment of the message is
pending in the multiport memory. The recelve data structures are updated, and a DMA
trander is set up trandering the message from multiport memory into the receive buffer
(8 in Figure 12). When the segment has been trandferred, IPC compares the computed
CRC with the CRC sent in the CCM. If a discrepancy exids in the computed CRC's, the
transfer of the segment is marked falled, and the status returned to the sender for retry. If
the CRC's match, then a success dtatus is returned. In ather event, the status of the
transfer is returned back to the sender in a CCM sent from the recaeiver (9 in Figure 12).



The network transparently passes the dtatus back to the sending IPC facility in a CCM
(10 in Fgure 12). The sending network processor writes in to the IPC mailbox causing
the IPC facility to enter it's exception routine again. The CCM is transferred back into
the processor (11 in Figure 12) where the op_code specifies a returned status. If the
datus returned is success, the IPC facility checks the work queue for more segments, or
messages to send. If no new messages a segments are pending, control is returned back
to the gpplication program currently executing.

5. Conclusion

In this paper, the functiondity and implementation of the red time interprocess
communications (IPC) facility developed for the AN/BSY-2 system was described. The
IPC facility includes a platform independent message passng interface that supports the
unique requirements of a red time didributed system. In addition to timdiness issues,
the system requirements aso included support for fault tolerance. The IPC fadility dlows
programs to form virtua channds, separating the network specific hardware, and device
driver protocols from the gpplication programmer. Group operations are dso
conveniently defined on logicd IDs dlowing progams to dynamicdly regiger and
depart from any group. The low levd hardware support designed for supporting fast
message transfers and fault detection was aso presented. The hardware support included
DMA devices, demand driven interrupts and mailboxes, and dua ported memory. The
protocols defined for processng incoming and outgoing messages minimized the
overhead associated processng the requests. The first system was successfully deployed
in1997.
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