
Network Protocol Analysis  

 

The purpose of this project is to use a network protocol analyzer, Wireshark, to examine 

packet sequences and contents for IP protocols, specifically, ICMP, ARP, and TCP. 

 

Download and run Wireshark on your own machine. Wireshark can be downloaded from 

wireshark.org. Install on your own machine; you need to install and run Wireshark as 

administrator.   

 

Part I Tracking ICMP packets 

 

Use Wireshark and Ping to examine transmit and received ICMP packets. In this class 

you must run Wireshark with the promiscuous mode turned off.   

 

Process: 

a) Start Wireshark 

b) Under capture � options select the interface your computer uses to send and 

receive packets. On my computer it is: 

a. Intel(R) PRO/1000 GT Desktop Adapter (Microsoft's Packet Scheduler) : 

\Device\NPF_{5CD5C7FA-3D38-42E3-976B-F091496A5295} 

c) Under capture � options click off the “Capture packets in promiscuous mode” 

d) In the main window � use the ICMP capture filter, click down arrow on left and 

select icmp (Or type icmp into the capture filter field). 

e) Click on Apply 

f) Click start 

g) Get one round trip time to www.google.com using ping,    

 ping –n 1 www.google.com  

h) Under Capture � stop wireshark 

i) Repeat for ping –n 1 –l 256 www.google.com (it is –l 16, -l is length option, not -1 [one]) 

 

Questions: 

 

1) What is the IP address of destination: www.google.com?  

2) What is the “Time to live” set on each Echo (ping) requests?  Why do these 

packets have these “Time to live” values? 

3) What is the length of the ICMP message? 

4) What is the length of the IP packet in parts g) and i)? 

5) What are the sent data bytes. 

6) What is the MAC address (physical address) of your NIC? Find the MAC address 

by examining the Echo (ping) request in the Packet Bytes Plane (the bottom 

window) 

7) What is the source IP address (in Hex); look in the Packet Bytes Plane (the 

bottom window). Hint: use http://www.easycalculation.com/hex-converter.php 

8) In Wireshark, generate a flow graph under Statistics�Flow graph, select “All 

Packets”, “General flow”, and “Standard source destination addresses”. Discuss 

the resulting flow graph. See Figure 3.  



Part II Tracking ARP Packets 

 

Use Wireshark and the arp command to examine transmit and received arp packets. In 

this class you must run Wireshark with the promiscuous mode turned off.   

NOTE: This assignment requires Wireshark and permissions to execute the arp –d * 

command. You should execute Wireshark and the arp –d * on your own computer as 

administrator.  

 

Process: 

a) In Windows bring up a “command” window by Start � Run�cmd  

b) In the command window run arp –a, this command displays the local ARP table. 

c) Record the results, it should look something like that shown in Figure 1: 

d) Figure 1 Result of arp –a command 

e) Start Wireshark 

f) Under capture � options select the interface your computer uses to send and 

receive packets. On my computer it is: 

a. Intel(R) PRO/1000 GT Desktop Adapter (Microsoft's Packet Scheduler): 

\Device\NPF_{5CD5C7FA-3D38-42E3-976B-F091496A5295} 

g) Under capture � options click off the “Capture packets in promiscuous mode” 

h) Under capture � options put arp in the capture filter box.  

i) Click Apply 

j) Click start. 

k) In the computer’s command window run arp –d *, this command clears the local 

ARP table. In the computer’s command window run arp –a and record the results 

again. You must be administrator to run the arp –d * command. 

l) Stop Wireshark 

m) In Windows bring up a “command” window by Start � Run�cmd  

n) In the command window run ipconfig /all. Note the Physical address of your 

machine. 

o) In the Wireshark main window set the filter to eth.src==physical address, e.g., 

eth.src==00:0E:0C:DA:85:8D.  See Figure 2. Note the here the terms “physical 

address” is the same as the Ethernet Address. 

 



 
Figure 2 Filter on Ethernet Address 

 

Questions: 

 

1) How big was your initial ARP table? 

2) Look in the Ethernet packet and determine the Broadcast MAC address? 

3) Why is a Broadcast destination MAC address used in ARP? 

4) Did the results of the arp –a command change as a result of executing the arp –d * 

command? Explain your observation. 

5) Examine an ARP Request packet, why is the target MAC address all 0’s? 

6) Examine an ARP Reply packet by changing the Filter to eth.dst==physical 

address, e.g., eth.dst==00:0E:0C:DA:85:8D. What new information is learned 

from the data contained in the ARP Reply packet? 

7) Examine the arp exchange messages. Change the filter to eth.addr== physical 

address, e.g., eth.addr==00:0E:0C:DA:85:8D, and comment on the Flow Graph 

for these packets.  Under Statistics�Flow Graph, use the settings shown in Figure 

3. 

 

Figure 3 Flow Graph Settings 

 



Part III Tracking TCP packets 

 

The purpose of this assignment is to use Wireshark and Internet Speed Test to examine 

transmitted and received TCP packets.  

 

Process: 

a) Start Wireshark 

b) Under capture � options select the interface your computer uses to send and 

receive packets. On my computer it is: 

a. Intel(R) PRO/1000 GT Desktop Adapter (Microsoft's Packet Scheduler) : 

\Device\NPF_{5CD5C7FA-3D38-42E3-976B-F091496A5295} 

c) Under capture � options click off the “Capture packets in promiscuous mode” 

d) Set filter to only observe TCP packets. 

e) Click start 

f) Run Speed Test from http://speed.sunflower.com/ 

g) Stop Wireshark 

 

Questions: 

 

1) Find the addresses of the hosts involved in the speed test.  Under the 

Statistics�Conversion Lists select TCP.  From the list of TCP conversions find 

the addresses of the hosts involved in the speed test.  Call the address of your 

local host Address A, and the address of your remote host Address B. 

 

Use a filter to focus on the packets involved in the speed test. In the filter blank at the 

top level of wireshark type in: 

ip.addr= = Address A or ip.addr = =  Address B 

then click “apply” 

 

Describe the Flow Graph for these packets.  Under Statistics�Flow Graph click 

“Displayed Packets”, “TCP Flow”, and Standard source/destination addresses. 

 

2) What is the size of the TCP packets used in this application?  Why this value was 

selected?   

3) What are the Seq and Ack numbers for the three-way hand shake that set up the 

TCP connection (Look at the packets at the start of the connection)? 

4) Find the close connection packets for this application (go to the end of the trace), 

discuss what you observe. 

 

Part IV Summary 

Discuss how the Wireshark output demonstrates protocol layering and encapsulation. 

Discuss how network protocol analyzers are used to examine the operation of network 

protocols.  What are some possible applications of a network protocol analyzer?  


