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Abstract—With the development of smart grid technologies
and the fast adoption of household IoT devices in recent years,
new threats, attacks, and security challenges arise. While a large
number of vulnerabilities, threats, attacks and controls have
been discussed in the literature, there lacks an abstract and
generalizable framework that can be used to model the cyber-
physical interactions of attacks and guide the design of defense
mechanisms. In this paper, we propose a new modeling approach
for security attacks in smart grids and IoT devices using a Cyber-
Physical Systems (CPS) perspective. The model considers both
the cyber and physical aspects of the core components of the
smart grid system and the household IoT devices, as well as the
interactions between the components. In particular, our model
recognizes the two parallel attack channels via the cyber world
and the physical world, and identifies the potential crossing routes
between these two attack channels. We further discuss all possible
attack surfaces, attack objectives, and attack paths in this newly
proposed model. As case studies, we examine from the perspective
of this new model three representative attacks proposed in the
literature. The analysis demonstrates the applicability of the
model, for instance, to assist the design of detection and defense
mechanisms against smart grid cyber-attacks.

I. INTRODUCTION

The smart grid, which integrates advanced computing and
telecommunication capabilities with the conventional electric
grid infrastructure, is envisioned to revolutionize power gen-
eration, transmission, delivery, and consumption. While some
supporting and value-added technologies for the smart grid are
still evolving, the core concepts, such as the advanced metering
infrastructure (AMI), large-scale load balancing, dynamic pric-
ing, and demand response, have been widely adopted across
continents. Cybersecurity is a major concern for the smart
grid, since the added “smart” capacities and the connected
peripheral devices are exploitable to adversaries.

Existing attack modeling frameworks for smart grids mostly
follow the conventional system or network attack models.
They fall short in capturing the essential cyber-physical (C-
P) properties and the interactions among cyber and physical
components for smart grids, which carry insightful and sig-
nificant implications to the design of control mechanisms. In
particular, we observed that attacks only propagate within the
cyber world or within the physical world during the majority
of their life-cycles, and they only cross the C-P boundary at
certain components of the smart grid system. It is beneficial to

examine these two attack channels independently, and identify
the possible crossing points via attack modeling. In addition,
with the exponential growth of IoT devices that are connected
to the grid, new attack surfaces and attack paths are being
introduced that are not captured in most of the existing models.

In this paper, we propose an attack model for the smart grid
systems that: (i) captures the specificity of and the interactions
between the cyber and physical aspects of attacks against smart
grid systems; (ii) is abstract and general enough so that it could
be used to analyze a variety of cyber-attacks; (iii) covers the
core concepts and the security-critical components of the smart
grid system, and highlights the possible attack surfaces and
attack paths among the components; and (iv) also captures
the interactions and the corresponding security implications
between IoT devices and the smart grid system.

The main contributions of the present paper are:
•We present a novel CPS model for the security analysis of
the smart grid from both cyber and physical perspectives.
•With the proposed model, we investigate the possible attack
surfaces and attack paths for security attacks on smart grids.
•We examine case studies to illustrate how the proposed model
can be used to analyze real-world security attacks and assist,
for instance, in designing defense mechanisms against them.

The remainder of this paper is organized as follows. We
first present the CPS model for smart grid systems in Section
II. We then review all the possible attack surfaces and attack
paths by using the new model, and present three case studies
in Section III. We discuss the implications of the proposed
model in Section IV, followed by a brief summarizing of the
literature in Section V, and then we finally conclude the paper.

II. CPS MODEL FOR SMART GRID SYSTEMS

A. CPS Components of Smart Grid Systems

Unlike [1] that coarsely models CPS components into cyber,
cyber-physical, and physical aspects, we study the smart grid
at a fine granularity. We examine the cyber and physical
aspects for each smart grid component, and analyze how such
components interact during smart grid operations, and how
such interactions affect the security of the grid. We model the
smart grid into four main components: meters, communication
infrastructure, control system, and the power grid (Figure 1).
We also include IoT devices and home hubs. Inspired by [1],



we model the cyber aspect (C) and the physical aspect (P ) in
each component, where the cyber aspect refers to computing
and communication modules, and the physical aspect refers to
sensors, actuators, electricity distribution modules.

Fig. 1. Overview of the CPS model for smart grid systems.

Smart Meters: The smart meters are terminals of the energy
distribution pipeline that are distributed in every household.
We consider the communication channel with the smart grid
infrastructure (CM in Figure 1) as the cyber aspect of the
smart meters, and the power line (PM ) as their physical aspect.
CM is used to report consumption data, and receive electricity
prices and instructions. Meters are also envisioned to have a
consumer-facing cyber module that directly connects to the
cloud, possibly through local Wi-Fi or mobile network. PM

monitors and controls local electricity consumption in the
household. Although the smart meters are usually proprietary
closed-source devices owned by the utilities, they are widely
distributed and physically insecure, so that both CM and PM

are exposed to remote/local adversaries. Therefore, they often
become the primary entry point of attacks against the grid.

Smart Grid Communication Infrastructure: The communi-
cation infrastructure facilitates the flow of information between
the control system, the meters, and the sensors in the smart
grid. This system is primarily considered as a cyber aspect (CI

in Figure 1), which interacts with the cyber (communication)
modules of other components. We also consider the physical
layer of the network and the network devices as the physical
aspect of this component (PI in Figure 1), which is used to
support the cyber component—the actual communication.

Smart Grid Control System: The control systems take
(often aggregated) inputs from the meters and other sensors,
coordinate with power generators, and control the important
functions of the power grid. We consider the communication
channel (CC) as the cyber aspect of control systems, and the
power grid control module (PC) as their physical aspect. Smart
grid control systems are unlikely to be directly exposed to
remote attackers, except for a number of high-profile attacks;
rather, they are often intermediate targets for adversaries.

Power Grid: The power grid represents the conventional
electrical grid that distributes power to the users. Its physical
aspect (PG) consists of the grid infrastructure managed by
the grid control system through actuators, and the distributed
sensors that monitor the grid status. Its cyber aspect connects
to the communication infrastructure to report sensor readings

(CG in Fig. 1). Although technically the control system could
use the communication infrastructure to control the actuators,
we consider this control channel as part of the control system
PC . The power grid is often the target of security attacks,
while the sensors may become adversaries’ entry points.

IoT Devices and Home Hubs: IoT devices and the smart
grid are envisioned to benefit each other under the concept
of smart cities [2]. We consider the energy consumption
modules as the physical aspect of the IoT devices (PT ).
IoT devices communicate with the users or service providers
through cloud platforms or home WiFi: CT in Fig. 1. Although
the IoT devices were envisioned to exchange information
with the smart metering infrastructure, e.g., to receive real-
time electricity prices, the adoption of such functionality is
still limited. Meanwhile, standalone home hubs have become
popular in the market, such as Samsung SmartThings Hub,
Amazon Echo, Google Home, etc. Home hubs communicate
with IoT devices in the household through different types of
connectivity, such as Wi-Fi or Zigbee (their cyber aspect, CH ).

B. Smart Grid CPS Component Interactions

We group the interactions between smart grid components
into two categories, and briefly discuss each interaction.

• Information flow, denoted by the numbers 1 to 7 in Figure
1 (thin dashed lines)

• Electricity/control flow, denoted by the letters A to C in
the figure (thick dashed lines)

1: Smart Meter to Communication Infrastructure: Smart
meters report power consumption details and operation status
to the control center, possibly through local collectors and re-
gional aggregators. The smart meters also receive information,
such as electricity prices, from the communication network.

2: Communication Infrastructure to Control Center: Smart
grid data centers receive smart metering data from the Ad-
vanced Metering Infrastructure (AMI) and grid status from
sensors via the communication infrastructure.

3: Power Grid to Communication System: Sensors are
widely distributed in the grid to monitor the real-time grid
status. Sensor data is transmitted to the control system through
a communication infrastructure. In the conventional power
grid, this component is implemented by a SCADA network.

4: Smart Meter to IoT Devices: While the smart meters
were envisioned to directly connect to household IoT devices,
such proposals were never widely accepted in practice. We still
include the link between smart meters to IoT devices since:
(i) such functionality is supported in a small range of devices;
and (ii) this link may be exploited by adversaries to reach
smart meters from compromised IoT devices.

5: Home Hub to IoT Devices: Home hubs connect to IoT
devices using open or proprietary application-layer protocols
typically via wireless connectivity. Through this connection,
device status and operation information is transmitted to the
hub, and control commands are sent to the devices.

6: Direct connection to IoT Devices: One mechanism for
commercial IoT devices to connect with users is via a direct
connection through the home Wi-Fi. In this case, a service



runs on the device that expects incoming connections, and the
client (smartphone app or web browser) directly connects with
those devices, without going through an external server.

7: Cloud connection to IoT Devices: Another mechanism
to connect to IoT devices is to employ a cloud server as an
intermediary. In this case, IoT devices maintain continuous
connections with the cloud, while users connect to the cloud
platform to check device status and send control commands.

A: Control System to Power Grid: The control system
manages the operations of the grid. Many smart grid functions,
e.g., load balancing, are implemented through this channel.

B: Power Distribution to Households: This is the con-
ventional power grid that is used to distribute electricity to
the households. With the new development of Net Energy
Metering (NEM), households may also sell energy to the grid.

C: Electricity Consumption by IoT Devices: IoT devices
consume electricity off the grid. While each device has a very
limited impact on the grid, the impact could be amplified if a
large number of devices is compromised.

III. ATTACK MODELING FROM A CPS PERSPECTIVE

A. Attack Objectives, Attack Surfaces and Attack Paths

Intuitively, all smart grid components that are physically
insecure or revealed to the external network are possible attack
surfaces. The power grid is a critical infrastructure component
that is the primary target of high-profile state-sponsored or
terrorist cyber-attacks. However, smart meters, household IoT
devices, and other components may still become attack targets.

Every interaction among smart grid components (1 to 7
and A to C in Figure 1) could be a potential attack path.
While each attack path only links a cyber aspect with another
cyber aspect, or a physical aspect with another physical aspect,
attacks could cross between the cyber and physical aspects at
any component. For example, if the control system is attacked
at CC , it possible for the attack to cross the C-P boundary and
impact the physical aspect of the grid controller, PC .

Formally, the attack path of a generic attack is denoted as:

(S : C0) → C1 → C2 � P1 → (O : P0)

In this representation, (S :) is the attack surface, which usually
starts in the cyber world. Ci denotes a cyber component on the
attack path, and � indicates the Cyber-Physical crossing. The
attack path then reaches to the physical components Pj and
finally arrive at the attack objective (O :). With this abstract
model, we have a clear view on the essential components on
the attack path, which also give us hints to identify key points
in breaking the path and blocking the attack.
IoT Devices and the Home Hubs. IoT devices and home
hubs are among the primary entry points of remote adversaries,
e.g., [3]–[5]. They are often accessible from the Internet and
poorly managed, thus posing significant security risks [1], [6].
In practice, adversaries could reach IoT devices through com-
promised home hubs, the cloud (e.g., compromised accounts),
or the Internet, i.e., the attack paths 5, 6 and 7 in Figure 1.
Although there is a potential attack path from CT to CM , this
connection is rarely adopted in the industry. Meanwhile, a

significant amount of compromised IoT devices could collude
to attack the physical power grid from PT to PG via PM ,
through the attack paths C and B in the figure [3], [4]. Last,
compromised IoT devices (CT ) may be employed to attack
external networks [7]. This family of attacks never impacted
the smart grid, since they never crossed from CT to PT .
Smart Meters. Smart meters are considered viable attack
surfaces because they are technically vulnerable and physically
insecure [8]–[10]. They could be utilized for local attacks,
such as usage fraud [11], or for large-scale attacks, such as
false data injection against state estimation [12]–[14]. Attacks
from compromised meters may propagate either through their
cyber or physical aspects. In particular, false data injection
attacks use the attack path 1. Smart meters may interrupt the
operations of IoT devices via attack path C, and/or manipulate
the power demand in the power grid (similar to [3], [4])
via attack path B. Since smart meters include both physical
and cyber aspects, attack paths could cross the C-P boundary
from CM to PM , e.g., meters compromised from the cyber
world could be utilized to attack the physical world. Lastly,
as reported in [11], [15], malware may spread across smart
meters; these are considered to be attacks from CM to CM .
Communication Infrastructure. The communication infras-
tructure CI is a primary attack target [16], [17]. However, the
ultimate goals of such attacks are the physical grid, while CI

is just a stepping stone on the attack path. As shown in Figure
1, attacks reach CI from compromised terminal nodes through
attack paths 1 and 3. They further propagate to the grid control
center CC through path 2. Meanwhile, attacks on the physical
aspect of the infrastructure PI will directly impact CI .
Smart Grid Control System. The control centers are obvi-
ous targets of attacks against the smart grid. They are unlikely
to be entry points of adversaries since they are usually well
protected. Instead, they are often attacked remotely. Attacks
from the communication infrastructure CI reach the control
system CC through the attack path 2 in Figure 1. At the control
center, they cross the C-P boundary from CC to PC , and
further impact the physical power grid through the attack path
A. Physical attacks to the power grid (e.g., MadIoT attacks
[3]) may affect the control system through attack path A.
Power Grid. The physical aspect of the power grid PG is
usually the ultimate goal of attacks. Some grid components,
such as the distributed sensors and state meters, may also
become entry points of attacks [12], since they are widely
distributed and not always physically secure. If the power
grid PG is attacked, possibly from PC through attack path
A, this is highly likely to further impact the regular electricity
consumption of end users, PM , via attack path B. Attacks on
sensors and meters may be initiated from the cyber or physical
world and propagate through the cyber world from CG to the
communication infrastructure CI via attack path 3.

B. Case Study: Data Injection Attack against State Estimation

In data injection attacks, adversaries attempt to interfere
with meter or sensor data that is uploaded to the control
center, so as to prevent the control center from accurately



Fig. 2. Case studies: attack paths for (a) the data injection attack, (b) the MadIoT attack, and (c) the SCADA attacks.

measuring or estimating the state of the grid [12], [13], [18].
When the attack is successful, the controller would operate the
grid based on wrong state information, which might ultimately
cause large-scale grid failures. Figure 2 (a) demonstrates how
this family of attacks is captured by our proposed model.

Attack Surface: As discussed in the literature, adversaries
exploit the measurement devices that are distributed and phys-
ically insecure, including smart meters and sensors. False data
is injected via compromised meters or through man-in-the-
middle attacks. All the attacks in this class that were proposed
in the literature come from the cyber (data) channel, therefore,
both CM and CG in Figure 2 (a) become attack surfaces.

Attack Objective: The goal of such false data injection
attacks is to interfere with the normal operation of the power
grid, to disturb the optimization and reliability functions,
and/or to cause physical damage to the grid. While PG is
the primary target of the attacks, PM will be affected as well.

Attack Path: False data injected from CM and CG is
transmitted to the communication infrastructure CI via paths
1 and 3 in Figure 2 (a). The false data is then passed to the
control center CC through path 2. These segments of the attack
path employ the data communication channel. At the control
center, the attack path crosses to the physical side, namely to
PC , and then to PG via A, thus reaching the power grid.

Formally, the full attack path is then denoted as:

(S : CM |CG) → CI → CC � PC → (O : PG) → PM

in which (S : CM |CG) denotes the two potential attack sur-
faces, � indicates the Cyber-Physical crossing, and (O : PG)
denotes the attack objective.

This family of attacks is initiated from the cyber aspects of
two components in the model, CM and CG, but it targets the
physical aspect of the grid, PG. Hence, there needs to be a
point in the attack path to cross from the cyber to the physical
aspect. We can see in Figure 2 (a) that the attack path crosses
the C-P boundary at the control center, where grid status data
from the cyber aspect is used to control the physical grid
operations. Consequently, we claim that carefully designed
defense mechanisms at this point would be very effective in
countering the damaging effects of such attacks.

C. Case Study: MadIoT Attacks

The manipulation of demand via IoT attacks (MadIoT [3],
[4]) employs a botnet of high-wattage IoT devices to interfere

with the power demand in the grid. Figure 2 (b) demonstrates
how this attack is captured by our proposed model.

Attack Surface: In the MadIoT attack [3], adversaries have
control of a botnet of IoT devices. While it was not explicitly
discussed how the devices were recruited, it is reasonable to
assume that the attack originated from their cyber channels
(CT or CH ). For instance, the adversary could take control
of the devices through compromised cloud or local accounts,
insecure network connections, or device/app vulnerabilities.

Attack Objective: The objective of the MadIoT family of
attacks is to interfere with the grid control functions in order
to directly compromise PG and PC . A successful attack may
cause regional power outages and even large-scale blackouts.

Attack Path: The MadIoT attacks are unique that they in-
stantly cross the cyber-physical boundary at the compromised
devices (from CT to PT ) to directly attack the physical aspect
of the power grid, as shown in Figure 2 (b). The attacks do
not involve the cyber aspect of the grid (CM , CI , CC or
CG); hence, the conventional non-smart power grid is also
vulnerable to the MadIoT attacks, as long as a large number
of remotely-exploitable devices are connected to the grid [19].

The full attack path of the MadIoT attacks is denoted as:

(S : CT |CH) � PT → PM → (O : PG → PC)

This attack could be hard to defend since it originates from a
broad area, akin to DDoS attacks. We argue that a potential
solution against MadIoT could be to effectively monitor and
prevent the attack along the attack path in Figure 2 (b). For
instance, situational awareness could be introduced at the AMI
infrastructure to enable the detection of distributed attacks, and
to prevent them from crossing the C-P boundary. One may also
add defense capacity to the grid controller, as suggested in [3],
to directly deploy protection on the physical aspect of the grid.

D. Case Study: SCADA Attacks

The core of the grid control subsystem is essentially an
instance of the Supervisory Control and Data Acquisition
(SCADA) system. Therefore, it is subject to various SCADA
attacks [20]. In this case study, we examine the cyber-induced
attacks against the SCADA systems in the power grid.

Attack Surface: As illustrated in Figure 2 (c), attackers may
exploit Internet-facing interfaces of the power grid SCADA as
the initial entry point. For instance, the cyber-induced SCADA
attacks exploit software or network vulnerabilities to penetrate



into terminals that are connected to the Internet or private
networks [21]–[23]. In our model, they are all abstracted as
the cyber aspects of the communication infrastructure or the
control system (CI or CC). Although the Stuxnet worm was
initiated from removable drives connected to a terminal, we
still consider it as an attack from the cyber aspect, since it
exploits the computing/communication components instead of
the electrical grid (power line) ones.

Attack Objective: The SCADA attacks usually attempt to
bring serious physical damage to high-profile systems, such as
(nuclear) power plants and/or control centers (e.g., the Stuxnet
attack [23]). Although the attack path appears to be similar to
the final stages of the false data injection attacks, SCADA
attacks have the potential to cause significant damage. Since
they directly compromise the control system, the SCADA
attacks are capable of breaching all operation logic, safety
protections, and fail-over mechanisms.

Attack Path: The attack path of the SCADA attacks is very
similar to the later steps of the data injection attacks. As shown
in Figure 2 (c), attacks reach the cyber aspect of the control
system CC from the smart grid communication system CI

(path 2) or a direct internet connection (path i). They can
cross the C-P boundary from CC to PC , then reach the power
grid PG through path A. Attacks may also further affect the
physical power consumption of households (PM ).

The full attack path of the SCADA attacks is denoted as:

(S : CI |CC) � PC → (O : PG) → PM

The above analysis also hints at potential protection strate-
gies against SCADA attacks. First, the attack surfaces CI and
CC , including the two channels, path 2 and path i, should be
hardened to prevent unauthorized access. Meanwhile, protec-
tion mechanisms could be introduced at path A in Figure 2 (c)
to prevent the attack from causing serious physical damage
to the grid. More importantly, such protection mechanisms
should be independent from cyber-channel protection ones
(i.e., independent from SCADA’s control and safety protec-
tion), so that they do not share the same attack surfaces.

IV. ANALYSIS AND DISCUSSIONS

The objective of the proposed model is to enable researchers
and practitioners to examine smart grid attacks and design
defense mechanisms from a new angle–the CPS perspective.
The abstract model will allow us to focus on the essence of
the problems, the common properties of groups of attacks,
and the critical points where defensive mechanisms should
be deployed. For instance, as shown in the case studies, an
effective defense is expected to eliminate the attack surface
or block the attack path. The proposed CPS model abstracts
the attack paths so that the crucial points become more
identifiable, while the interactions are also highlighted.

In the design of defense mechanisms, the following aspects
need to be considered, and the corresponding protection should
be deployed: (i) system security at the attack surface; (ii)
network security along the cyber aspects of the attack path;
(iii) the critical point of the C-P boundary crossing, and (iv)

power line and device security along the physical aspects
of the attack path. In particular, we would argue that the
Cyber-Physical separation plays an important role in smart
grid security. All the attacks against the physical power grid
need to cross the Cyber-Physical boundary at a certain point on
the attack path. This point may become critical in defense due
to its unique position and properties. By adopting the concept
of layered defense, multiple controls that are complementary
in functionalities may be deployed at different components, es-
pecially the attack surfaces and targets, or to monitor/eliminate
different segments on the attack paths.

V. RELATED WORK

Smart grid security has been studied since 2009 [11], [24],
[25]. Existing research could be very roughly categorized
into: (i) data security [26]–[29]; (ii) communication system
security [25], [30]; (iii) control system/SCADA/CPS security
[31], [32]; (iv) end point security and user privacy [33], [34].
Comprehensive surveys could be found at [35]–[38].

Security modeling in the smart grid, especially attack mod-
eling, is the most relevant topic to this paper. Earlier works
mostly focus one of the two subsystems of the smart grids: the
Supervisory Control and Data Acquisition (SCADA) system
[39], [40] or the Advanced Metering Infrastructure (AMI)
[41], [42]. The former roughly corresponds to the control
system and part of the communication infrastructure in our
model, while the latter corresponds to the smart meters and
part of the communication infrastructure in our model. Attack
trees are frequently adopted in attack modeling in smart grids.
However, attack trees could be very specific and complex for
a particular attack, which makes it difficult for generalization
and adaptation. There are also smart grid security models that
focus on one aspect of the smart grid or one specific type
of attacks, e.g., on the vulnerabilities [43], on the threats and
risks (including attack surfaces) [44], [45], on malware attacks
[46], on cyber-physical switching attacks [47], etc.

Our model is different from existing smart grid security
models. First of all, our model is more abstract than the attack-
specific models, which aims to capture the complete life-
cycle of each single attack. Our model captures the essence of
groups of attacks so that it could be used to guide the design of
generalized defense mechanisms. Our model concentrates on
the conceptual-level attack behaviors and interactions between
smart grid components, so that it could be integrated with
existing attack models (e.g., attack trees) that captures the
details of specific attacks. Moreover, we highlight the cyber-
physical interactions of the smart grid, which is one of the key
features that distinguish smart grid attacks from conventional
network or hardware/infrastructure attacks and controls.

VI. CONCLUSION

In this paper we have introduced a comprehensive model
that captures both the cyber and physical aspects of the core
components of the smart grid, and also includes household
IoT devices—an intrinsic part of the smart grid concept.
Our model further details the interactions between these



components, grouped into two classes: information flow and
energy/control flow. We analyzed the cybersecurity issues of
smart grid systems via the means provided by the model. The
applicability of the model was illustrated through an analysis
of three practical case studies for attacks on the smart grid that
have already been discussed in the literature, the data injection
attack against state estimation, MadIoT attacks, and SCADA
attacks. Thus, our model enabled us to quickly identify the
key elements of each attack (attack surface, attack path and
objective), and can be leveraged to support designing effective
defense mechanisms against such attacks. As future work we
are considering to use the proposed model as guideline in
creating the training content for the smart grid cybersecurity
training system that we are currently developing. We believe
that the model will allow us to create an effective training
content that provides a clear learning structure and is readily
applicable to practical situations.
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