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ABSTRACT

Face recognition systems have been targeted by recent physical ad-
versarial machine learning attacks, which attach or project visible
patterns on adversaries’ faces to trick backend FR models. While
these attacks have demonstrated effectiveness in the literature, they
often rely on visibly suspicious patterns, are susceptible to envi-
ronmental noise, or exhibit limited success rates in practice. In this
paper, we propose a novel physical adversarial attack against deep
face recognition systems, namely Agile (adversarial glasses with
infrared laser). It generates adjustable, invisible laser p_erturbations
and emits them into the camera CMOS to launch dodging and im-
personation attacks against facial biometrics systems. To do so, we
first theoretically model physical adversarial perturbations and con-
vert them to the digital domain. The generated synthesized attack
signals are utilized to guide real-world laser settings. Our exper-
iments with real-world attackers and a benchmark face database
show that Agile is highly effective in DoS, dodging, and imperson-
ation attacks. More importantly, the candidate impersonation target
and optimal attack settings identified by Agile’s attack synthesis
approach are highly consistent with real-world physical attack re-
sults. The grey-box and black-box evaluation against commercial
FR models also confirms the effectiveness of the Agile attack.
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1 INTRODUCTION

With recent advances, state-of-the-art face recognition (FR) systems
that employ complex deep learning models trained with large-scale
datasets of millions of faces [4] can achieve over 99% recognition
accuracy [30, 38, 39, 41]. Face-recognition-based authentication sys-
tems, a.k.a. facial biometrics recognition, have been widely adopted
in real-world applications, for example, in the travel industry [14]
and consumer electronics [28]. U.S. Customs and Border Protection
has deployed facial biometrics at all international airports [6].
Along with their growing adoption, many security concerns
arise. One of them is adversarial machine learning attacks [5, 15, 21,
24], which aim to inject carefully-crafted adversarial examples into
face images to trigger misclassification of the target neural models.
However, most of these attacks are designed in the digital world.
When applying them in the physical domain, a significant drop
in attack practicality has been observed. To tackle this problem,
physical adversarial attacks have been proposed to inject physical-
domain perturbations to the object or the imaging component (e.g.,
cameras) of an FR system. The key challenge lies in generating
appropriate physical adversarial artifacts that precisely achieve the
attack effect of their counterpart generated in the digital domain.
Existing physical attacks against FR systems leverage printed
patterns, projected visible patterns, and infrared signals, as summa-
rized in Table 1. Attacks with printed patterns have been extensively
studied in the literature, which generate adversarial perturbations
in the digital domain and convert them to printable patterns in
the physical domain. The patterns are then attached to attackers’
eyeglass frames [34], hats [20], T-shirts [53], face masks [66], face
stickers [25, 29, 49, 52, 56], and makeup [16, 65]. While not relying
on special hardware, printed perturbations often involve a complex
digital-to-physical transformation (e.g., non-printability score [34],
expectation over transformation [3], total variation [20]) to han-
dle printing noise. Besides, they are fixed once being printed out
and thus cannot handle dynamic environmental noises. Another
important drawback is that printed patterns may be visually sus-
picious [25], as demonstrated in Figure 1. Attacks with projected
patterns emit light directly on the attacker’s face [35] or on the key
facial areas [22]. The adversarial patterns could be adjusted during
the attack to achieve good robustness against environment noise.
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However, they require special hardware or cooperation among mul-
tiple attackers for precise projection and have low visual stealthi-
ness, which restricts the attack practicality in real-world settings.
Finally, some recent attacks leverage invisible infrared light to gen-
erate adversarial perturbations and improve attack stealthiness.
However, the perturbation patterns generated by infrared light are
so limited that they can trigger only Denial of Service (DoS) [54]
or untargeted impersonation [63] with low attack success rates.

We also observe that existing physical attacks cannot achieve
high attack efficacy and high practicality (i.e., stealthiness) at the
same time. For example, increasing the coverage of pixels from
0.5% to 2.5% (i.e., large stickers) in [29] can remarkably boost attack
success rate from 10% to 90.32%. Similarly, in Adv-hat [20], attacks
with 10% pixel coverage outperformed those with 6%. Meanwhile, to
increase the success rate, existing attacks [29, 49] often take a brute-
force approach to test a large number of physical perturbations,
which is obviously impractical in real-world environments.

To tackle these challenges, we propose Agile (adversarial glasses
with an infrared laser), a novel physical adversarial attack e_xploit—
ing infrared laser interference against deep FR models. As shown
in Figure 1, Agile utilizes ultra-small laser diodes at a low hardware
cost to emit invisible infrared signal. It achieves superior stealthi-
ness compared to existing attacks that rely on printed or projected
patterns. The Agile attack consists of two steps: first, it theoretically
models the interference of a selected laser diode, which is then
used to generate synthesized attack face images with simulated
laser perturbations using image fusion. Next, it uses a novel PSAS
(Point-Specific Activation Similarity) filter and a similarity filter
to identify candidate attack face images, which have high success
rates to attack the target image under laser perturbations. With
synthesized attack images and the corresponding laser parameter
settings in the digital domain, Agile identifies a small range for laser
parameter configuration in the physical domain, which can effec-
tively activate dodging and impersonation attacks. Compared with
existing physical adversarial attacks, Agile can continuously gen-
erate adversarial input within the identified optimal attack range
to achieve a higher attack success rate (e.g., 80% ) within a short
period of time (e.g., 8s). We summarize our contributions as follows:

e We proposed a novel physical adversarial attack against facial
biometrics using infrared lasers. It is the first theory-backed, con-
trollable laser-enabled dodging and impersonation attacks with
high effectiveness, stealthiness, robustness, and cost-efficiency.

e We presented a novel attack synthesis approach for physical
attacks. We first developed a theoretical model to formalize laser
interference patterns for the synthesis of attack images, which
guides real-world attacks to achieve high success rates within
a feasible time frame. Then, we designed a novel PSAS filter to
accelerate the search for candidate attack face images.

o We evaluated the effectiveness of Agile against SOTA face embed-
ding models in the white-box, grey-box, and black-box settings.
The results showed that Agile is highly effective.

o We explored Agile’s ability to bypass existing defenses and uncov-
ered the new attack surfaces it introduces, to highlight the need
for future study on proper defenses against this novel attack.

Ethical Considerations. We investigated the vulnerability of
SOTA FR models under infrared laser-based physical adversarial
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Figure 1: Physical adversarial attack examples and visual
stealthiness: printed patterns [20, 34, 49, 65], projected pat-
terns [22, 35], infrared patterns [54, 63], and Agile (ours).

attacks. All the experiments were conducted in controlled lab en-
vironments simulating real-world applications using open-source
models and benchmark datasets. The experiments have been re-
viewed and approved by the Human Research Protection Program
and the Laser Safety Committee at the University of Kansas.

The rest of the paper is organized as follows: we introduce deep
face recognition and the attacks against FR systems in Section 2,
and present the threat model in Section 3, followed by an attack
overview and feasibility study in Section 4 and the design details of
the Agile attack in Section 5. We report the evaluation settings and
results in Section 6 and explore additional attacking surfaces en-
abled by Agile in Section 7. Existing defense strategies are discussed
in Section 8. Finally, Section 9 concludes the paper.

2 BACKGROUND AND RELATED WORK

2.1 Face Recognition Systems

Face-based authentication systems can be categorized into face
recognition and face verification. Face recognition answers the ques-
tion “who are you?” by matching a candidate face against a list of
known faces, i.e., one-to-many matching. Face verification answers
“Is that you?” by matching the face against one known face to con-
firm the candidate’s identity, i.e., one-to-one matching. In this work,
we focus on deep-learning-based face recognition systems, which
have demonstrated outstanding performance, e.g., [13] reported
that more than 80 models have been built and tested on the LFW
dataset [19] and 56 of them achieved 99.0% or higher accuracy.
The face recognition pipeline roughly consists of three phases:
pre-processing, representation (embedding), and recognition. (1) In
pre-processing, faces are detected from the possibly complex back-
ground and their geometric structures (e.g., landmark points such
as eyes, nose, and mouth) are identified. Popular pre-processing ap-
proaches include OpenCV [23]), RetinaFace [9], and MTCNN [59]).
(2) In face embedding, face images are represented as vectors in a
high-dimensional vector space, so that the similarity (or distance)
between two images can be calculated in recognition. State-of-the-
art (SOTA) face embedding models are complex DNNs trained with
very large datasets, e.g., DeepFace [41], FaceNet and FaceNet512 [30],
OpenFace [2], VGGFace2 [4], ArcFace [8], and SFace [61]. The
models also generate decision thresholds based on a preset false
acceptance rate. (3) In recognition, when the distance between a
candidate face and an image in the identity dataset is smaller than
the threshold, the face is matched to that identity. Last, contin-
ual learning has been adopted to improve recognition accuracy by
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Table 1: Categorization of representative physical adversarial attacks against face recognition.

Printed Patterns Projected Patterns Infrared Light
Attacks Adv-hat Adv-glasses Adv-sticker Adv-makeup | Small patterns Entire face | LED glasses LED bulbs Agile
[20] [34] [29, 49] (16, 58, 65] [22] [35] [54] [63] (our attack)
Supported Attacks D D, I D, D, I I, Ip I, Ip DoS DoS,Ip | D,DoS, I, Ip
Stealthiness X X v v X X X v v
Noise Robustness X X X X v v v X v
Hardware Costs low low low medium high high low low low

Ic =targeted impersonation, Ip =untargeted impersonation, D=dodging, DoS=escape from face detection.

adding the newly identified face images to the training dataset and
retraining the classifier.

Building a SOTA deep face recognition/embedding model re-
quires very large training data and excessive computation. In prac-
tice, complex models are often trained and shared by large ven-
dors. For example, FaceNet, DeepFace, and VGGFace are trained by
Google, Facebook, and the VGG community, respectively.

The interpretability of deep networks is still an open and chal-
lenging problem [11]. Guided backpropagation (GBP) [36] generates
gradients through backpropagation to visualize the contribution of
each input pixel to classification. Recent work reported that GBP
fails on the sanity check [1]. Grad-CAM [31] generalized the class
activation map (CAM) [62] to generate activation maps for arbitrary
CNN architectures by using the gradient from the last convolutional
layer. To better explain the results, Grad-CAM++ [7] adopted more
gradient heuristics such as the second derivative of the gradients
and the decomposition framework. In deep face recognition, metric
learning models are trained along with the classifier. The activation
decomposition approach provides a visual explanation for deep
metric learning [64]. In this paper, we use interpretation for deep
metric learning to identify candidate attack images that are more
likely to impersonate the target under laser interference, thereby
substantially reducing the computation overhead.

2.2 Adversarial Attacks against FR Systems

Attacks in the Digital Domain. While some general-purpose
DNN attacks may be utilized to compromise face recognition mod-
els, attacks specifically designed for deep face recognition models
are proposed [47, 60]. They could be roughly grouped into two
categories: adversarial examples: Deepfool [21], FGSM [15], C&W
[5], etc, and backdoors: BppAttack [48], TaCT [42], etc.

Attacks in the Physical Domain. Existing physical-domain at-
tacks utilize printed or projected adversarial patterns, e.g., face
photos and masks [17], eyeglass frames with adversarial patterns
[34], stickers with adversarial perturbations [20], adversarial make-
ups [16], etc. Earlier attacks design adversarial perturbations in the
digital world and convert them to the physical world. However, it
is difficult to precisely generate physical world perturbations that
match the digital world attack performance. To increase the suc-
cess rate, [22, 35] introduced dynamic perturbations, i.e., projected
patterns that are adjustable during the attack. However, the size
and complexity of the attacking equipment make it easily notice-
able and highly suspicious. Recent attacks modeled the physical-
digital conversion of the adversarial patterns to guide the design
of physical-world perturbations, e.g., stickers [29, 49] and infrared
LED [63]. Their performance is still limited for two reasons: first,
modeling digital-physical conversion is highly challenging due to
physical signal dynamics. Besides, physical-domain parameters are

either fixed or can only be adjusted at an overly coarse granularity,
which restricts the attack settings in the real world and results in
low attack success rates.

2.3 Light Source-based Adversarial Attacks

Adversarial lasers and light have been used in other physical-world
attacks. The AdvLB attack [12] generates visible laser beams as
perturbations to trick object detection DNNs into misclassifying.
The Rolling Colors [55] uses a visible laser beam on traffic lights to
trigger the camera of the autonomous vehicles to misclassify the
traffic light’s color. GhostImage[57] uses visible light projection
to tamper with object detection, leveraging the ghost effect to in-
fluence cameras even outside their field of vision. Compared with
laser/light-based FR attacks, the attack scenarios, threat models,
targeted systems, and approaches differ significantly, making it
infeasible to directly apply these light/laser attacks in face recogni-
tion systems. In particular, object detection is vulnerable to changes
in color and shape, whereas FR models show greater robustness
to these changes, complicating efforts to tamper with FR systems.
Impersonation attacks in FR require the face detection module to
detect and align the face accurately but also need to deceive the
face recognition module into misclassifying the altered face image.
This process is more challenging than simply disrupting object
recognition through color-based interference. Meanwhile, the im-
age projection device used in [57] is large and complex, making the
attack impractical in our scenario, where stealthiness is required.

Finally, the laser has been used in DoS and untargeted imperson-
ation attacks against the FR systems. Privacy Visor [54] embedded
IR LEDs in glasses to escape face detection in video surveillance
(DoS), which is less challenging than dodging and impersonation.
We extracted the attack images from their paper [54] and evaluated
them with SOTA face detection models. Faces are correctly detected
by MTCNN [59] and RetinaFace [9]. The Invisible Mask [63] uses
three IR LEDs mounted on a cap to project invisible light on the
face. They only achieve untargeted impersonation in small-scale
experiments (one attacker with four successful targets). The synthe-
sized images do not demonstrate strong similarity with the physical
attack images. The large-scale attack simulation was not validated
with corresponding physical attacks. [59] also acknowledges the
health risk since the attacker’s eyes are exposed to strong IR light
sources (three 5 , LEDs) in a very short distance (approximately 3
inches). On the contrary, our design has been proven safe. Last, the
dodging attack in [59] is essentially a DoS attack.

3 THE FR SYSTEM AND THREAT MODEL

We consider a typical facial biometrics system in which a camera
continuously captures video streams of a user standing in front
of it. For a full-HD camera with a prime lens, the detectable face
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(e.g., 112x112 to 1920x1080 pixels) requires a subject-to-camera
distance of 20-60 cm. We assume that the laser diode points directly
at the camera, maintaining a stable distance within the required
range, which is practical in real-world FR systems. The distance
could be approximated while inaccuracies could be compensated
by current adjustment (see Section 6.5.2). Additionally, angles can Figure 2: (A) laser diode, (B) annular interference pattern and
be aligned using the ghost e ect, regardless of the availability of a image captured by a color CMOS camera, and (C) simulated
face alignment guide on the user interface/screen (see Section 6.5.1)laser signal and synthesized image.
Most FR systems will continuously take videos/pictures until the - g4 ks under the grey-box and black-box settings to demonstrate
subject is identi ed. Secgnd-levz_al delays are acceptable in pr_actlc_e. the e ectiveness ofAgile in real-world applications.
The FR model recognizes an input face image as a known identity
if its vector-space distance to that identity (class) is smallerthan 4 ATTACK FEASIBILITY AND CHALLENGES
a preset threshold. When there are multiple matches, the system . .
selects the class with the smallest distance (or highest similarity). 4-1 ~ Attack Rationale and Feasibility
Threat Model. We adopt a threat model that is consistent with  TheAgileattack embeds a small laser diode into a pair of eyeglasses,
other physical-domain FR attacks in the literature. In particular, which emits the laser beam directly into the imaging component
the attacker should not be able to tamper with the hardware and of the FR system, e.g., a color CMOS camera. The narrowband
software components of the FR system. Besides, the FR systems aranfrared laser diode, as shown in Figure 2A, generates infrared laser
typically automated and often do not involve human observers. signals with an annular interference pattern produced after passing
We also assume the attacker has no knowledge of the face dataset through the lens. The camera captures the laser signal, revealing
for training the embedding model, but he may have (1) full knowl- a physical adversarial perturbation a ecting the facial image, as
edge of the face database for the recognition task (e.g., authorized shown in Figure 2B. Intuitively, this results in a blur e ect on the
or unauthorized identities), the DNNs used for face embedding and captured face, potentially saturating some pixels, e.g., the central
classi cation, and the camera parameters (ivehite-box a acks ); bright dotin Figure 2B, or increasing the red-channel value of others.
(2) full knowledge about the face database botthe DNNs used in These alterations can signi cantly impact the feature representation
the FR system (i.egrey-box a acks); and (3) no prior knowledge of the captured image, subsequently misleading the classi cation
about the FR system or the database (béack-box a acks ). model. Meanwhile, the infrared laser light is invisible to the human
Attacker's Goals. The terminologies for physical-world attacks  eyes, which makes the attack stealthy.
against FR systems are inconsistent in the literature. Here, we cate-  Next, we investigate the hardware, attack e ects, and potential
gorize the attacks into three types: (lhpersonation attackahere success rate to assess the feasibility of Aggle attack.
the attacker who imotin the face database is recognized by the Hardware. Commodity infrared laser diodes come with varied
FR system aa selecteduthorized identity (i.e., targeted imperson-  wavelength and output power options. Due to safety and cost con-
ation) orany authorized identity (i.e., untargeted impersonation)  cerns, we prefer low-power laser diodes, such as HL6750485 |
in the face database. (Podging attackswvhere the attacker who is and L785H144 from Thorlabswith 685=< and 785=< wave-

in the face database is not recognized by the FR systehiraself lengths, respectively. They are low-cost ($70-$90 for retail) and have
(i.e., identity dodging) or aanyone in the block ligt.e., database maximum operating currents 0f20< and250< , respectively.
dodging). And (3Penial-of-Service (DoS) attadkswhich the at- The imaging component of the face recognition systems can be

tacker aims to disable the face recognition functionality of the FR any commodity camera. In this work, we focus on CMOS cameras,
system so that no face is detected from the captured image. Note which are more prevalent in real-world facial recognition systems
that dodging is more challenging than DoS since it requires aface to compared to CCD cameras. The CMOS sensors are usually sensitive
be detectable but misclassi ed. In practice, face recognition gates or to optical signals with a wavelength im400=<e¢ 1000=-< % while
turnstiles in public venues (exhibition halls, sports arenas, stadiums, the human eyes can only notice signals withid00=<e 700=<%,
government buildings) often use blacklists. The gate opens only Therefore, the infrared light ins700=<¢ 1000=< ¥can be accurately

when a person not on the blacklist is detected, e4fj]In this case, sensed by the camera sensors but invisible to human eyes.
DoS is ine ective while dodging is desired. Deep Face Recognition Models. We consider SOTA deep face
The Agile Attack and its Objectives. In this paper, we present recognition models such as FaceN8t], VGGFace24], DeepFace
a physical-domain attack against FR systems, caflgde, which [47], ArcFace 8], and SFaced]]), which are open-source and ex-

can realize all three attacks, i.e., impersonation, dodging, and DoS. tensively tested in the literature, as the target of the attack.

While being practical in real-world applications, physical-domain  Attack E ects. A laser perturbation could change the feature
impersonation attacks often have unsurprisingly low attack success representation of a face image. Even a small change may a ect
rates. To improve the attack performance, we propose nadmel the recognition result, causing a misclassi cation (untargeted or
formedattacks under the white-box setting: based on the knowledge targeted impersonation). As shown in Figure 3, along with the
about the face dataset and the DNN models, the attacker computes increasing of the laser signal, the blurred area increases, which
attack con gurations (for impersonation, dodging, and DoS) and potentially obscures key facial features and prevents the face from
candidate attacker-target pairs (for targeted impersonation), with being correctly recognized, resulting in a dodging attack. As the
which the attack achieves a high success rate in the physical do- blur e ect intensi es, no face could be detected from the image,
main. In addition, we evaluate the DoS, dodging, and impersonation resulting in a DoS attack.
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Table 2: The average number of successful targeted imper-
sonations of 15 attackers against 5 randomly selected targets.

Targets T1 T2 T3 T4 T5
# of successes/ ASR 0/0 22/0.77% 17/0.6% 6/2.1% 0/0

Figure 3: Types of physical adversarial attacks triggered by

di erent laser signals and the potential power ranges. Finally, laser perturbations are constrained by laser power and
interference patterns. Without an e ective attack strategy, launch-
ing targeted impersonation using the naive approach may often fail.
For example, targets T1 and T5 in Table 2 cannot be impersonated
by any attacker under any laser perturbations. This is because the
images of the attacker and the target are far away from each other

. . . in the embedding space, so that small perturbations are unable to
settings) lead to excessive overexposure, rendering the faces un- . - -
push them close enough to be considered similar by a face recogni-

detectable. We also ran tests for untargeted impersonation attacks . " .
. . tion model. Recruiting more attackers would help to improve the
against a face database with 1,000 users to assess the attack suc- . . .
. . attack success rate, however, it would also increase the attack time.
cess rates. For example, in a system using MTCNN for face detec-
. . i . To address these challenges, we propose a novel framework for
tion/alignment and DeepFace for recognition, as shown in Table : . . ; ) s
. . . physical adversarial attacks. It identi es attack settings with high
6, all 15 attackers could impersonate one or multiple users in the L - - )
) . . ; . success probabilities in the digital domain and uses the informa-
database in real-world tests (i.e., the physical domain). In the digital . . . ) .
) . . X tion to guide physical-domain attacks, making the attacks more
domain, face images of 15 attackers under 15 di erent laser settings

(power and distance) could match 722, 181, and 370 users using the practical. The settings include laser settings in both dodging and

Euclidean, Euclidean-L2, and cosine distance metrics, respectively. |mperspnat|0n, and addltlpnglly suggest_ optimal attackers among
a candidate attacker set in impersonation. We refer to thgile

4.2 Challenges and The Agile Attack Overview attacks asnformed dodging or informed impersonation to dis-
tinguish them from conventional dodging or impersonation.
Agile Framework Overview. Attacks in the Agile framework
have two phasedigital attack synthesi@enoted by blue lines in
Figure 4) ancphysical attack implementatiddenoted by red lines).
Digital attack synthesis outputs suggested attackers and a small
number of laser settings for controlling the laser diode to generate
e ective laser perturbations in physical attack implementation.
The key component of thé\gile framework is digital attack
- . ) . synthesis. We will elaborate on its detailed design in Section 5.
ever, exhaustively attempting all possible perturbations may cause The main idea is to model the laser signal produced by a laser

the attacker to be identi ed under a weak or ine ective pertur- diode at a given power (stef ), and generate a set of synthe-
batlop. Fpr ex.ample, we have testeq the attack success rate (ASR)sized attack images with simulated laser perturbations through
of naive identity dodging in the physical domain, where 5 attack-

ers were randomly selected from 15 available attackers to attack laser interface fusion (step ). With the knowledge of the face
. . dataset, the victim FR model, and its camera parametersAtie
the FaceNet3( model using the L785H1 laser diodé4. We set b A

ile framework computes the settings under which the simulated
<8= = 6I0:1 g <(f£ = 25(? ; 1%r(l)dx N 1b<l ' Otp avetrr‘]algte, thilre 4 o digital-domain attacks achieve high attack success rates (stgp
e e oy o 2L 7o ® Fnal, n physia domain atcks (sep) el oo gen
showed that the e ective current for dodging attacks has a very erates laser signals using the identi e_d poyver_settlngs to tgmper
narrow range, as shown in Figure 3. Furthermore, the attack e ects with the target FR .model, forexample, mducmg It to.m|sc|a33|fy the
on di erent attackers vary. The same perturbation enabling a dodg- g:thaecrlﬁ;?‘stsep:&gif:r" #i?r(?sréltfa Ei%eetrft(ijt lrggzrﬁﬁn?tlon) oreomeens
ing attack for one attacker may lead to an impersonation or a DoS y ging).
attack when applied to another attacker. 5 THE AGILE INFORMED ATTACKS

Meanwhile, both dodging and impersonation attacks are suscep- ) ] ) ) ]

tible to adversarial perturbations. To enhance the attack success Inthis _sectlgn, we theoretically model the infrared Iaserlnterfe_rence
probability, smaller step widths are preferred since more settings [0 the imaging systems and present a method to fuse attack images.
are likely to produce e ective perturbations. However, it would ~ hen, we presenigileinformed attack design to compose physical-
signi cantly increase the attack time, which may cause the attack domaininformeddodging and impersonation attacks using results
impractical in real-world applications. For instance, in a naive tar- oM simulated attacks in the digital domain.
geted impersonation, we randomly selected 5 targets from the LFW .
dataset and counted the number of successful impersonation at- 9-1 ~ Laser Interference Modeling
tacks launched by 15 available attackers under 190 laser settings.A laser beam with a high temporal coherence emits light with a
The average ASR was between 0% and 0.77% as shown in Table 2ery narrow spectrum. This results in annular interference patterns
and the average attack time was 283.5 seconds. when propagating through multiple lenses of the camera, as shown

Attack Success Probability. Laser perturbations have been shown
e ective in DoS against face recognitior6§. Similar results were
observed in our experiments. As shown in Figure 3, the pertur-
bations from strong laser signals (laser current24& in our

A straightforward yet naiveAgile physical adversarial attack is to
place the attacker wearing the laser-embedded glasses in the eld
and test all possible perturbations. In a simple scenario where the
laser setting is solely determined by the operating current of the
laser diode, the total number of settings iSX° =1 .o <g=°*X
where the current is in»<g=* <o ¥and X denotes the step-width.
Challenges. The naive approach is impractical in dodging attacks,
where the attacker should remain unrecognized all the time. How-
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